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RESEARCH ON DISTRIBUTED SECONDARY
CONTROL OF MICROGRIDS UNDER HYBRID CYBER
ATTACKS

Abstract

The development of new distributed energy generation technology
promotes DC microgrid as a key part of the smart grid. The distributed
hierarchical control it adopts includes primary, secondary and tertiary
control, where the secondary control communication is vulnerable to
denial of service (DoS) and false data injection (FDI) attacks, which
threaten the safe operation of the system. Aiming at the problems of
voltage deviation, current sharing error and communication security
under hybrid attacks, this study proposes a step-by-step solution to
construct a highly reliable distributed control system through theoretical
modelling, strategy innovation and simulation verification.

(1) First, to solve the problem of imbalance between bus voltage
deviation and distributed generation (DG) output current ratio caused by
traditional droop control, this study proposes a distributed secondary

control method. By constructing a layered model combining the primary
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control layer based on droop control and the distributed secondary control
layer including the communication system, the communication topology
is described by graph theory, and the dynamic equations of microgrid
flow are derived. The secondary controller is designed by integrating
voltage and current error feedback to achieve voltage recovery and
proportional current sharing. Matlab/Simulink-based modelling of the
DCMG verifies that the scheme can quickly eliminate voltage deviation
and accurately maintain current output in scenarios such as sudden load
changes, which significantly improves the system robustness compared
with the traditional centralised scheme.

(2) Secondly, for the synergistic interference of FDI and DoS hybrid
attacks in open communication environment, the study establishes the
information tampering model of FDI attack and the impulse blocking
model of DoS attack to reveal the synergistic damage mechanism of
hybrid attacks on distributed control. On this basis, a hierarchical elastic
event-triggered control architecture is proposed. The architecture consists
of two sub-controllers based on bus voltage error feedback and branch
current error feedback, respectively, and an event-triggered manager. The
manager dynamically switches the sub-controllers according to the bus
system state. Meanwhile, a compensation mechanism is introduced in the
secondary controller to counteract the continuous-time FDI attack in the

presence of DoS attacks.
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(3) Finally, to further address the potential failure of the controller
during the intensive period of the DoS attack and to compensate for the
lack of active compensation for FDI attacks, a strategy that integrates
elastic period sampling and attack reconfiguration is proposed. Elastic
period sampling is introduced at the secondary control layer to
dynamically adjust the communication interval to reduce data loss while
reducing the consumption of communication resources. A neural
network-based FDI attack mitigation layer is added to perform real-time
optimisation and false information filtering on the sampled data, and
combined with attack characterisation to achieve active estimation and
compensation of FDI attacks.

This study provides theoretical support and technical solutions for
the design of high-security DC microgrids with significant potential for

engineering applications.

Duanjiao Guo (Electrical Engineering)

Supervised by Prof. Yuan Ge

KEYWORDS: DC Microgrid, Voltage Regulation and Current Sharing,
Distributed Secondary Control, False Data Injection (FDI) Attack, Denial

of Service (DoS) Attack
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