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RESEARCH ON MULTI-SUBJECT GAME MODEL AND
DYNAMIC STRATEGY EVOLUTION FOR E-COMMERCE
USER PRIVACY PROTECTION

ABSTRACT

In the era of digital economy, e-commerce has become an essential
driver of global economic growth. However, with the rapid development
of the industry, the collection and analysis of large-scale user data has
raised concerns about the leakage of users' personal information while
improving operational efficiency. In this context, effectively safeguarding
user privacy has become a core issue for the healthy development of the e-
commerce ecosystem. Based on differential game and stochastic
evolutionary game models, this paper systematically studies the privacy
protection strategies of e-commerce platforms and merchants and their
optimal decision-making behaviors under government regulation and
examines the strategy evolution of related subjects in an uncertain
environment. In this paper, we first construct a differential game model for
autonomous decision-making and analyze the optimal privacy protection
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strategies of platforms and merchants and their revenue performance under
the non-cooperative mode without subsidy, non-cooperative mode with
subsidy, and cooperative mode. On this basis, the time delay effect is
introduced to extend the model and explore the impact of time delay on
strategies. Furthermore, government regulation behavior is incorporated
into the model framework to investigate how the reward and punishment
mechanism affects the decision-making behavior of platforms and
merchants and to analyze the optimal privacy protection strategies under
government regulation. Lastly, considering the uncertainty of the market
environment, Gaussian white noise is introduced to construct a three-party
stochastic evolutionary game model to study the behavioral dynamics of
the government, e-commerce platforms, and merchants and the stability of
their strategies under random interference. Numerical simulation is used to
further verify the influence of key parameters on the evolution of privacy
protection strategies. The research results show that:

Firstly, a subsidized non-cooperative model achieves Pareto
improvements in platform and merchant revenues, the overall level of
privacy protection, and reputation over an unsubsidized model. In this
model, the platform's effort input remains stable while the merchant's input
increases significantly, and the platform only provides a subsidy when the
revenue factor reaches a specific threshold. The collaborative model
showed superior decision-making outcomes, with significantly higher
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levels of privacy protection, reputation, and economic gains than the non-
collaborative model. The extended model analysis shows that both the level
of privacy protection and the benefits can be optimal in the cooperative
mode, but the optimality of the benefits is only achieved when the delay
time is in a specific range, and the benefits may even be lower than in the
non-cooperative mode after exceeding the threshold.

Secondly, in the government regulatory context, the platform's
subsidy strategy is not only affected by the revenue coefficient but also
constrained by a combination of market conditions and the government's
reward and punishment ratios. In the non-cooperative model, the effort
inputs of platforms and merchants are mainly influenced by the
government's adjustment of the proportion of rewards and punishments for
a single entity. In contrast, under the cooperative model, this input is more
dependent on the government's macro rewards and punishments for e-
commerce as a whole. The government's overall reward and punishment
behavior towards e-commerce effectively pushes platforms and merchants
to enhance privacy protection and increase revenue. Although the subsidy
mechanism enhances the level of privacy protection, reputation, and
economic gain to some extent, the effect is still lower than the overall gain
of the synergistic cooperation model.

Finally, in the stochastic evolutionary game model, the government
always prefers strict regulation in the process of strategy evolution;
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although the platform eventually tends to manage actively, its strategy
choice is influenced by both the government and the merchants, showing a
certain degree of volatility; although the merchants tend to adopt the
strategy of violating the use of users' privacy, their behaviors are also
subject to the dynamic constraints of the government and the platform. In
addition, platforms and merchants are highly sensitive to the probability of
privacy breaches: they prefer negative strategies when the probability of
privacy breaches is low, and gradually shift to positive protection measures
when the probability of breaches rises. Further analyses show that
government rewards and punishments have a significant impact on the
strategy evolution of platforms and merchants, with praise being more
effective than punishment; the reward and punishment allocation
coefficients affect the balance of platform and merchant strategies. The
intensity of random interference affects the rate and fluctuation amplitude
of the subjective evolution process but does not change the final stable

result.

KEY WORDS: E-commerce; privacy protection; differential games;

government regulation; stochastic evolutionary games
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PRI IE AU, .
Ull=(1-y)(1-2)(V, - F, - C,)+(1-y)z(V, = F, - C, )+ y(1=2)(V; = F, = C, ) +3z(V; - F, - C,)

U12=(1-y)(1-2)(¥, - C, - A+ R)+(1=y)z[V; = C, + R+ s, P—(1=5) 11,4 |
+yZ(V] -G +R+,u2P)+y(1—Z)[V] -C +R+s,u2P—(1—S)y1A]

U, =xU11+(1-x)U12

HRYE Malthusian 72 AHCEAE, BUMHIEHIZIATTEM T .

F(x):

S

=x(U11-U)) = x(1-x)(U11-U12)
=x(1=x){C, = C, = F = R+[1=sz—yz+sp(=1+22) | sy A+ [ =sz = yz + sy (=1+22) | 1,P}
AR FEL R 1 65 SR Y AR B i AR B R R 2 i) o w21 Moz
PR IE N T, .
U21=(1-x)(1-z)[V, - C, +(1-5)(1-v) yA—s5(1=v) st P= sF, |

+(1-x)z[V2-C4-(1-v) 2P~ F2+ o]+ x(1-2)(V, - C, = sF, )+ xz(V, - C, - F, + ®)

V,-C, +(1—V)(1—s)y]A
+

U22=(1-x)(1-2)[V, - C; +(1-v) gy A]+(1-x)z ~s(1-v) i, P+ s@

x(1-z)(V, = Cy)+xz(V, - C, + sw)
U, = yU21+(1-y)U22

HURE T 5 R HIZh TR T

F(y)=%=y(U21—U_z)=y(1—y)(U21—U22)

=y(1—y){

Cy—C, = Fys+F,(—1+5)z+(=1+x)[—z+s(-1+22) | (114 + 11,P) (-1 +V)
—(~1+s)zo
B FEL R P SR B “ SRR B SRR SR M 3l w31 A

Us2, PR IE N U,

U3l=(l—x)(l—y)[V3 -C, +(1—s)v,ulA—s(v,u2P+a))]+(l—x)y(V3 -C,—vi,P- o)+
x(l_y)(l/; -G _Sa))+XJ’(I/3 -G _a))

U32=(1-x)(1-y)(V, = Cs +vyA) + (1=x) [V, = C; + (1=s) v A= sy, P |+ x (1= y) (V, = C)
+xy(V3 _Cs)

U, =zU31+(1-2)U32
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HLRE T X I R Zh SRR T
F(z):%:Z(U31—U}):z(l—z)(U31—U32)
=z(1-2)[ G = Cy = (—1+x)(=s =y +2s9) (4, A+ i, P)v —so+(~1+5) yo |
BT 1-x s 1-y -z ARG, AREHTRREER, KR B Hsh &R
s
F(x)=x{C,=C,—F, = R+[1=sz—yz+sy(~1+22) | sy A+[ =sz = yz + sy (~1+22) | s, P} (5-1)

(y):y{fz_—f:s—)j;s+ﬁ'2(—1+s)z+(—1+x)[—z+s(—1+22)](y1A+y2P)(_1+V)

}6@

F(z) = z[C5 -G —(—1+x)(—s—y+2sy)(y1A+,L12P)V—sa)+(—l+s)ya)] (5-3)

522 BEHEEER

SRR R ES RG T, BUN. P& . mxXER NG 2 4821 A
B E o IXPP AN E PE T EORIET PN E T WAMAEE , AHHERLR R 13D
AU EEAN R L2 (AN L - BOR BT A PRIE AR AL P B A PRI R 2 25
5, HSRTREXT 2 5 AR R SRS L FE AR WA RIS &, A SVE BN
RRE L MR 25 R O 0 A S AR Bt 2o 36 AR AT SRS I A O T 26T DA B
&, AW FAEALGE RIS TT AR R BTN T i E R S I, DASE AR %)
H T 2E R G RIBENLIUARAAE, SRS W DL R 2 PR T 1) TR SR AR M SR T AL

dx(t):x(t){Cl—CZ—FI—R+[1—sz—yz+sy(—1+22)]ulA+[—sz—yz+sy(—1+2z)],uzP}d(t)
+ox(t)dw(r)
dy(t):y(t) C3—C4—F2s—Fzz+Fzsz+(—l+x)[—z—s+2sz](y1A+sz)(—1+v)+(1—s)za)}d(t)
+0y(t)da)(t)
dz(t)=z(t)[C5—C6—(—1+x)(—s—y+2sy)(;t1A+/12P)V—sa)+(—1+s)yw]d(t)+O'z(t)da)(t)

Fh, o RORBEENLTIRMERSE, o) B —4EbriEAT B2 3 (Brownian
Motion). i &S IE i FLA S ATT R R E0 BN,
547 BERALBENL TR 35 EAR R FAT A MBS o do(r) R =yl IR,
K> 0 KBEZEK h> 00, w(t+h)-w(t)~ N(0,h)
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523 HEMSREEDT

BRHIIERIRE N =0, PIEIE x(0)=0, »(0)=0, z(0)=0, AJLAFKE] x(r)=0,
V(0)=0, 2(0)=0 FEIEA BT AT ES B b, 25 % ik
AT NAN AT Gt 2 2 BIBEHLA R T 90 Rk, 25| ARPLEE, 5520
PLTPOxT R GURE PERISEI o B T BE Ny RE B 18, AR GUARGE ) e e B U R

SEHE S gD RN TR

dx(t)= f(tx(t))dt+g(t.x(¢))deo(1),x(t,) = x,
Wox (1) = x(t,x,) NITREMR AFAERREL Y (1,x) 5 1IEH B e, o, i ¢ |x|P <V(t,x)<c, |x|P,

t>0o, ﬁLV(t,x) =V (t,x)+VX(t,x)f(t,x)+1/2g2 (t,x)VXX (t,x) :

FAy>0, M Lv(ex)<—(ex), 20, WAHRHFRMMNERLEEE, A
P c, Py
E|x(t,x, )| <(c—l]|x0| e’y t>0,
H3r>0, HLv(ex)>—pr(sx), >0, WHERMNEFHEMERE A RE, H

E|x(t,x0)|P 2(2—2]|x0|1) e’y 120,

PO =y &V(t,x)zx » V(ty)=y, V(t,z)=z5 x»,z€[01], ¢=¢, =1,
P=1, y=135 LV(,x)=f(tx)> LV(t,y)=f(ty)s LV(,2)=[(t,z), # JTFERIZARY
IR E, WL

x{Cl—CZ—E—R+[1—sz—yz+sy(—1+22)],ulA+[—sz—yz+sy(—1+22):|/12P}<—x (5-4)

y{q —C,—Fys+ F, (=1+5)z+(=1+x)[~z +5(-1+22) | (1,4 + i P) (-1 +V)

—(-1+s)zo

}<—y (5-5)
z[ G, = Cy = (—1+x)(=s =y +259) (1 A+ 1, P)v —s0+(~1+5) yo |[<~z (5-6)
524 ERIZESH RN REBAN

IR o BENLI Y U5 RETCIE ELEAG UMM, SORs BB LI 23 75 R Y B
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ML Taylor FETF. & ST 18 LA IBEHL I 7 F2
dx(t)= f(t,x(¢))dt+g(t,x(t))de(t)
ERXDNTTRER, e[, T]s x(t)=x%> xR, o(t)Tn—4EbrlEAIEEN, &

h=(T=1)IN s 0=ty +nhs FTRERIBEHLIE IR IF LA

(1) =40, (+(0,) 80, (x()) [ (Aen 1] () (x(0)
D) () (0 (500 ) o8
fE Lmp R Uh, R ZWRZED, AR Milstein HUETTERMETRE, 18
Milstein J7F£H, HBAL Taylor I AgWTA —PrRIAA, SRETEST, BHIt,
EESON:
(1) =40, 7 (+00,) 8o, (x(0)) 3[40 Y 1] (x(c))e (x(0)
Kltt, A Milstein J72:3Kfi# SDEs, AJ45:
x(tn+l>=x<tn>+hx(rn>[

G —Cz—E—R+[1—sz—yz+sy(—1+22)]ulz4+J

[—Sz—yz+sy(—l+2z):|,u2P (5-7)

+Aa),10'x(tn)+%((Aa)n Y ~h)o'x(,)

_, C3—C4—FZS+FZ(—1+S)Z
y(t,n)= Y(H){+(_1+x)[_z+s(—l+ZZ)J(yH4+/5fﬂ(—l+v)—(—l+s)zw} (5-8)

+y(tn)+Aa)nay(tn)+%((Aa)n Y ~h)o"(s,)

z(tn“): zy(tn)+hz(tn)[C5 -C, —(—1+x)(—s—y+2sy)(,u1A+y2P)v—sa)+(—l+s)ya)J

2 (5-9)
+Awnaz(tn)+%((mn) _h)o'=(1,)
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PZIO; FI :6; R=6 9 S=O.5 ’ sz :67 (0267 V:O.S ’ x=y=z=0.50 E*Ha\%%ﬁ

XL AT, R RIEHURAE (0.1) AfE (0.9) fEuxtiéd, DI EM KR
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