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RESEARCH ON USER PRIVACY PROTECTION
STRATEGIES IN NETWORK LIVE STREAMING
ACTIVITIES BASED ON DYNAMIC GAME MODELS

ABSTRACT

With the continuous evolution and upgrading of online live streaming
and economic formats, platforms strive to enhance user engagement and
attract more viewership by providing personalized recommendations to
improve user satisfaction. However, such personalized services inevitably
raise concerns about privacy leakage. Given this context, collaborative
efforts among live streaming platforms, streamers, and users have become
a key factor in boosting viewership while ensuring user privacy protection.
This study focuses on these three stakeholders—platforms, streamers, and
users—and constructs a tripartite game model based on dynamic game
theory, offering recommendations to achieve mutual benefits for all parties.

To investigate the willingness of live streaming platforms to protect
user privacy, the willingness of streamers to exploit user privacy, and the
willingness of users to share private information—along with their
influencing factors—this study constructs a tripartite evolutionary game
model involving platforms, streamers, and users. The model analyzes the

strategic preferences of each participant and reveals the system’s
1



i W N i e 2 DA TS

evolutionary dynamics. The results show that the behavioral evolution of
live streaming stakeholders progresses through four developmental stages.
The system reaches the fourth stage when platforms consistently protect
user privacy while the behavioral decisions of streamers and users stabilize.
At this stage, live streaming activities achieve sustainable growth, and user
privacy is effectively safeguarded.

To further investigate cooperative strategies between platforms and
streamers, as well as platform subsidy strategies for users, this study
constructs a tripartite differential game model incorporating dynamic
traffic, involving live streaming platforms, streamers, and users. A
comparative analysis i1s conducted on effort levels and profit outcomes
under three scenarios: non-cooperative decision-making, centralized
decision-making, and cost-subsidy decision-making. The results
demonstrate that users' effort level in sharing private information does not
always increase with the platform's growing investment in privacy
protection. Furthermore, platforms' subsidies to users can serve as an
effective incentive mechanism, achieving significant Pareto improvement.
Finally, the profit-sharing ratio between platforms and streamers has
opposing effects on their respective effort levels and profits. When the
profit-sharing ratio exceeds a certain threshold, streamers obtain higher
profits without exerting additional effort, leading to a ‘'free-riding'

phenomenon.
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Finally, we construct a three-party differential game model containing
dynamic traffic among webcasting platforms, anchors, and users for the
cooperation strategy of platforms and anchors and the anchors' strategy of
using users' private information, and compare and analyze the level of
efforts and benefits in three scenarios, namely, when platforms and anchors
sign contracts, when anchors are non-signing contracts, and whether or not
the anchors inform them of their utilization of users' private information.
The results of the study show that when the anchor chooses to inform the
user that the anchor has utilized the user's private information, the
webcasting platform will subsidize the cost of the anchor only if the anchor
receives a commission within a certain range. Second, the strategy of
webcasting platforms signing contracts with anchors and anchors
informing users that they utilize private information is not always
unfavorable compared to the strategy of not informing them, and users'
willingness to share private information is affected by the proportion of
privacy-insensitive users. Moreover, when the number of privacy-
insensitive users reaches a certain percentage, the anchor's informing

behavior will become a dominant strategy and achieve Pareto improvement.

KEY WORDS: live streaming platform, user privacy, personalization,

differential game, evolutionary game
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TR T R R AE RS (R AT [0,T] /& U, Horh >0 FoRt g8 ki Z1, Bir
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X(0)=xeX, (2-2)

FEHT, u(t) = (0, (0).0, (1),uy (1) € RN TRFEH TEN 11 GEBE ROT BN R, IS R
HARA Hy x o TUZERTIEDC YBT3 OB 2 U () < RY 52 L, x, LIS
BRI . PREE# 1 AR RAER Q- DAIH R BB F ot 7

3 (0(1) = [ F (x(1)u(t) Ot +e S (x(T)) @3)
Horb, p FORATIES, MR RRA S X(O) I, F (x(0),u(0).1) B T 7E

B[R] ¢ 3 B2 1) AR u (t) A B MBRET B0, s (x(T)) AITRSES 8] R 1 R G 444H
PR F R B R R B IR 2 AR ) BRI — A R B T AR R

TN BAS SIS R 3 SR AR 5
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NIEEER A G

12



i W N i e 2 DA TS

242 SEUEFER
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31 RS A L

28 4
Gy [P 2% LA P £ 8 I % B AR R A 02

Gr, W9 2 ELRET 5 6 F P B BERL DR3P AT D Pty R AR Wi 2
G, 2% BT & HEAT AL DRI A B 77 W AR
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Se, FHEAFI A BEALE BRSO Rl

Ce R 8 3 SRS B TR AU

G, P8 ELART 5 25 T R IR RS 2 A A I U 2
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T E&E TR ILEERAAME BB RRAFNER R (C, ), RN S AE E RN &
A B S P SR MRS (C ) o [FIEE, ARSCEES | =5 AL R AR rh A4
(LR AIFSRE /AW

W28 BT & U 2= BRI - - oA (535D, (3-1D
TR =E LR A+ ERRR B RN A (3%, (3-2)
I U et =t W s AN - RRAS (H535%), (3-3)

i b, RVHHMEER TS TRAHSE\FRIEHE RS,
HARN B 3-2 Fizs.
32 =BT N RIS EE A NG RERE

NG5 P ELART G e ARl REUALV &
(My Ky N)  Gg+G, =S, —Co —Gy Sy +S, +5,—S. -S.  Cy+C, —Cq
(My Ky N,) Gp +Gy, =S, —C, Sp +Sp, =S, —S,, 0
(My Ky N,) Gy +G, =S, —Cp G Sy +S, +S, -5, Cp +Cp, —Ce,
(My Ky N,) Gr +Gp, =S5 G, Se +5p, —Sc, 0
(M, Ky N,) Gy—Sq—Ch—G,  Sy+Sy+Sa-S,-S.  Cy+Cy—C,
(M,, Ky N,) G, —S, -G, Sp +Sp, —S;, - S, 0
(M, Ky N,) Gy —Sy —Cy, —G, S +Sp, + S5, —Sc, Cp +Cp, —Ce,
(M, Ky N,) G, —S, -G, Sy +Sp, =S, 0

3.22 REIDHT
(1) M HEIET & s IREAR
R e A 2 EL AR T 0 F P B AAE BEAT ORI BB 23 o Py, AN

FALE BT ORI BB e v Ry o I8 ELRET & BB A AR A 5 RE
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P, =yz(G, +G, - S, —-C,, —G )+y(1-2)(G, +Gp, S, —Gy)
+(1-y)2(Gy +Gy, =S, ~Cp, —Gg, )+ (1-y)(1-2)(Gy +G,, — S, G )
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P, =¥2(Gs =S, —Cp, —G, )+ y(1-2)(G, - S, -G, )

+(1-y)z(G, =S, —Cy, Gy, )+(1-¥)(1-2)(G, - S, -G, ) »

=G, -S, -G, —2C,

FITEL, W2 BT 6 8-S P = xR, +(1-X)P,, -

K, W4 BT 6 U AT NI HI SIS TR N R
F(x)_(:t(_x(P ~R)=x(1-x)(P; Py

=x(1-x)(G,, +G, -G, )

HH s JT R E BRPT A, A0SR N 28 B -1 6 Ay B S AR B ST 2R AL, T x
5 B LU 26
6F(x)<0

OX

’

F(x)=0H.

EEF(X):O7 EI% /%‘X ij 1,

FH aFaS(X) =(1-2x)(G,, +G,, G, )<0, FIfiffS:

Hx=0pf, Gs+G, -GC.,<0, (3-4)
Hx-10f, Gy +G, G0, (3-5)

s L, U4 AT G AT D A 3R B SR B . U
1% EL4E T 26 P OB R AT T R K35 (G, ), PR P B
ST ELI T & IR (G, ) 4 ELIE T & A7 WAL R I A H B A7 4
30 WA (G, = 4 ELIE T 47 0 7 A B
(2) LA IR
B2 SRR PP B 135 LI OB SC2 Py SRR AL £ S
WA P . SR A R A R R
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FITeL, ERERPIIIEIE R = yR +(1-y)Py o

R, RO SRAT N 38 T7 B N s
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EF@FO,ﬂ%%yﬂJﬂﬂhslg,

R TR

oF »
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HIAT NS AAEAR IS . BeAh, ERRI A P SRS BT A R (s, ), £

A P B A B TR AR BN B 3 (S, ), ERE A BRAL S 2 T

SRR (S, ) =& WA EREAIAT J PRS- A= 5
(3) HFP AR
B F P L B AE BAT ARG A Py, AL RRAME BAT NI
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