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Security Control of Suspension System Under Network Attack

Abstract

With the continuous development of the automotive industry, the performance and
comfort of vehicles have received increasing attention. As one of the important
components of intelligent connected vehicles that affect vehicle comfort and safety, the
research on the control strategy of the suspension system has attracted widespread
attention. However, with the rapid development of network communication technology,
the process of network attacks acting on vehicle intelligent networking poses new
challenges to the stability of the suspension system. Network attacks such as replay
attacks and denial-of-service attacks can affect the stability and performance of the
suspension system, and may even lead to system crashes, posing a serious threat to the
safe driving of vehicles.

This paper conducts an in-depth study on the safety control problem of the
suspension system in the context of network attacks, aiming to design a controller that
can not only save communication resources but also withstand network attacks,
improve the stability and performance of the suspension system, and provide a
guarantee for the safe driving of vehicles. The main research contents include the
following aspects:

In the first part, the Ho control problem of an uncertain seat suspension system
based on a human body model under replay attacks is studied. In this research work, a
state observer is designed, taking into account the key issue of the interference of replay
attacks during the transmission of the system's measured output from the sensor to the
observer. Based on the calculated estimated state difference, we further carry out the
design work of the Hw controller. To verify the reliability and effectiveness of this
control strategy in the scenario of replay attacks, we use the Lyapunov function and,
through mathematical derivation, prove that under the action of this control strategy,
even if the suspension system faces the threat of replay attacks, it can still achieve the
preset H., performance index and ensure the stable operation of the system. Finally, we

use the linear matrix inequality method to solve the observer and controller gains,
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providing accurate parameter basis for practical applications. The simulation results
show that the proposed H. controller can effectively stabilize the suspension system
affected by replay attacks, keep the system's state trajectory stable, and thus ensure the
comfort and safety of the vehicle during driving.

In the second part, the H.. control problem based on event triggering within a finite
time domain for the active suspension system under the situation of denial-of-service
attacks is studied. When a denial-of-service attack occurs during the signal transmission
process, an event-triggering mechanism is adopted to effectively handle the
transmission of the measured output, so as to avoid the influence brought about by
network attacks. In this study, firstly, by using the method of completing the square
combined with the theory of backward Riccati difference equations, the existence
conditions of the event-triggered H. controller are derived. On this basis, by
introducing the theory of generalized inverse matrices, the mathematical expression of
the controller gain is given. The simulation results demonstrate the effectiveness of the
proposed method. The designed control strategy can enable the active suspension
system to maintain a good control effect under denial-of-service attacks and ensure the
driving stability of the vehicle.

Li Zhongyuan (Applied Mathematics)
Supervised by Prof. Liu Hongjian

KEY WORDS: suspension system, H. control, replay attack, denial of service attack,

intelligent connected vehicle



TRUTAE R L 2 A e

H %

B B oot ettt ettt ettt e e I
ABSTRACT ..o cveveeeeeeeeeeeeeeeeeee s sees s seeseesesssseeesesesesesesesesesesssseeesseseseseseseseseseeeseseeeseeens |
O O OSSP 3
R 8 A = TSRO 4
R R B i =X - VTR USSR 4
1.1.2 B RGBSR TEHEIR oottt 5

L TR T 22 3 G USSR 8

L P R B oottt ettt ettt ettt e s 10
2T ERRIGEE R ET AN R E A B RS H, B e, 11
2.1 T BT oot 11
211 FET ABIE T B AR B A R Dl 11

o B L G s OO 13
213 FHREE I H_ AEBIE oo 14
e o S S SOOI 15
o B o= 22 =T 15
222 FEEMEFNH PEBE DT oo 16
2.3 BTSN B LTI L oottt 21
2 R R e e e 25

%3 5 RS BGEEE T & T MR T sh &t R G A IR H, $24) .26

3.0 TABHHIR oo 26
311 HENUSZ —EFHBER I ESRHE RS e, 26
3.1.2  FEAR ST S FAEAR U oo 28
3.1.3 AEANRSG TG L T3 T H A R H, 68 28



TRUTAE R L 2 A e

32 EEELEIL e 29
33 BUESEBI LT oo 35
3.4 TREERLE e 37
AT JBEEGIEE e 38
A1 JEAEE et 38
B2 BHTEL oot 38
T = OO 39
BEZETLHR oot 40
BB 2 L] S 13 N 7 SO 47
B U bbbt 48



TRUTAE R L 2 A e

BIE 4L

Pt o 2 B O R S R 9 R SR B AN T 2, PR ZE ) 25K AN
SRR T RARIAT B IIRE, 10 SN 2 ARG AT 4R T o 5 e AE AT i
VEJTIHD, 9 98 B B R AT S 4 A DR S8R DAORAIE BE TR i) 25 Ay, TR 7 SR A
AHES) VIR SRR BRI PIE R & -

A R GUE R TR AR AR B @ R AR R D7 T AR AR AR AR
AT, e AT L E P R S 2 e A A LU st R R R B . SR RSN B) )5
RAVERT AR AT IR KIS0 Bl U, S RGUTEREA DO 2 4 53R 72
AT AR B RE R, 3R DL/ 2 B 53 SRR 57, NI AR S R AR o
K, BRI TINE, etk T8 B0 S/ MO A R AR B 7 T K
HEEEARH], IR OO A BF 7T 1 R

i T M2 HI BRI PEE A, AT A 428 s A0 A ks m] DU AR
LRI M Z T, T U A B 2/ AR AR A A o (B AN T Gt oK T
SERA 2 SR I I, ABEER . F SR ZAE KRR IR R LI
A ORI 2 I 7E 8 2 R IR B R G L W N, IR IEX — E K A,
A SRR T, WREA EE M %R, BHRIR A 5 52 2 28 Kk (1
M. B, AL RINURER B R g ek, AR NIa Y. AT R B
AL LG T 4 i 55 Mot S Mo ), SR s et e 4 460 IR 55 Bt A2 i BEL BT Do 2%
ARERZ 18] (I A5 , AT FEL 2 368 15 30 3 Bl itk b ip i3 o J B A i A R AR RV
ML IRAS B &, Moy B AT DU S Al R B 28 X 2% 76 2 R SR B B 0 3 K
HRBL T A AR ) P R TR R IS AT IS A% AR T B AR, I FH A7 Gk O B 2 ik
2RI A Tk i ORBEAT I o 5 A% Tk e HE A A i IO (RIS, el 2 Je et 4
A7 8% By BV B L RO A R G

P28 B 1 1 T St R GUI 22 Az il il fUA A3 AT FE. DAL, Beit thBETY
BB BEIR SLRE A N 48 Ll (10 47 1 e it S 49 JE N BRI R X



TRUTAE R L 2 A e

1.1 REHARER
1.1.1 2ER%

VENERE S 5RRIZ LA, R GAINRE TR T HEE S
KEHEMACO. ZRGFZEBFE IO B ERESNIIR S, 78RO P %
T AN R e el i, e o A ) B AR AR ZE DR B A8 T, AT {25
BN GRS ANASRE , DAORIESRAR N 53 SR AR T3 I - AR ) AN ey
MEIAE, HAETEME ARG B N =38, YEhatts. FEIZSHUL TS
RGN,

Wesh B RGUR NG E et Az QRO | iR B AT
SFrEP . Hr, FETorE 2 R NSRS, APURHE SRR E RN X
LIRE, IR RN 1 AT R RS b ol o 5 3P P A AR A BE e 28
LR TS R, R HUBRER AL O IRAE, AT SIS o ok E B A R0 L

i LA TR B AED AR H TSR R R L X AR SN B R G AE S
Fe P A AN e B AR e R T R T2 BN

FERA T aa et Healah B R g0 b 3 S NI B R B AL B JE 3 BH e &
Homt i TR 10l RAERAHE B R G ERE S sE g s RSN E
AR B ILAA T SR AF S B AT T, DL T XE DURA OR 2 00 5 Uy X RSG5 1% 17 47 B
WKAR B RPN TE, BT IR IR EFE e, R0 H H AT R,
B IRG HEIR DU PTG, #ah B RGUE N IXFRIGHL, H R R 5
Froit, MELARRE SRR K

T FE i R gl A rT U 2R JE F A0 AT AR NI BE 5 Se L 7 RE R R K
Tt o ZARGHIZOAE T H AR e Foo, HIE 2 AL AR X 2 SE R AL 42 B
LA I AL B PR OL S B S A, IR T B i Sk & H S 40 AT
BNASNT o AP SLIN AL AE1T R SR ARYE A R AT BRI, 5 BH JE 1k
ANSRSERIRE, M0 AE DRAIE 2R A P Ae g PR (RTINS, 835 50 T SRR AR P LOT T,
BT Gipish s, R R R A& R GUE R IO T B SE A A3 B
PERITE RER I o

HFZAE 2, - 2B R GO N A e i SR P 1) R T AN~ EE I

2n

.



TRUTAE R L 2 A e

g FE B A U T PR R, ) DA S bR Mg N ATURS B 18] 553 R 5 2R K 3 25
PEPL, AT — B 22 AT BB B A, b RS 0 A e BRIEZ AN, S EBhE
HERGEREAR, FAETEA G i A e & 58 1), XA RRREE B4
T HAE AU T2 N

THRHEARGRE T AR RS, HAZOETHRR 78 8RR SE T A
AT S Th RERA TR . R GTHH ) 2 PR A% IR AR X 2% BE A SR AR 22 BIRAS « Iad LA
BTN IO SRS D, IR I 15 90 2% 453X L Bl A i 25 P SRR T 9%
fil| B e s AR I SR, A5 G Rl R A, R B R R IR 2 IR R
& BHAT A% o X AN P BLE S 2R SE R0 AR I SC i B DU IR S S R B &
HEZHL MR T A 3R PEAN G 1E 1

TR ARG TR H S AR TERE, REROXT ZF S RSl R ML
N, ARG R AR ET E E SAT R RS TE B, EAREEARGNRIE N .

1.1.2 EHERGITHIRIR LA

[ N Ak 23 e RGN VR R ITITE, SR T Z R . A,
P8 43T 0 P I e 2R 042 1) SR L A AR T A P 11 A 3 8 VR T A
AR ) F RN AR RS, BT RGEA WAL RE . SECR
58 M DL AR Bl A5 SR M TR 3R X LUl R 1) R G P T R S s 1 AR e
B, ELAFM RGN RAATRENE . RERRTES bR TR, AESHOA I E T
DL AR BT 55 DR 2R AR A A i, 3 ) B — 25 I 7 R G il i B 2
PRI, G A 0 S M T e ) R, 2 A BT ) R G A AR A e 1)
HEE I . FEREIAIE R EIS B E M O, EAR A TARNRN, EEA] O
HE N E ZREREEE RGN k.
1.1.2.1  HiE M|

TR T2 B RGN SRR o, (BB EAE L O PAT IR, H A
FAAE B M S ORI 8 P X AR M 3 BRI T ookt B AR LSRN &,
SEES BB 2R AR IE . REEARIHNREHATT, CERERR T 2
RGP AR VERE R I, AR ORI BR 1) 1 FCAE SRR R o R 8OR i X — 85
VR 2 25 0R) TR F I A% ) 7 SR e el o At AT T P R BT, 1



TRUTAE R L 2 A e

gt HHOE G ) B T AR R R AR B IX P AR, RSN R RGP R A AR I I AR
BRI R I 2 AR MEh SR BEAT BONHER L IEAS 50047, BRI N 15 B R4
P AIZ AT SR g Sorial,

SCHR[ISIEE R EBhEdE R G, ot th—ak G0 Y B & B 88 . 1%
SRR TR ENAA T EMEHERR R, I HE IS N 5 Pl 58
PEo SCER[16]F EH BB EBHERSR, RG TSR AESHAFENE, X
HHE T R RS B IE RS R T BN B R G AR e s AT
PO T B BN R TT S . STER[17]¥0E T — 8 B IE N2 W 2 3 0%, i
T Bk R G N R AR 2 1 LA A B 4 i RIS R A 2 Y
LIRS S Re ST, WA RGUIAT A BCERL S 6], ORI T B R G
PEBE o SCHR[ 18]I 8 N7, 55 S A 2 PR R L JE 25 35 305 280 ) A% B 3 7 2 A
B, Wi T — B FIE NI SR . B TS R, Ay SR S e Y
ZH, AT T BEAE S o TTO0 N B [ A E PR G mg P, [RI SEBL T2

AP RGN R AL A7 P 1 W R A o TP T AR R B0 (4% ) VR N e R R
GEHTT R IR TR EOR RS, [ ISR S AT A e R e X Y, 4 1 B
AT RIS R B /N i S B RE T B
1.1.2.2  &FEH

VENAL I 2R G AN E PEAI AN TP 00 20 TR, Sz B0 32 B0 5 A
W7 RE VBRI R B e sl . Horh,  H #HIBIRE E e
HIRGPEE T, B R A B R 5 AR X 18] P 0 B s ) ) 0O
(23]

SCHR[2415H 0 RGAFIER S HOR IR ARG I FE X R, EEE T H, SR g
TS, ARART T RGAEAE R FIRE M. SCHR2S I — B H 1 T 4,
ORI H, Fil 7k, o7 dud il RARE e NI H Y68, SEIL T B RRUE
SRR IX 8] Py O 1 1 REAR T, B BhEk R R GL AT 4% il S48 T 3B 8
B o FEMLEEAE b, SCER260N B EFHBHERG W T M EBRAE H, EHlEE,
A RRE | AERAEATRESZ IR AR Sh A i AN IS L R R G4 sk R 7E B HE R
SR AMERE IR AT, 8 R T 2 A R R o AT
FE I i 5 e, SCHR[271F0SCRR[28] 70 T 1 T Il o T R & 4 H, 422



TRUTAE R L 2 A e

BE, ARRR TG SRR RGN REM M . HE—DHh, STER[29)%H X H

WEE B RAER A AR MEARR I, Wit T — Ml R B H, 3038, 8 SR

UE, IZARH SRS W T T IR R, SO T S TR . X SRR SRR K
IRITEFEIRDL T IR RG I HIR UL TR EAR AT, #E3) T B Rl #ig
Ryt —E R R

1.1.2.3 A A%

TEZRAR R HI R Guh, i B0 5 20 A 204 B8 X 2% 2 [1A] 75 5 SIS B 4
YA, X PR LS B AT EAE A 25 3 BN 2 A% A 4l 1R AN HE A 5 85 1) .
G ETE 2T R R TAERIRREE N, LS4 SE RN 5 ANH s PR 25 1) i sE s i . 5
A1 fid A o] 2 A IR Xk SR B A i 1 Ly T PR AR AR 35, FE AR B AR R
G R 1)z B3,

SCHR[331E UCK A 2 N 2 5 il R SRR ARG &, S0 LR R G T
— R REEE RIS, W SN BIE R AR BE, B R T RS fE. SOk
[34]MTE 1/4 ZEREAUAEZE N, S 1A IR A Al 42 750, 813 RS HE
FAAEIEAE IE IR ANPAT 2RI DL T, DRRCRERIR R Al e . STHR[35]14
TR BT 0 O R S R SR, SR 5 N B A Al A AL
SCHL T SR B R SR BN AR B RE RIS . SISt R, SALGUESEH T
DAL, ZAEH AR R SRR RN, AT BRARZ) =00 2 — I RERE, N &
RGN RE BRI TR . SCER[36]H 4 -l R H, a8 5]
NEFPEkG B RG, WAl R 5, TELRUERT & T I (5] A R0/ 1 425 1)
BT MR HX RGP Rk, SCIRB3713EH T —Fh s T B iE
S fish A bR B PRI SRS, 1R REME AR AR RGUIRES BV R B@(E 4%, FER ORI
it 1 e )T s DA Rt AR AE 17 9 4 A % 1 7 o I S FF 9 Fl SR R R e 1 S
R RS T B R S A AR R

TERCHT B RSB A b, SCHR[66]F¢ tH — P i e B 2o A HoR
5N T AR W 4 25 & R BRI R R L R G & AR B BT 772, DA 2
FRETEM A AR . HAURE, Br R SR MR M ERER E R R AN
Y e A FH A7 i 7 T A B3 O, Dt — B I RN S bR R R R L T 01
KA SCHR[67 38 I 4 B YA FE WS | SO AL fr Al R LA 25 5



TRUTAE R L 2 A e

WEFC AR -0 2 5l 2 SR AR 4 R R ) e S A = e AN [ SR A T g sk
TIPSR, Bk 1T IR S O R Sl 2 A R SR BT THI I 7. 3L
BR[68]HH gt —Fh R R LB &R GE,  PARNIXTAS [F PR B AN ZH AR AL Fr iy
R . FEH T AR LA LU - B 00 - OB - o2l 4% 124 ) 2 F T
RUVE O LB T, W I KT Eh 51 R IR SRR T 25 37 o S A& B
SCHR[O9TRARL T HEARAL B 7K AL AR S &, $RTT 1 2 TROZ AR HI S i L3l &
BRRGMIPERE . BITHE i 28 -5 4 e R BB R R M 5 B, TR FPOAS ) (9 T
Pyssc DA HARREREAT 1 VEAL, IEW] 1R ARG TR A FTE R SR T iR e
S8 MR &7 1 B2 7 TR A 24 E o SCHBR[7014E T — P SGdE ) T-S B0 s 2% 7 i
B e 2 42 ) SRS o AN TR) 00N (R 017 AT SIE IR 25 SRR I, i Y 10 42 ) S
A7 R PARIN SEXT 22 LB R ARG IR, B F IR R LB RAGNENE
VERE. SCRR[71182H 1 —Fh B IE RSP R Fia B PRoE 28 s T AR 42 il 4%, DAARE A
F TR R B R B S, A SR R AR BT A M . AEASRISRAL A TR
BN HEATOTR, DS UEFTHE H A i & 1A Rk

1.1.3 MEHE

00 28 Tl (1) PRI e 28 47 26 (R S i 45 DLAR B o I T e il e v N
fEE BB B Sk, 2 — ARk R i Mo 5 2 AR 28 Ak 55 2o
AL 0 P 248 A A o ¢ RS, SR PELIT B0 4% 2 8] ) I WY T8 AE o AE 42 ) 0
A7 IR 2 B AT T R AH 52t Ji T A8 SCRIR[38]-[431 R 225 SCiik i 1. i,
FESCHR[43]H, o — A SR ) R 2 P A SR AT 1A A AN . 5T 52 31
Wk 2RI ANAR 2R S8, SCHR[44 PRI BOAT AR A sz il 1), I A
AR IR IS AL AR RGER S . SCER[4510T 7T 1 i A Bl AR 26 ik
S5 WUk RIANEA 58 P48 2 1) R Ge 3k T AH i A B R BUE TR, AESCHR[46], F
FC T A28 475 1) 28 G R G BT R X 24 S IR T B R B o %o T S AR 4 IR 55
Wl M ARZRIE R S8, SCHR471500E 138 T SRR IR 5ems, IR 7T 1 130 &
SR N BIRZS AR 11 o FAT IR B T80 o 01 25 ik 2 BT 1) £ B A% 2R 2 P 0 AT 45 ol
i) RUAE SCHR[48] 45 2 1 fift vl o £ESTHR[49]H, B T — Bl el Beis o9 2 T 1)
P& )P 2R G 2 A RAE SR, 12k I THR T A VB AE W 2% 2l B T A R G0IR



TRUTAE R L 2 A e

DRI

HRBE R E Ry, B IR ISR AC AR KA I A8, B Rif7
filh (B B AR AL AR o TE AR AR A A U B [ B, i
I AT B B B B B SRR ) R G X P Bt b A B B R
BRSO LIS 7 AN H bR R SR Al A BGOSR I T AR A
Bk M AR LM, Bl AR By kAT st . B, HBGE A RIE I
o HRL R RIS TR IR S A0, FIAHERERRZ, 2010 FRAER
Stuxnet H{i & —F IO, X IRET BN T IR G, T ET AR
OoHLIE B R IR

e U, STERISS]-[611JF & 1 ) L g e i Kl J 25 9 0 b AT 1 oF
il o TSRS I 775 BOEAE F AR, R R AT ARG SR . &
M FEEAR AT 8 R H AR RGEIEH TAE, WAL BRE S5 BCR BonEm G 5
o AHS, A AN R R, TR 25 A o A AR O e O I

SCHR[SSTTER: TORAS MM 25 4 bl i R R, S H T — i FH oo g 7 114
RGN VE . SCHER[S61R B, Mk TR B bR RIS, AT AT LA

TE G A SCRR[S S BRI T kA I 21 o SCHR[S5 7125 T 2 K EN 3 A AR AR R AE 5,
SRt 7 —AE BRI SN, R AT 2N AE T R R R G, KENTT
L] TG AR AR Bt o STHR[SS Bt — {38 FH 188 dpke 41 355 175 5 1) B A
Jiike NT ARG, R B AT AR AR s, AR T
WSS o B BT S S AL ER SR RS, A I AE AT DU KRS B R T IR
SCHR[SOIHE H —iofis ey A8 A7 2R (1 TE 5% 3ok v N\ F 1l N RO 7925 7 AN e
BEUE T LR R AL ) B s, A8 P 28 W AT AR 1k . SCRR[60]48 18
TIESZMES, AATTR A R AT 520 i A5 5 30T 20 b, DA SR I 4
— B R, RME S IR R 2 U, X — AR A TR I 53 AT IR O
SEARBR o SCHR[6 113K B SCRR[60] RIS I 77 32 v FH -6 00k Pl 9 421 2R 4+ 1 L



TRUTAE R L 2 A e

1.2 ARREN

ASCHETT T I T B RGN 2 a2 R . H %G, 2RIt 1 B
AR LRSS BB N S R G e hlH A, R, o 7 RGN
Balinli R R GEATE R @, $Em 1 REMRENE, FRIBHEmmIS R, ik
T IAEE R H I S R GE MR IR AAE TE OL T IR BTN H, P RE
fabr. ACABFIRNEAEMRELT

B9 T IRE R U S AIUIR, SRR RN E S RGBT
S, MBS RG] B T SR L, SRS, WK%
G ] R AE T T BT SCBLIR s B R A A SCA R SR

BRI R A E TN s & R G ARG SR
RENIAL, JF 5 ety B RGN BN T AR RN A 5 . WU E A N B RSN
H, $2 iR . &2 i R gl R, Berh RIS, e H A TX &
GURES T LR T AW R RE T, B AR T ARG EE R
D% I RE rp ] e Y RS e . R, AT H R B didis
FIZE e T RAG S MR B AR , R W 1 AR 1242 SR T, RIS 28 G i o I Bty
RIHBERE IR B P BOE I H, PERefa bR . BJE, MR ERTNE, K
TR 58 AT 1) 5 A4 2 o DS IE P B T R AT R, SR T BB A 5 5K
PIREARRY], S8 7 RAERIE R G AETE M RN, R 3—TT 1 P B AT
THREST, B BCR I SL PR 320t 14 /1524

=BT VIR AR ST B 1 Y T AT AL T shE R S R
I 3 PR e 2] e A, 4t AR B PR ) e s T Ui AR EH R it
— AN EET AU H $2 6 85, 228 A 3R 408 IR 55 SOl N BE T 2 TIUE A9 H, 1k
RETE AR o A T il i fe I ik AME [ 2R R 22 0 7 e, i B IR S5 B R T
BT ORI B H, 268 FIAF AR 355, R SCE5 VRS 42 48
1 B e RIB I DTS RIRIIE 1 PR T iR A Rk

S VY TN 4 SO e A A 2

10



SRR 2R L A 1S

£ 28 EMBE TET AMEENAHEEFRERSH
H, $2H1

RELHX —REASHAFE N EER G ARG HIE N AR
A, IR R s RGN ARG, ORISR Y e RS
M H, 32 R, AT, NSHRGENMER AT, it SRS S,
LI R GUIRESHEAT ARG T BRSNS, B A58 7 E SRR 2
R R A f i Re rh, A2 (0 ORI . )R, Pt H S A
il I 2 e v R AR E VEEAG, IER] 1S R G 52 RGN, RESIA T
FBOEM H, VERETE bR . RSB IR T A, I8 I LM AN S 05 V2SR AL N
AR SR NG i . Bm, R EUE D FSR, s PRI SR AT H 4%
HEFBEME VIS AEAE A, 0AIE 1 B Bt J7 SRR Rk S AT

2.1 o)k

2.1.1 BT ARBENEFEERR

M m; —I 3
C;[%—_] k;

<

BRI —2!
mor
) %:] k2
zZ
JEE A% HE 42 mj

I L Ju

1

BWIHR |

2-1 BT NARBIR ) e 23 R 4t
W 2-1 1, my RS E; mors mo2 3 NRORRR 5. FE R i &
mz=mo; +ma; mz RLERNELHNRE. cn 2 M ki ke 00N EIEHE: R
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SR FINIEE s c3 A1 ks R NAR P BB a0 AL B JE FANIEE s zin z2v 23 4%
AN T ERIALRS s u AR R RS i dl N .
M5 H BERT B R RIB) 1278 ) T iR
mZ, =—C,2, - k121 +C, (22 - 21) + kz (Zz - Zl) —u
m,Z, =—C,(2, —2,) —K, (2, —2,) +C, (2, — 2,) + K, (z, — Z,) (2-1
myZ, = _03(23 - 22)_k3(23 - Zz)

WL — 4IRS &
X = Z (t)
X, (1) = 2, (1)
Xs(t) =1, v- Zl(t) (2-2)
X, (t) = 2,(t)
X5 t= Z3 - Z, ®
X (1) = 2,(1)

Hrpx() (G =135 Z#E (k3 k) WEE, x(f) (G=246) =B (m
B msz) PIERE.

XO=[x0 %O %0 %0 %0 %O (2-3)

TR T AR S E T AT H (2-1) HAL

%(t) = Ax(t) + Bu(t) (2-4)
Forp
0 1 0 0 0 0 |
kgt Kk G 0 0
ml ml ml ml
0 -1 0 1 0 0
A<, & koot koo
m, m, m, m, m, (2-5)
0 0 0 -1 0 1
0 0 0o & k&
L m3 m3 m3_
B,=|0 —— 0 0 0 0
L ml
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HIELLT — ARG

{)‘((t) = AXx(t)+Bu(t) (2-6)
y(t) = Clx(t)

Hx) eR™, ut)eR, y(t)eRZ2RGHMEHR L. C eR*Z—IEAEE
YE R BR GUER
ARG B T

{x(k +1) = Ax(k) + Bu(k) + Deo(K) (2-7)

y(k) =Cx(K)
b t) R FoR BN AT S RIGHE), A=e™, B =] e%dsB, C=C,,h>0

NRNERW, DeR™REAGEYEREHIH B RGHIE.

2.12 ERKE

Tt 2 5 5 S B3 B HEATAE 8 o 0Tt 3 1 (5 BAR R T A — A
R, DR A BG4S T AT L Ak R M(K) 2 {y (D), y(®), - vk
KO #k® % 2k@, k® <k, (P=12-0),

N AR G, AT RIRAEAL S 5 3 N TR 7 3. FLAT
TFANIIRE (3 5 72 1 L SR HE 2 W, RSBt B VB, AU ARAS 5 2 4
SR o BE oK) Ao BRI i A o RO R, (k) =1, T,
a(k)=0- Hia(k)=0Mt, Bhi# KRN AGLIME k), TEELE M(K)
o R, 51N d (k) KT TG RIE ST R L% L2 R ELA
SR T, 25— DR T B B TR SRR DR — g,
UL 25 B 5 307122125 8L e o 0 TGt o B Ah, L3 T LA AR50
J T A T e, FFRT ST BRI AT e LIS K d (k)
Qe

C[d(k-D+L a(k) =1 )
d(k) = {o, (k) — 0 (2-8)
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L Epd, HREERBGEN, E kI 2RI R AT AR Y

y(k) =y(k—d(k))

i d FoRBedi B R Rl Md(k)<d .

2.1.3 EEERBTFHIH, ITHIZS

LU s AN 1] 8 ) BT R

R(k +1) = A%(K) + Bu(k) + L[V (k) - CR(k — d (K))]
u(k) = Kx(k)

Horp R(K) RS L2 Wg s, K 2&EHaRan.
AR M e(k) 2 x(K) - R(K) o« T4 e(k +1) 7T LLFR A
e(k +1) = Ae(k) — LCe(k —d (k)) + Daxk)
W RS ) sz i R oR
2(k) = Mx(k)
He, M2 —MHRAGEYLER R,
HeAh, JEd R E

XK E[X (k) K]
X(k—d (k) 2[ X (k —d(k)) eT(k—d(k))]T

HRHW T 25
X(k+1) = AY(K) + BX(k —d (k) + Deo(k)
{Y(k) =CX(k)
2(k) = M X (K)
Hrh

Ao A+BK —%K’ D ?, B 0 0_
0 A D 0 -LC

c=[C 0], M=[M 0]
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AW T ) H AR 2 AT BTG T B ECR G (2-7) Wit — M EHIEE (2-10) .
R U, SR EME K AL, A3 2 DU EREEE R
(D Hok)=08, HHRRG (2-14) WiEFE.

(2) TEFEVIEZMTT, 28 22 LT H PEREL R &4
Zz (K)2(k) < 2(0 (K)o (k) (2-16)
Hry > 024 E MK
22 EFEH#R

221 FEES|HIIE

N TR EELR, 4T 5 .
513 2,110 Xy TRREET m MIHFE B e R™™, BRAFAEMANIEZHFEU e R™

U, >
UBW =| ' |BW = (2-17)
U, 0

Heu, eR™, U, eRC™", (i X=diag{s,....sn}> & B WAEFAFE, Hh

%DW S Rmxm ’ 'fﬁ?%l’

23(=12,...,m).
Bl H 2.250; GHFRREET m ISERE B e R™™, WIS P 1R 20 e

P, O
Pl:UT{” }U =U/PU,+UJPU, (2-18)

0 R,
HH P, eR™™, P, e R"™O™RIEEMME, U UxfE (2-17) FE X, WIAFAE
EL R P e R™™, {#BP =PB. WA, A FEMQ e R™, fH5

BQ,=QB.
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222 IREMMH, MRS

FEIX—/NYiH, XGRS (2-14) HIFEMERH AT T 04T,

SEH 2.1: HIBARG (2-7) LU 52 2 48 8 (2-9) 1l
XFa e MERIE KL, A5 AR IR ERERE P AT O 5 2

n{nﬂ *}o (2-19)
1_[21 1_[22
Hrp
I1,, = A'PA-P+ A'QA
H TAQ (2-20)
I1,, =B"PA+B'QA I1,,=B"PB+B'QB-Q
W, Hok)=01, HERE (2-14) HHEREN.
UEBH: JEFEUNN s 12 e v X R A
V (K) =V, (K) +V, (K) (2-21)

HAV,(K) =X (KPXK), V,(K)= zk: XT)QX(i) » I %2 e v I bR Bl 22

i=k—d (k)
EV&)
AV (K) =V (K +1) -V (k) = AV, (K) + AV, (k) (2-22)

RIE (2-14) , M aok)=08, AV,(K), AV,(K) 755K
AV,(K) = X" (K +1)PX(k +1) - X7 (K)PX(K)
=[Ar )+ Bx(k-d(k)] P[AY(K)
+BX(k—-d(k)]- AT (K)Pr(K)
= X7 (K)ATPAY(K)+ X" (k—d(k))B"PB
x X (k —d (K)) +2X7 (K)ATPBX (k —d (K))
~ AT (K)PX(K)

(2-23)
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k+1

K= S ATHRYH- Y ATHXG)

i=k—d (k)+1 i=k—d (k)
= X7 (K)ATQAX(K) + X7 (k —d (k)
x BTQBX(k —d (k)) (2-24)

1+ 27 (K)ATQBX (k —d (K))
— X" (k—d(k))QX(k —d(k))

43 AV (K)

AV (K) = AV, (K) + AV, (k) = @ (K)[TD(K) (2-25)

kd

T T T _ T, *
k) =[ AT (k) AT(k-d(k)] n_{n sz

21
PRAE T /RN T EERD (2-19) AT, T1<0. UEH T RELEAZ N RTHHIE L
AR RE M
B 2.2: GEEHI G K. L AFREEEAKF Y >0, ZHao(k) =0,
ARG (2-14) ZWNLFER), I HAEFYGAIE N, MAAFEIEERFE P AT O i
A

@11 * *
=0, 0, * |<0 (2-26)
®31 ®32 ®33

oy
®,, =A'PA-P+A'QA+MM
®,,=B"PA+B"QA ©,,=B'PB+B'QB-Q
®,,=D'PA+D'QA ©,,=D'PB+D'QB, ®,,=D'PD+D'QD -’

W H, HRRESR (2-16) HLRETF BILRIE
EH: 2 o(k) =014 KRG MENLERE e 2.1 5. BAE, 2
Bridr &4 (2-14) (I H, HERE.

IR EH 2.1 HAHIF 2R R R L. AV (K), AV, (K) 72 P SN
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AV, (K) = X7 (K +D)PX(k +1) — X7 (K)PX(K)
=[Ax(k)+Bx(k—d(k))+ De(k)] P
<[ AX (k) + BX (k —d (k)) + Da(k)]
~ X" (K)PX(K)
= AT (K)ATPAX(K) + X7 (k—d(k))BTPB (2-27)
x X(k —d(K)) + @ (k)D"PDa(k)
+2X7 (K)ATPDa(k) + 27 (k) ATPB
x X (k —d (k) + 20" (K)D" PBX (k —d (k))

_ AT (K)PX(K)
AE= S ATHRXH- Y AT QG
i=k—d (k)+1 i=k—d (k)

= AT (K)ATQAX(K) + AT (k —d (k))B"QBX'(k —d (K))
+o' (K)D"QDw(k) + 2X™ (k) ATQD (k)
+2X7 (K)ATQBX'(k —d (k) + 20" (k)D' QB
x X (K —d (K)) = X" (k —d (k))QX(k —d (K))

AV (K) M

AV (K) = AV, (k) + AV, (k) = =" (K)OZ(K) (2-28)

@11 * %
ER) =[AT(K) AT (k-d(K) coT(k)]T, =0, ©, *

0, O
®,=A"PA-P+A'QA O,=D'"PD+D'QD

21 27 (K)2(K) — 72" (K)oo(k) — 2" (K)2(K) + 72" (K)eo(K) BN (2-28) o1, 75

F|
AV (k) +2" (k)z(k) =7 °0" (K)o(k) - 2" (k)z(k) (2.29)
+720" (K)ok) =E" (K)OE(k) - 2" (k)z(k) + 7’0" (K)eo(k)
Fr LA
AV (K) + 27 (K)2(K) — 720" (K)ax(K) = =" (K)OE(K) (2-30)

B (2-30) BIZEAL PG kMO Blloo R0, A1
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V() VO + Y7 02K - Y0 (k)

. (2-31)
= kZ:;ET (K)OZ(K)
HREYIRFAFAIV (0) >0,  (2-31) A/ AEH#HA
Zz (K)z(k) Za) (K)o(K) 2: JOE(K) (2:32)
R (2-26) , ©<0, "
IECHORD WAORD (233)

E B 58 A

SERE 2.3: B IR E AR GU(R-7) N E At 52 B 2% FRBGE (2-9) . 45 E A
W% K. L TR Ty >0, BAEESERE Pry Poy Qs O Yo You Zis 2o
T A2 LA M A AN 25

511 * * * % |

0 3, * * *

0 0 —1 =* =% |<0 (2-34)
S S S Sa *
1S T, S 0 Iy

Hrp

3 N I - 0
S.=| | 5, =-P+M'M, 5, =-P, Szz—{ Ql }

0 3, 0 -Q
5 _|RA+BZ -BZ PO] . [-R O
Sp = = — |0 =

0 -YC P,D 0 -P
- _|QA+BZ; -BZ; QD Q O
S5 = =\’ ‘553 — |’ 55

0 -y, C Q,D 0 -Q

P 0 Q O
P:{ l }’ Q:|:01 Q } |31:U1T|311U1+U2T|312U2, Q1:U1TQ11U1+U2TQ12U2
2

WIHA 2 G0 (2-14) i R R H MEfefebr. #E—2, QiR R AR
S, TSR ) 2 4 AT TSN

L=PY,, K=W='RSW'Z] (2-35)
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Hd U, U 2 W RS 2.1 g L.
EBR: ARG (2-26) FAEF/RANS| BRAT 40

CP+M™™M o+ kx|
0 _Q * % *
0 0 —1 = x |<0 (2-36)
A B D -P' =
A B D 0 Q'
e HEE AL B D M. P, Q fRN (2-36), Jf g diag{l, 1,1,1,1,P,P,,Q,Q,},
tigediag{l,1,1,1,1,B,P,Q,Q,}. M3 2.2 w4, HFHEFZTRMEMER. Q, ff

1§

48R =RB. BQ,=QB. 4Y,2UR, Y,2U'Q, 2 2K'R, Z,2K'Q,, %

RN

2n

__P1 +M™ * * * * * * * x|
0 —P2 * * * * * * *
0 0 -Q * * * * * *
0 0 0 -Q * *¢ ¢ * *
0 0 0 0 i = ¢ * * <0
PA+Bzy -B; 0 0 PBD -B * % %
0 PA 0 -YC PD 0 -P = =
Ql/E\Jr I§z; —I§zg 0 0 Ql[_) 0 0 -Q =
L 0 QZE\ 0 —YZTC_Z Qz[_) 0 0 0 -Q,f
(2-37)
RIS 2.1, BP,=PB A5k
T z 5 T z T
U 0 WP =PU 0 W (2-39)
y
R =WZ"'RIW’ (2-40)
W K AL 8 RIE AN
L=RY,, K=WIZ'P'EW'Z/ (2-41)
Uk A SE ko
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SRR 2R L A 1S

23 BESHREMR

FEARATH, A F L RGN T EI0IE 1B H EHT %
® 1 FEREEN RSN

i (kg BHJE R EU(Ns/m) SREENIE (N/m)
mi 16 ¢ 880 ki 28000
m> 1+6.7 2 230 k> 15000
ms 43.4 c3 1565 ks 39620

AW B 2B SCIR621ASCHR[63], 103 1 B« 7R Hitid i,
KA W h=0.001s. BCERBFROKT Ny =10, RGHMSHIT
D=[01 02 015 012 017 019]
C=[01 02 012 014 0.17 0.18]
M=[01 02 0.1 0.3 015 0.16]
HRGMIMBRAN BN (k) =e*sink . FIAT Matlab H TS UL
o PEEE AN

L [1.4126 1.2179 1.4565 1.5192 1.6672 1.3713]T
K:[69.9708 887.7201 24.1487 67.7428 66.4117 65.6963]

Time (k)




K3 W N T R DATS'S

B 2-2 1, DA SRS AR & X L,

PR N AR Xy ILIE, HrP R AR E

s07
14.7422 10

HHB AR FEMH,

T —1T
ler
o
i |
| L L 1l | 1 il
50 100 50 200 250 300 350 00
Time (k)
1
T T
o8} -
06— —
N o4y —
02l =l
s
L
B T P e e
"
- | ! ! 1 I 1 L
[ 50 100 50 200 250 300 350 00
Time (k)

P

Kl 2-3
B 2-3 7, RS RS AR B xo I3,
b I AR E o

ar T AR xo LI,

WS x

HHB AR FENH,

0
14.7307 10 T
8654
@
2
s s
| L L | l | |
0 100 50 200 250 300 350 00
Time (k)
12 T T T T T
1 =l
1
08 ;- -
i
i
06 [~ —
@
?
04 —
0zt
\
: v
0 4" ---------------------------------------------------------------------------------------- -
'
v
- | | L L I L |
0 50 100 150 200 250 300 350 00
Time (k)

K 2-4 REPIL x

B 2-4 1, RO SRS AR B x5 L,

22
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K3 W N T R DATS'S

PR N AR xs (UL, HrP B AR 2

07
7250 2 T T T T T T

T
|
9 5 [~
sz
§l= u
L L L L L L L
o 50 00 50 200 250 300 0 00
Time (k)
T T T T T T
08} -
06— =
4 B =
02l -
R
O_I“ ......................................................................................... -
5% L | ! I I ! L
1

Kl 2-5 REPIT x,
Kl 2-5 0, EECAAEEHISEE R x, BP0E, Pl ARRE; NEDAH,
il AR x L, HrA il 2iem.

K 2-6 RSP x
K 2-6 1, EERDAASERIGNAR R x5 )L, HPUEARE: TEROVH,
FEHI S T ACE x5 BUPLIE, A UL AR E H .
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Time (k)

K 2-7 RSP xo
Kl 2-7 1, FECAARE SIS x P0E, HPUEAFRE; TEAH,
FEHI 48 T2 R xo P, B AR E 1 .
P A5 KA 2-2— 81 2-7 Frais o Fe i AN B 4 il 2 (0 28 B R AHUIZE FE ANAR E 1Y 5
H,, 12l &% TAC R I HIL R ARE 1, RUIPR K H $2 6] #4524 201 .

25
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Consecutive attacks

Bl 2-8  H g R AR %)
P9 2 ks (R B AR R AR IS TE) G B 2-8 o PRI s AR bR IS T], - RARAR I 4L
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Wk A, e i KIS IR B0 3 IR

24 XEELSE

REHX —REASHAFE N &R G, B T ARTE H IR
A, B BEN LA E M BRI, WETT 7 TOIRASIN A H, & He P2 SR . 72 AR

TARBOWIARAS J5 »  DASEOR Rt — P Bt H f2 1 88 . it a i frRatE R4t
REWD I L TG BOE M H, VERETE bR, AR fR I R . I8 I SR LL VAR R AN S

o RIS SERISR . S, EEBEGE, Wik 1P
A R
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EI3E ERERFWEHEE TETEHMANENRERS
BIREIEH, $2H

ARFEHLIT T IBL RS BRI N, ST Al AL 1 LS R GHEA R
I3 H, Pt el A B EC TV AR B R R R B 22 00 DT RE T AT T, BEih
A FAF AR I H, R g BEJE, T S5 7kas ) ae 48 o 1 BE R
B M HAREBY] T Pt Iia A 2t .

3.1 o)k

3.1.1 EENSZ—FWEBENENEERS

445 m, T

BHA% ks [] ]

BT mg 44J

AR
Ct

77/ [/ 7 AT

Kl 3-1 WA FahEH RGN 72— A
Kl 3-1 v, me 2% EE, my 23 FRE; oM kol 8 RGN IHE
NI kA e 7 ARR TR EE IR B IR A R AR JE 5 2o AT zp 73 73] 2 3 A8 T Jd
B u REERGTINHN
FESCHR[64] 45t T3 B E M TR BRSNS T . 8 LA IREAR

il
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X, (t) = 7, (t) — 2, (t)
X, (t) =1, (t)

X, () =2,() -0
X, (t) =2,(t)
INJE, I E X
X®) =[x %t * xO] (3-2)
B FRPREEIER
X(t) = AX(t) +B,u(t) (3-3)
Hor
) 1 -1 ]
0O 0 0 1
K &S
A IR
& _ﬁ c, .t (3-4)
L mb mb mb mb B
B,=|0 0 S —i}
L ma mb
ZRELLT — R RS
x(t) = A x(t) + Byu(t)
{y(t) —C.x() (3-5)

Horxt)eR™, ut)eR, y(t)eRZRZMMER T, C eR™ME—NHAAH

EUER) H AR GGERE .
ARG E R g

{x(k +1) = Ax(K) + Bu(k) + Dw(k)

_ 3-6
y(k) = Ex(K) (3-6)

b wk)eR . £ oR BB AF S KRS, BT LON-1],
A=e™, B=['eMdtB, C=C,. h>0 XA M. DeR™ RAS BRI H

HARGHERE
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3.12 IEMERSBEESE ML HLH]

Zrea gl S B A, Ho(k) Fax,  o(k) mRMAZ R A, HEE
Pr{g(k):l}:g(k), Pr{g(k):O}:l—é(k) (3-7
HF0<o(K)<1.

LA0=A) <Ay <...<A <--) Ronfib i Wele], HafE s

et =min{k| f(g(k), B)> 0,k > 4)} (3-8)
o
s(K)=y(K) - y(4) T(sk), B =ck) ¢(k)-ByK) y(K)
B CHAINIESH

3.1.3 EERFSUEFETETEHMEANH, ZHIFTE

YA R 2R RN
2(k) = ox(K) (3-9)
Hr, o—NEAEGEgEE AR,

5 R IR R 5 MUy (S, BT IR B OR8] R ST T R

x(k +1) = Ax(k) + o(k)Bu(k) + Dw(k)
y(k) = Cx(k) (3-10)
z(k) = ox(k)

T ke[AAur)r» NERG (3-10) Wi T LT #6148

{ﬁ(k +1) = AR(k) + 2 (K)Bu(k) + K, (y(4,) —CX(k)) (3-11)
u(k) = Lx(k)
Hop K M L 8t g s fE . thsh, wlieAhih v %) =0-
#e(k) = x(K) - R(K) ARz, M (3-100 F1 (3-11) 193]
e(k +1) = (A-(o(k) -2 (k))BL, —K,C)e(k) (3-12)

+(o(k) ~ 2 (k) BLx(k) + K6 (k) + Dw(k)
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X EK)E[X(K) e (K] 22— M ARG T

E(k+1) = (A+c(K)B, + (o(k) — 2 (K))B,)E(K) + K, g (k) + Dw(k)
Y, =C&(k) (3-13)

7, =05 (k)

A:_A ) O Vi|s Blz|:§L1 _§L1:|’ BZZ|:VO 9 :|
0 A-KC 0 0 BL, -BL

_[o - D _

p= Kj’ Cz[ 0} D:Lj} o=[0 0]

FEASCH, T8 br e vt 4 i e K AL, (753 R4t (3-13) fEA R

BP0, ~1] EEZ LU H, bfkdibr
E{NZT(ZT K)z(k) - y*w' (K)w(k)) - y2&" (o)vg(o)} <0 (3-14)

Xt FrA 1 (w(k), £(0)) # 0 Mg g MPLah =K y >0, Hod v g — 42
15 R

32 FELR

517 3.0 455 AR FHERE S w M M, HEATE L4400 min, [SXM -W|
frfiE i S'WM

BB 3.0 W EAEMAEIE] (3-8) KRS (3-10) « 4ESNIER
Ky >0, IEbrE g, IEEMFE VA H] 5 a0 M K AL . WERAFAE—

HARTUERHFE B (k =0,1,..., N) Wi A2 LA T ) a) 2R e 22 70 i A%
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R.=(A+2(k)B,) Ok +1)(A+2(K)B,)
+2(K)(1-2(K)(B, +B,) P, (B, +B,)
+(D"OK+1)(A +2(K)B,) U (k+1)
x(D'O(k +1)(A+2(K)B,))

+Pp°C'C+0'0
P, =0
H
ok +1) =’ -K,"P(k + 1)K, >0
Ok+1)=4*1-D'O(kk+1)D>0
P, <yV
Hor

®(k + 1) = I:)k+1(| _<D72 IZ:L KlT I:Jk+1)71

WX F ARSI 5 (k) 387 RS (3-13) W2 H, PEAEIE bR

WEBH: #V, (k) =& (K)RE(KK) » MV, (K) BIZERT LLE SUN

AV, (K) =E{V, (S(k+1)) | £(K)}-V,(E(K))
Bo(3-13) RN (3-17) , 153
E{AV, (k)} = E{((A+o(k)B, + (o(k) —2(k))B,)S (k)
+ Ky (k) + Dw(k))" P, ((A+o(k)B,
+(o(k) —2(k))B,)& (k) + K (k) + Dw(k))
—&T(K)R&(K)}
=E{&" (K)((A+o(k)B, + (o(k) -2 (k))B,)"

x B, (A+o(k)B, +(o(k) —2(k))B,) — R)S(k)
+¢" (KK, R K g (k) +w' (k)D'PR,,,Dw(k)
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(3-16)

(3-17)

(3-18)

2" (K)z(k) =" W' (K)w(k) +¢°¢" ()5 (k) — 2" (K)z(K) + W' (K)w(k) —¢°¢" (k)5 (k)
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HHAK+1)24%1-D'R,D.
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(3-22)
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0 A I B 0 (o(k)—o(k)I

A=(D+Ko ' (k+1)K,P,,D) U (k+1)D'O(k +1)(A+o(k)B,)
+K, 0 (k+1)K, P, (A+0(k)B,)
&(k) = —Ce(k)
E N, EHaSE R K AL, ZHEA R PSRRI

T FEIIfRE
EH 3.2: R HAGHRRILE (3-8) HIFRRSE (3-10) o X F{w (k)
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