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the Smart Grid) , VE#F NS « K « W H LT FL. SCREFE T « SCREFH R S
MARR « 5. iz B+ —5, Bl 7B R N mA TR, XEE
TRV T s E AR i RGBT R G T RS 5 R TR
kAT

FEARUEH AP RS, AT KBS #% ChatGPT. DeepSeek P KMl
B E G % DeepL REATHIIE, BEE MIGE & TR SO B R4S R SR IT 16 J5 . Ko HEA%
BERHE RN A RS2 B ORISR SCIE S % BT I B B S B B LR
MR TR G BRI R 2RI, B ] U 24 51 S A 25
BRI AER I, R AN TE PR, 28] SR G R sz /) ) RS A2

s AR, BN R BT RE R RS BRI R SCR R E
=
Dlo

A VRIS, BEETRAEAR 1 DN RS SRR R 3t 5 2
S, DL RS A B AL BEAS ) AR A RHE 5 AU ST, B
ARE 73 WAl & BeXS S TR M USRI R R B n 555, RN O8N H AR 12
RERRERIDIAN e

SR AR ISR ¢ RHESCAE: RIE RN, PR i

v



Abstract

The source material for this translation project is selected from Cyber Infrastructure
for the Smart Grid, jointly published by Wiley and the IEEE Press, and authored by
Anurag K. Srivastava, Venkatesh Venkataramanan, and Carl Hauser. The book consists of
eleven chapters, from which Chapters 5 and 6 were chosen for translation. These two
chapters primarily explore the layered communication model and application-layer
protocols in power systems, encompassing the two specialized domains of network
communication and electrical engineering.

During the English-Chinese translation of scientific texts, large language models like
ChatGPT and DeepSeek, along with the machine translation engine DeepL, produced an
initial draft, with the translator conducting post-editing based on the original text. Key
challenges included accurately conveying scientific terminology, ensuring syntactic
flexibility, and maintaining textual coherence. To handle abstract terms, the translator
applied semantic extensions and verified semi-technical terms. Syntactic flexibility was
ensured through word order adjustments and complex sentence integration, while
coherence was maintained by supplementing missing information, removing redundancies,
and restructuring content.

Through this translation practice, the translator gained a deeper understanding of the
commonalities and differences between English and Chinese in scientific texts, as well as
strategies for flexibly handling the linguistic structures of different engineering disciplines.
It is hoped that this case study will offer valuable insights for future translations of similar

texts and serve as a useful reference for target readers.

Keywords: Cyber Infrastructure for the Smart Grid, English-Chinese translation of

scientific texts; large language models; post-editing
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F—F (ESFEN
1. 1 YRICASKRIR

AR PSR R B R RE L ) X 4 R R ) (BEDC A Cyber
Infrastructure for the Smart Grid) , Z 1 HESL (Wiley) Hitt 5EEESIESH
T L4 (IEEE) WS R, a3t 11 &=, /EFHRZSR - K- i
FLETEETL . SCRFR « SCRFRL SRR « 8. KFiE, ML CEER. &
FIEICR B A N E AR R EARL, SESCE SO 10700 A3, PUR L 20500 A%
Fy AR R S E R

1.2 RN BRAT

PFEH IR EATN R M 2 Bl b)Y — BRI A RE AT, NE
ToR i Y 2T 5 A DA IR Tk, 28 s DLy Rl E A N L, REGH
P& T TCP/IP 5% 5 OSI A7 (28 M Xt L, FEIR AT 43 J2 38815 A 70 o 4% 2 20
YRR E . BARFEESE S BIDIReRE S I SN A S E IR ET B R
i N E VL, FERRMT SCADA. TEC 61850 25 #iY Bi Jy i i J it b, 35 B X Eb
T HGTENLRZS N R 2 R Z P AR TR T, £
LA ) B R L AR R LR AR CURFE M =R A, DL i) R
BYERHEAR AN A .

1.3 SEERE X

LA SL R, BEE ARG A S B RCRETS DAY ATRAL . 3 R 453
55 R LRSI AL ARE . 2O MIRIFREE, BEBR T RGN, N
SRR FER AR R T HTAR . MNEEME, ARRHESE RS R
WX B a5 06, Xt B B RR Gk 5 AN S DONUE 3K IR 1™ R s o
FEBRZPNRT], HErE SRS T ERER R, HEERREE)) . 2
HEPERE /1558 B B IR R REAN T Bk o X £ 8 7 72 fff DR 1 SCHERA P AN AL i 12 7 T
7 ORAER], JFESCE RS 2 AT BB AR TT -

AR SEE R PO H bR R MBI 25 E 8. B, BXdits
RLRERMR L 2 A, ASCH B TR SRAE A B RO 2R, $h 2
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ARUEF . SO RS RARB S, MU O 2 AR B 4E, eSS4k
MISREATL ATy, AR MBI ML 5 e B0E IS dtk it ok, W T HIRSE
TREIMAEFARNG, AN 7M. Bl TR U AR 2 LR S, ix i
WEAT BT EORN BRI R, TR he, AR S8 B LA Ak 5
BHA L BRI R .



s MY 2 T e S DA

BoE FHIES

AT EEHR AR B RE A BT HE %, Hh RS SORR fi by P ATIOR
WFsE . DL T RGBS RIERME=AT7H . H56, WX ESCHAT TIRA
HISCARF m A, BFEIENCA A ARG 1S XU . SCARSRTYSE T, LA
DRt B SO ATl B AT HERAIE IR . UL, ARSI AT SOR A Oy I SR it T 4%
MiIEEZ% . BRELRSREME. ERIE LRSI, 1545 E el R
BUCEIESOR, dedf MR Mal . AU . HLASEESI 2. AT KIE SRS
AL TR, JFME T B ARIER, RS RETRE R AR AER.

2. 1 CRFF T

A8 T i AR AR I LMV BObE i ade BP9 A 51 0 % X 448 38 A R F
TREMA T AR SCAR LRI DA B3R J5, ChEEFEERNEILRIE,
GG R R gEng i s, KR, BAEa). SR REAME R, &
FERMBRIRF . R XS &5, CARESREITE. ZWAaL, &R
T . DA R S AR E R B R N AT S RO W S RS
SCARRIER W, [FRASCARMZ O H AR F S AR AT AR
fFE, FEWRE R ITICE . BRI 2890 (Newmark, 2001: 40) .
DR, AR O 3 S Pl B A R &8 T8 B SCAR

2. 2 AT CAHFE

TERIPESE BT, AT SCARRAR 5 IR I @, S m Iy G A AL ) B 1 BUXE SC
KGRl (ENEENZSHE R, &M FAT SCASAT DL B i 50 47 i 38 g S S
RIZE S TMARTEF RIS 5, R A B T35 2R e U 08 77 AR
B, T RESCEE @ R, PR SRR R AR & .

ARGV A 2 SCARRAY, e FHSE [ LN =AM AU Bl s .
Horp, HhEXOEHM RPN IEE) BHEREEERGmE, HERF R
HIR. & PBRGEMBEE 7 IFEVLEEZORRA R, B 54 IR A B2
P25 FRAESE . A AR TEE B GHENLMNZS: BT F7%k) mE
G- F-E 2 Wy (James F. Kurose) AIZEEL-W-Z'H7 (Keith W. Ross) %, ™
UL LR K S RS 3 0 3 o AN SR P < B T 1) R D5 3 UFR O S R0 2% 1) i B
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B EEBBMEAR, CBONERREA P 2 B, X FE IR 30
ARSIV AIE S SRR BRI . eAh,  (BARTRERE) RIMNEHS
S FE H RRCAE: HE R L M 15 v, 1) L R S SR A A A MO A B
PR 7R TRV AR, JFEEANG TR RN AT AR
BOR V6 RGESERTITEOR o IR 88 3885 5 AR SR N & i AR O, X
FE ML E R R A EESENE.

EABSERBHEIRE LAY EH XEEIBER BRI

English for
sk e Kb Electrical Engineering
14 aerir
B S S TIERiE

AERPUIEY

B 1. BHEZ AT SOR

2.3 IR LREEERNERNE

PEE PR FEE I 7 U =R TR B RONEL A Mg,
FEAFERIEEL (termonline.cn) H BB A AR B 2= B W I AR E 7 if) UL
Chttps://www.ccsa.org.cn/bzex/) o 25 ZREAAGATR M, BFFE LIRS
W) L CRIXMZEE R FEE . =R AR LA, BEL
TS EE Al RKiIEEHEMUEFELH, £ %M Language X B M
(https://www.languagex.com/) &AL FIAH N Dy Re RS . E#FH FEAFTH DeepL #l
RIS EE, DL ChatGPT 5 DeepSeek P Fl AT KE 5 A5 8 5 SCACHEAT P B 235
=5 A AT IR e R R AR . DeepL 1R AL G IHL AR B0 E 5] %, 1E
TR S M A BRI AR TG IR0 7 THI BN R T ChatGPT 5 DeepSeek NI 1T 42K %
AR Al TRIRFAE, BRBERKSCA I 5EEEG ). Baell
P LHRARE RN G ORI EE RN T, H “RHERIR, #IihiEC
Al REAFAE S P S AL IR 7 R EESF5E, 2020: 24) o R4S R ] e tu & vE B B
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Wz BFEEREES . REBEATEA . RIFRETEETHE, REHEEFRE
FEVE G g AR N BB IR

TERE A IR B S AR AR SRS, 3 Jeilid 2 il AT TR ChatGPT
(https://chat.openai.com/) 4} BEy& SR BUE SO I LR Bl 5 KR IS R TF3)
JCEE Excel %A%, HHAT XEMEFHT: IG5 %01 IR TEL Bl Wk 5
A, WARIEZR AU, BEERARIER M.

ChatGPT
3. Lack of methods and technologies to process PMU data
into intelligent, action-able information for real-time control
4. PMU to PDC application path imposes latency on the
system that might need improvement for faster grid
applications
These and more problems are areas of active research in the
smart grid area.
RE HRAARHRBEETINEWALE | FEHATIER

FiE, BR N EHEE , hXES 2ESNAERFRE—

English Term BXAE

Uniform Data Management System FHIREERS
ICCP Protocol ICCP #Y

Standard Naming Conventions TERRLAE

Bilateral Agreements FLAHIYL

Historian hREIEE

Transport Layer Security (TLS) ERERSMY (TLS)

Phasor Measurement Unit (PMU)
Synchrophasor Data

IEEE C37.118 Standard

HENERT (PMU)
EAEEHIE

|EEE C37.118 RfE

Application Layer Protocol RIFBEIY
Phasor Data Concentrator (PDC) TREHIREDSE (PDC)
Modern Sensing Paradigm MRS
Reporting Rate IREER
Time-Stamped BE)EL
Bandwidth HE
Cyber-Physical Spectrum IEEYBRZRGE T
Situational Awareness BB

System Operators RRIBMER
Renewable Generation QEES )
Solar and Wind Technologies ABHRESMEERA
Common Data Format BRI
Data Sharing Ei=
Sampling i

Polling ®i

+ @®Er QmE

& 2. f#iH ChatGPT 43 BEHREUE A\ AE
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B=F RIS

FESLEE R T, B EE 7 2 BiEdke, EEW AR, A, 1ER
=TT . FEMRRTT S b, B A S 2 5 L SR RN R 2R S IR
PRIAVC R HERR R 2 B A i e . B 0 A SR S R s B ) 302 Tl A RS A2
i AR A S BB ARAE S BB A B A R R DR T T R B

3. L AR RIS

FERIOED LR T, iz im a2 2R PR E R —EE
PR RO ) TR o RIS, M AR VAR IR SR SR — KR . K
#i 2 LARlIE B R B AT B DD E AR e M, 19 Tl A e BB i . AR
WRSE B, FRBNAART WA I Ty 30 ORI, BExe /D Houfk DA 3 Bk = B
BSOS R AR, B A2k TR RS B, A IREIRAMERGL 1R H
RELRT SR . AN, BE R E SR L5 H S 2E Rl BEE
CRE BRI MZ L E AL S BARKIEG], SRR A AN [R] B3R VS

3. 1. 1 U E245]

FHEE R DL v B R M AR ™ 2 B B A5 M5 AR, R e (R
A AR ECE A R F R A SR &R, B AURIE R R =218 CE B, AT R
HIESCHTES A AN, M DEREIAIE SO BE.  “HLaS Bl Rl Re L 2 H#
(1383 B4 " (Stein, 2018: 9) , JYRBIHUM RG] SO R, “BEF AR A28
R SCHITE B AR, R il G ) Rl SO S R AR I R 7 YR T, 2004
17) .

51 1: On the other hand, the probability of loss is kept very low. To overcome

this limitation of being unreliable at the network layer, we implement reliability in the

TCP protocol.

VI 1 (Deepl) : 53— 77T, ZREMERHAG BN, N T Fe R4 AR
SEPERORRA, BATAE TCP Pt sl 7 ol etk

Y1 2 (ChatGPT) : 5 — 77T, FEMid B4 2k HO ML bl (5 1 3
EGHKF . T SOBRII4 2R o SR — BR8], FATI7E TCP B Sl 7 i 4.




s MY 2 T e S DA

#1313 (DeepSeek) : 73— Uit , HAREERIIBERYIRIFAERICAK T AT
SR 2% JZA B AT SERGIRX — R IR YE, FRATE AR S H Ui (TCP) Bl 1 n]
FEPERLH

W i Tr i, SERRE IR AR I KT o BExT R0 45 2 1 [ A BRI
(ANATEENED , JRATATIE TS TCP WS 30 AT 52 i 20408 1% 4

3R B AR R R M A AR T WA 8 “ the probability of loss” &l
B o HLAREHIET % Deepl PR T FAHIE 3, B “RRMATRENE” o T AL K
5T BB B SCHAT T8 51 W, 3Ry “ AR Sk AR v B0HE 25 Ok R B8R
AR RMMER” , AN THEIESCHTE B H . AT, FARRRR S, EE R
GPREAFENRA L H—, RRBRIUR, ShZRIECCRMEEN: K=, Bl
AN, e LU 2 H AR RIS o NFTHIESCE, R A 1 45 T8 A 4
MAUBEAE CHENLMNS: BITE F7E) , RITS “fhnd B b s 2k m)
R SEREM TN ARE— “EHGZE” (Packet Loss Rate) . 1ZAIEH T4
WAL AR T B R R R 5 ROR BB, RBHERE EA KT A
o ERANEBHEAE RE, BE AN “the probability of loss” F| 2N “ 5B
AR BEGSR 1 RESCHIHERIE S Tk, SRR T T 0 B B AR

51 2: ARP is completely plug and play, and it does not require any

administrative support to make this work because of the way it is designed.

HIPE 1 (DeepL) : ARP 5e4CHFBIFEEIA, MBI, TmiTmE
BSCRRIAT IEH 12T .

1% 2 (ChatGPT) : ARP PhiE A7 5 4 BI4EBI A sk, AR A5 it 07 5,
LHEETRE T IERIET.

¥J¥% 3 (DeepSeck) : ARP Jf&—Fise & BI4EEI A MHEAR, BRI RE, fE
AL T AT T B SCRE 1 00 N IR TAE.

o MIhBERTHM KRG, ARP HMUMIEIT RS EAII, LHEER
FHRERHRER.

GriTe JESCARURAL B E DB ARP BN B SR . HLASEHIE S #F0 AT K
TR (P B IR A I T R 4] S BT AR E AR A iR OA - B %%, “ plug and play”
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Powgededy “RAERIA o iR TEE W TR vH AU A 5% 1) 5 3R A Th g,
B ARP WA M ZE E I, FE AL 5 68w a% i “ R RD A 7 AR AEAS T %2
Fto NEEREC, FEHHHE LN “EaAM” , PABT IS R IE M 4
P ST T REME R . LA,  “administrative support” #{ ELPEA “ERESCER” ,
HIX — R TE U BARGIENT, 75753 — B0 a2 b (SR 2% 5eiE )
— 5, BEFE U T ARP PR AR AR HS - B 5L TG T TG IC B AR ) B IR SR AR
T, FERAZE “administrative support” FERESCH G| Y “E R R TF L E
BRI R, IR R A B SRS B R AR B 2% I B A, R
A0 SIS M B, (RIS FRAIS T rh TS B A X S

%1 3: Regulatory policy is needed to dictate the limits of grid support functions

that can be performed by DERs, and the ways of connecting these assets to the grid

need to be standardized.

FIPE 1 (DeepL) : it B g M5 UK, MUAE 7040 sCREVE ) 54 1) HL R S5 2
REMTEEE, XX 5™ 5 o WY (R T5 sCREAT hm AL

FIVE 2 (ChatGPT) i 2 B BUROR MUE 20 A AU AR (DERs) 1] DAFAAT A
FEL IR S RF DR AR PR, O 75 R K 8 B 7 i e ) ri I 1) 7 AT B AL

FI¥ 3 (DeepSeek) : i ZfilE W E BUOK, LI AN (DERs) fghs
AT 0 I S Rp D RE BRI, I ELIX S5 N o R 1 5 U 2 Bm A

B gR b, R AT UREYR, NI R 7 W I L R R S PR D RE Y
18 VS AR AEABR ,  [R]I HAR N L 10 3T DR HEAL IS, B IR R GLIEAT
{07 o ERSNNIETY A

e JRSCH AR EAN G T A AR IRAME EOR . e “limit” — 1A 2 A
)RR A HLESEIRE S BER AT KB I AL B Dy “RR &I, JaE” , X—
RIA BUE SCIE, EUREONIS, S U5 — b A I SR i) B AK BT ds
AR GG B SOR PSR ITE W AT HERA V. ST SO )R, B8 W 1
NOREE AR R R RS HL X R 20 A 3 RE TR B ) AR H R R R SR SR AL R S ER T
fE, (EIXEETHREAAERF E IOV Bl N AT, HL 7R 2287 Rp 58 IR EBUR . 21,
PR S S “limit” 5] B IYE S E HH A PR B SR —— “ @M S
BAERUR ", B AEH Bk IS 7 BRI R G0 % A IRBE T I -

8
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3. 1.2 ¥E AR S AT

FERHL I RN B, 2 b Al R 348 70 388 FH RV 2 R 91 (1
FAAI o X SRR € LML R, AT VOB E X (A
Jik, 2024: 158) o THXS L MATNCRIERIAFREZ AL, “FE HHFAOTRE. B®
NERfERES " (Olohan, 2015: 27) , & A IBEAIIAE. b N SCGHEBE U RAT AE
JETF o, RIS AT 2 MM L& &L, PAERIEIREIE a1 .

%1 4: 1. Operator is usually a human driving the control of the system and is

responsible for monitoring the performance of the system, defining tolerances for

triggering alerts, addressing alters, and taking control actions as necessary.

FIVE 1 (DeepL) = 1. #AE G TAE AR RAEIKSI R ez H], HThE R4
PERE. B AR BRI AZE . AEFAR (b TR L6 B R B HIAT 3.

FIE 2 (ChatGPT) : 1. #RAFGREE D TAEANR, 5] REHRE,
AT RGN TERE, € AR ER I BME, ACPEEAR, JFAELL R A ]
Jii It -

FI¥ 3 (DeepSeek) : 1. #AF LI & AR, TS RGEMER], HiZ R
GURTERE, & MR ERNEZE, CEER, JFEL BRI TS

O LERAE O BAF R BRI DT RS RS, W R GIERE . € Ui
RERNBZE . CHER . 0 ZE SR I ) 35 45

oM JEAEE RAL T B A T IR S B R SR R G P AR A ST L, W
AT 3E 2L ARl “tolerances” YREVEA AN A) HORH B ME il o HLAR B ATRTE 514
Rt T =MARKER: “A%” . ‘Bl . “BEY . Bl E
BB AT S UL EE B A N I = KRG B R Bk
Wi, EPEBIWNEE: “AE7 WL THUEE S, f8 RS ES E fe VR
ZVal CMTASE) . SARMESOFAMAT;  “BME” $8 Al R E sh R 1 5
B CWnRERMED , AR—MEEH, 5 “tolerances” FTEa &1 “ RVFEN L
MtE;  “BZE” WERIH RGNS ER F IS E LS. £ 5ERRGMH KM
g, AEUEL DS SBONERK, RN s RS, 25 L, FHEE
T “tolerances” fEAF]HIIE BPIEN N “BE” .
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%1 5: The IP protocol defines how messages are laid out, what the_headers and
trailers are, and what rules are to be followed when things malfunction?

FI¥E 1 (ChatGPT) : IP MpUE X TIH BRI, BHMEMMINE, LLE
L o P 2 TR A1 P R

¥l 2 (DeepSeek) : 1P FHGE X TIH BN A LA R4, LK
=t B B N S TR AT (I o

SR TP PR BOME B AR 27 30 ISk R R ias o, DA R il Ak T U 47
17 7 bt e 3.

b JRSCURAL T EA A T OIP IR AN, o HBLR A kRN
“header” JEAMFHFERIME R . BA AL KBB4 T AR B4 3
ChatGPT K HAF N “HH#” , DeepSeek NIHHAEN “FM” , I BEE T X —
ZE AT A A UE . 3R 1 SRl RIBEAE L (www.termonline.cn) 0%, KN
“header” fE15 B R AIA Z X MIEA: “HHES, KEE” o Rk L “
K7 o N DI, BESE T G BEE T IZIA R “In
computer science field, a header refers to the supplemental data placed at the
beginning of a block of data being stored or transmitted” . 1%F: XA H Heft | H %
2z W SCiEAL AL “SRER” A “HlE” PIRER. FR, @ A b AT
A (i 7 HIEME TRER W IE) HRIE, ¥H 12 1P B 50CE Ss 4 4 1A ,
117 TP H5C 0 i U 2 A R U A% A B B L . SR S5 08, ORI “SKER” & 3[Rl
5 1P BERAE CHHOG, BEHET “header” TEAR)H A M FERY “HRK” .

1 6: This is addressed by creating spanning trees, where the nodes are connected
without having any eyeles in the graph.

WI8E (DeepL) : %I 2 J@ ik B @ A UM SRR 1Y), TEZZE R, ATHZ
A AH LS, (EAEBR P A TE AT TERE .

SR X ] T I I A A A O SR AR U, AR R BT T R TE IR SR A S
AR BN TE AT AT ER R -

GrATe AR BRI S TE TR e “cycle” R “graph” BIAN L LIAIC I
o DULASEIBESI G RE TN AT, FEEN “ER” , (BERAIE S,

10
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KRR PEEE “node” (R MELUERGE X ERIED . Kk, EEERA
AR RUA BT “AE M7 (Spanning Tree) , iR HE H B X S 40 H . R g
5 R AE U R E S, AR O R — Bl B R R T B P g SR AR S A 1
J7i%, BEMERARITE T ARG R, RN BT IEERBRIE R, AT B T R 48 B E 1 A
MR o FET RS, M ESCS PR, EEVIPHE “cycle” BiEN “3
Bg” ,  “graph” PEN “WKIRINEI T o Rt —B s, WEEdd e, @,
WNEEMRGIER R AR IR 5 CRgmih el KRBT IR E R
FERZE RS, PR R A AR i) — AR e 2, AT RE 5 BUO8UE B IR % Ha
W28 BT B, AR RS A . ([ERVE RN, AR S
TOCTTHRNET WG, X — B SOREMERE— AR T IR R R
(PR

3.2 AJRIEZE

FERHE BRI R, ) P2 A8 1Y) R A 00 2 VR T I 1) 32 BBk i 2 — o
BT U ) R 2 R, B8 T BN B SOEAT B E BRI RS . fEAR/NY
H, BRFHIEST A NIE R T R R SR, DIEBRIEF R TS
[FIS, F PR e, PATRUR SR ), FEEEL A NE R BAR
ENRAINTTE, BATEAE S, DL RONRIESCRIT R (oCH, T
FEBE, 2021: 56)

3.2.1 A)NERFEHR

el R NG5, Oy TG I I IR S 0 A 7 e I S AR LR &R, A
WHBREAEE. REFERZ IR (55, 2007:7) B AL KIEFHEME
WA B 5| 3 m] 0 HARE i AT TR T B, (BT S LA 3 SO AT e A2 R 1
SCR B MEE AR AL AT AE R, RS S IR SO I R 2k
VIR B IEAI R &R o AN EZRET “BIRKAMF” « “FHRE5HRRINY
PN EE R, KL R SCEAT 1R e e 5 A

%1 7: In the early 1980s the open systems interconnection reference model, OSI
reference model, or simply the OSI model was created to keep up with the rate of

technological change taking into account the need for higher levels of abstraction and

11
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the need for a standard that could accommodate future developments and competing

interests.

#I% (DeepSeek) : fE 20 22 80 AW, WAL LIESHERKE (OSI &
EREAY, AR OSIALAY) RUSTA:, LAE N A AR AR H IR GE R &, [R5 58 2%
T 2RI R A TR, LR RS 3E B A SR R FEE 58 4 R 2 A b v (F 23R

B 20 tHAD 80 AFEARH], FARPOEA R, AT ik H BRI BB IE RR KK
BE5RSNTR, T2 R EM SR —F R RR HIESHRHA (0SI 3%
B, DUR AR OSIARAD Rz,

%1 8: Multicast and broadcast are very useful for smart grid applications, where the

data generated by field devices need to be sent to multiple destinations including

historians, control applications, and Human Machine Interfaces.

WIPE (ChatGPT) : HFEA FEAERBE NN A EEIEN, BoAE
T A BB 75 B A 2 2 H pyth, BLFE ) s B A7 e . B R DL
PNGIR AT

HUPE: 7R RE LA, BT IR A A R B AT AT 7R A A I s A
B MR AN B SE 2 B &, HBRHBENT FBEORE X — i8S
BTN

Gy ) 7 A 8 Sy RS LR Ak ), AT RIS B R SS HIIESCERCR
WES TR XZOLNE, BAERRERXRZKIAMNS P U F Y B E
DeepSeek M ¥ SO 7 B 28 A 04T 1 4777, (H T 2 ILHIME B EEACER 72 S ST (1)
EHE R, REEMEMAR R E R ERR KR, WAMTAEN KRS 1 H R
B T OSI ZH A, [, 7F ChatGPT 44 H HIH 8 B0, % KA A &
e R R KR —— B T W& B AR T ok, A5 HEARA
BUTZ N BT, EE G EIGE R G R AR B, XL
(RGP b AT BRI, JRIGUS AN I DR SR Ok R TA], [l B AR R IR B AR A v o0
O YE S

#1 9: The regulation around the use of these DERs is still evolving, and there

are similar problems as with smart metering - namely, the presence of multiple
12
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proprietary standards and protocols being used currently and lack of coordination and

interoperability with the existing grid resources.
¥ (ChatGPT) : KT XEpAMmAXGRIEMEREMIER R, FESH
ReThE AR AR Rl R, B S TAEH 2 AN A bR ERI B, DA A F I B sk = P
WA LR AEE
R SR ReAEREREL, o maeiE B i FEEZS DT AERENTI, SHA
FEL ) BT YR AS B e = R 1 S B R, MMM EBCRII AN RESEE.

51 10: The OSI reference model was a major advance in the standardization

of network operation as it promoted the idea of a clear separation in protocol layers

and defines the interoperability between network devices and software.

I (DeepSeek) : OSI ZH A L J& W 2% 1 AEAREAL U B EE e, RO E et
TR Z R B BB, I8 LT A g AT 2 18] i LR AR

B OSI BB ER [ SR RS BB &, I 5 X T W% B M
T T B E, ZER SR BRAE bR R PR B | 2 cE B AHESN{EA .

GYHT: LRI 9 R 10 MORHVERGI,  “HSEEIRIE” HOVE R AR B
B FSCET SRS IO, R < IR Rk
Fro 2R, RiESHAUREEA RO —Z 5, MRS R 193
HIi P air, W B T A SCRE R DRI, 2R 5 B0 A B P SCEAT S
5%, BAAIME: 19 i “EBERTI®H AWK REE” 2/ FE 2T A s
FIAAVELEIR: ] 10 ThE “HEEE) 1 2 5 B SRR R AR 2 0 BOAR AR i S
TERCR BT o SET 0, BEFEXIAIEARAT TP R, KRG CRIE
SR “FLATERIR” IS .

3.2.2 BiaRES

FERHIEE T, MRS IR IR L, fEOR A F — £ -FATRUE, 7T
REZMHUAE “ 2 ML AR B A RE R 7 (ARG, 20230 58) , AT REZNBRAE R
FAFER Y . HTIE S SMMEETT RN ESR, AANRE S S 3 E
PEcA) UL R BRI B, s 2 AN E L ER B S N IUERE T
A, Qg 1 9 P SO T ML PR RIS, AR T A G R e A A

13
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WA RN, Bk, A3 N 2R BRI, AN EERESH
MOTIERIFER 28T (D) RIEENAENER (B 11-13) 5 (2) BRJ@EENH
f] (B 14) .

f11 11: This is achieved through an operating system concept called “socket,”
which provides a logical endpoint for applications or processes to access physical
resources. The transport layer protocol also creates a logical construct called “port,”

which is used to label various processes. The operating system is responsible for

mapping sockets to ports and vice versa.

PEIC (ChatGPT) : iZHLHENHAF R “Eixr” AR, BN
MR BGAERRR AL 107 RV R A e Al “um 7 SRR R T I AR A
t, T TR LA . BERB RN ER TR BN, RZIFR.

B BBAN,  “ERET M U7 RPN E VIS BT R ERER
Grrb 0 IE e L, O N R R B R SR DT 1] DB BRI 1 R AR =
HGZERSH, HI TR IRA R, AT 5 2R A R R 8 o) RN ] B A 5%
Ro

M RSO =AML AR R RORE, A T BT O “um
e S, LR HIEBRAERF T RIR R AL KBRS B i SO07 35T #0345
PR 5 JEOAE B R AR AR N o AR, AR RS AR, BRI KA. (D)
“RZIMRT IR SR, R AE IR A S M AR AR, ik A
SR (2) WON=AOL A BB T RO, EREEREAL, FEEMN
BONWE R BEXTRLE A, BEEIRA DT T =D T Z RN R, IR
BHEBES N - XEA) . T HECH “mapping sockets to ports” [IFRIB, BEH
AN (X IAGEER) J5, BT “BRT7 5 “m07 ZREEE WU
WM R R (HVERE e R e im I R AN BT .« TR KR,
B DL “XURBU R R AiZl, B#RSE “ MR R, R A A
RER N —ANER], WIEE B G DLR T SCH i 1 A3 1

%1 12: 1IEC 61850 is a suite of protocols for substation automation that is fast

becoming the standard for smart grid applications across North America, Europe, and

Asia. It was proposed and designed to accommodate future smart grid applications and

14
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hence tries to cover all needs for substation automation.

I (ChatGPT) : IEC 61850 & —&Amul HabWhill, 1ERGEp AL
IR PRI ATE 5 it P I L FH PR A o DA 3 I AR SR 8 it F O I FH T 42 LB R T
PR 1k 7 =ik 6 4 Bt B S AL IR BT A 7 3K

Bk AEN— AR F E S U PR #E, TEC 61850 B 75 & 3 RE
P 1 A st F LI R R T oK, L CTEIRSE . BRI IE P45 1 X 15 2505 2 A

G RSN BSL B A R R RE . B — ) Je 2 TEC 61850 B
FEARNG LA TG, B AR UL R E AN D AR . AT KB
PIAMEA) S HF R R, (HOXIE R T KR — R RSO R R R TR
PSR TAREHRER, ETHARAB LR AR R R, iR
K HETEN TN BEF R SCRE A0 E B R IEIRE,
SEZUMNEE VO BEJE, BRSO A N S E N B SO AR, R %
W H s e —/NVEERA R AR RN RE R, IR
AR IENA NS (UGS KTEED BNBEEA R SCE A, M T LA
AP SL B I FIROR, EIRE I SCARE B R UA RSN, BWET
B NI I B R K

1 13: Routing is a set of algorithms that are used to build the forwarding table in

each device. The routing algorithms are determined by the network service model that
are designed and implemented. These service requirements can be enforced on

individual datagrams or on a flow of datagrams.

#1¥ (DeepSeck) : B2 —HHL, MTAERNBETHERKE. i
B P BRI D0 2% e 55 R AL 5 A R SIZ I 5 3R 52 o ST R BRIV AT DA S0 B B4l
e, AL LB A R AT YT A S

Bk ME B TP R R — R, i e R 2 B R 4 il 55 R
P RISy 3 CRAsE BV AT UBEXT A Bt die, A B AR i

e JRSCON =AU R R AR, S B S SRR — B U TT . Al
KRG AR P Bk, KRR EIF R, HAEAMSLE A 5 ESCH I . 24
M, 56012 28100, HESREREA %35 A X 7] — 28 - PAT UK, 152 L
NFRH, SRZBEAE, REECBARI=10Z RN R. Nk, FERE

15
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DeepSeek Jir4 1150, ML SCABAT & BFALE: SB35 — DA v 56 ARIR
W, DU AN ROR T, MRS =R CLEEARTE) » KEA
TP B = AN AL ARG Oy — SR AR I A TR SO A, BT e S R v R
R E PN ERSE

% 14: The packets arrive in the queue, and they get passed through a switching

fabric that moves the data from the input port to the output port, and the behavior of

the switching fabric is controlled by the routing processor.

#I1¥ 1 (DeepSeek) : HEtRIABNF )G, FIEL MM BT/, %
BRERI TR HE N N\ S A B A e 1, AT D i e AR B AR AT AR A

P12 (ChatGPT) : Bt RIARNS )5, B —DACHMA I BEAT AL L, %45
R e AN A\ i 11 8% 8 2 5 g 115 T A2 45 235 4 R0 AT D O % b PR AT 48
il

AR I B p AR B AR ] S A A, N BA S R e R A e A\ S A%
i 2 A o

ot JROCBEAL EEIA T BHE ARG AT AL REE. RN E A,
=AM . s fl— N s, R AR R BEERA; R e E e R
A, VEARU IO Il S R IR RE s R =B R, TR AR
RIAT Ju 52 i h AL PR A P o AT KA 13 SCHF I8 SR vE A IUFr BV, (HIX AR 7 3
ST EZ2ETIRGENIE, IRBERARZEL, B LR ERAER T
DY o L, 13 Sl = sk T 7 — 2 RN &%, E E iR
P EEE R —— R O AR R O Ao 24 w1, PURIREAE B
—— ARSI A CEE I o 5, BERREREE (Blnf=)
Bt i 20IRE, BT HRAINAE, R ESCI S >34 (The packets arrive in
the queue) FAERZWEIEE, FANLAMEERD, SECHHE - Araas.
R SR AR O T OCHA], BEE A BRI T RO (5 B S A,
FFIEIL 3 U0 B (AR 6 B S TG A E AR R S (E B E A

3. 3 HAtRESCERER

PHECIE R 15 e PR L v BE SR AL IR AT SCAFAIE AR DU b 5 7 AR 3 BT R 450

16
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B, RAEAE T R H UL 2 oo b AR TE 2 iR RE AL B SCE B, & LA AZE
TSR . gicE. PriEsE, REAbre. OB ARG SR, DT
EI A 968 T C A% m R A S AR A O N A R E oK TR 4, RN B 4l fy it
TR Here A E A USRI R A S ATt

3.3.1 HHBRRAER

X RH IR AR YL, JESC R BEAA I 1R SRS R AR, XL
RAG BAEFOGER PO REAE B, (Hid TR R S & i S0 HE AP
ERE R ETI M, 3 Fl s B IE . A B B A TSR,
PR ONE ESESCREF—307 (FRIT,2007: 19) o BACKRUL, B2
P WL BE AN SRR AR B T o I AR ST AR SR BEAE U AR UL,
R TR A 4 B A5 I IR ORI SN B IR BUA LR B ™,
[[INARES QR 5: LY & e = R e

%1 15: The principal function of TCP is to provide reliable, chronological
(in-order) delivery of streams of bytes to applications. Secondarily, TCP implements
congestion control and flow control and requires a connection setup phase in order to

do this.

I (DeepL) : TCP Wi EZ D HE A2 ] B F AR e S B rT FE R o $2IF 1A] (it
FP) ABIRH) 7. Hik, TCP mISEMLINZEIE MM EEh], HFRE—EEE
WAUNE S S

B - TCP W) FEAE R ARIEF IR AT SE . A &%, JFa RN H
PP AR A2 I Blik o BRUCZAb, TCP P GE AT LI ZE % I A0y 4%, (EAH
MERERERET AW RV ES, MIAERERE, A RRIFRREHIE.

o JESCAEFAE R AL A T TCP Mh i Th e K TAEiAE . & HESH T
Deepl FT#5 H FIHLER IR SC, RBLIHXE A AKE “in order to do this” [HIALFEAE:
Z, Rk TR, GEE MR R, AR R ] —— iy
EALPT B ? ZB BB E SR A AT R, R R R AE B AT A
2. MIBVEZEHRE, “this” BIACFRATSCH A “congestion control and flow
control” , (HEEX BAFTURWIK . Kb, ¥E K R 7 LR AR ik 2 1)
FRBHATHNE . FES B T S IEAE U ) LR B GHEENLIES 5T T

17
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ERE—HINTCIR
BORREUZ A
.

Y 5, BT PR EI AR B R CUOR XU BT
— RIEHE” ERVEIRF (Kurose & Ross, 2022: 121) , i MAEE
LR AT AR AN SR IAT B, TR AR R IR 1A A

%1 16: If the message is too large to be transmitted from one node to another on
some link between those nodes, the network may implement message delivery by
splitting the message into several fragments at one node, sending the fragments

independently, and reassembling the fragments at another node. It may, but does not

need to, report delivery errors.

VIPE (DeepSeek) : 4%dfs & B B (MRS BE I, 4 2] SR o P A%
BALE YR RSO AR, &y oMo AR A H AR AU AL R . 2L
HFEARS B PSR E IR E TR, (EX IR ER,

PESC: 47 B A Y A5 IRV o B R AR S R 0, X4 2 T S I
RS B i TR SR BB A B, MO RIES B, IRTE
HI T s . Jhoh, M2 2 il A& it ik (BaRaEe. o8
TR MEE Sy, (B HIF T oI 5% ) kb Ty BRSO 1 i I A R R A
Mg ERENTY R, BRGNS REEEHERZERMABRRLE) .

b JRCFERR TERE A, BRSSO
WG PR LS 2T Re . R 2 A 208 BRI PO S, (Lt 2 o o o o A5
fisi #5 ¥ M DeepSeek i th 33, I RE S K B2 # £ B BT RIN . (D
X 28 )2 FL VAR R AT (e o 2 B (A A 4% 2 (2) BRARAG I BB %, A — & 7
TR R IR T SRR PRI, 1R A FH e R 1 7 R e S 2R R R S22 S
ITANA SRR . I 2 [ W 28 1085 AU IR P47 SO CHFENLINZE BEiE ), B BT
T ERWA R ZE: (D BREER. BB SR RO Wi iRk
By (2) ML ZLERFIE . SR 10 09 4 85 P AR R s ORI P 7 e, AR AR
W Rt E DRI T AR R N E A . DRI, 7R AR P S
fifi b, B ANES TN AR RSB AT A Ui
FEIR I B AR Y A AR R R AR AL AR SR BV AL, A R N T
LB BN AT RE P AR IR SRR, AT BT L SR TR ON M A X 4% 2 ) D g A AR SR B
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3.3.2 MR KRER

CERRVESEED, A b PR EEE RSO B IR A S EEAE R, Sk
MK AT WERNTENERLTE” CRAKIE, 2014: 18) , —HRFREFHEE N
SRR, X U RIS TR R . BARCR UL, TERHE SRR
HH RV TSI o N FE A6 A2 4 B —— R0 D S AT A 4 3 1 40 EROR R 3, Ja et
ZEEWRIE G | A)2UEE B RN 1 SO, R 2 REK 7 (BB Bk, 2007
73) , WEIEA AL AR OME B S B . AN, AR S
HAR RIS, ERN B H bR F R B Al b, 8 - PR SCAR N 23R4T
E A, SETHRE S B R P ATAT

#1 17: ICCP is a client-server architecture-based protocol operating at the

application layer, which used_TCP for transport. The challenge with inter-control

center communications is that the communication needs to be real time, with high

availability and reliability in communication. This is achieved through the

client-server architecture with performance guarantees through the use of TCP and

other enhancements.

¥ (DeepSeek) : ICCP J&—hik T2 F ¥i- IR 5 2R BEMI (K1 V0, 18 AT 4E ML
W, A TCP MR AT (. Fil v [a) B I PR AR AR T 84S 77 LS 1,
R A AR S . R TR i & - R S B AR SR SE I, e A
TCP PSR Ath 38 58 ) B SR LR IE M BE .

ik IEAT TN HZ R ICCP MCR T E P dn-AR S a8 384, H51C TCP Pl
SRR AL, AT R bt 2 (8] B EAE SR HEAR SCVE R LRER, TSRS SER
A FH R RT SE 1) v U B AR

M SRS = A KA S8 TCCP BB AT R« J5 S BT = 4% 0
T CHEAB) , 4 3lj& “client-server architecture” (& i — R 55 25 280D
“communication” CE{Z) ALK& “TCP” (fEH#EHIM) , P ERIESE DeepSeek
PR EGHIL T IR, MRS EE G BIRIUECR, BERLEEL, XWX
AT R AL S ARE B A OB R —— “TICCP P S AR M+ 1) v
COIEAE T RGBT B I 7 DR B 5 Bl 54 B B SO I U AR S B AT A
&SR, BORE I RIA LA BRI RN —4b. RN, B — X
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I EREAT VIEABE, RHAE BN — KA, DR IRA . 2N
T ST, AT A 12 R B B A 5

%1 18: The services offered by the transport layer have evolved with the evolution
of the Internet. However, the services offered and their implementation may be the
most ideal way to do things, especially when it comes to serving the needs of control

systems for the smart grid. There might be other ways to do things that would be

better, but the economics of the situation is that using Internet-based protocols is the
dominant approach, and it would be too expensive to start from scratch. Other

implementations may emerge in the future, or the Internet will adapt to the needs

of such uses.

WP (DeepSeek) : A&%ii )= Fr H L IK IR 55 b 25 FLID I 1) R T AN T A8 o R
M, iR Bt R 55 M L S il AT e R AR R 8, e Joll A TE ¥ A2 88 e L I 425 il
RGETRKET . RRTRRFEEMBERNEIT A, EHILELL, ETH
KDY (R B AT SR IR 2, TN AR BEAT R M AR T . RREFA &

AL K, BRE HBRNIAR K R R H R EA BRI T E -

B BEE BERMBEAR RIS, FMERFDEH T AWK ST,
AR AT RE HI T A e R IR R R . SR, TELREH SR e i R4
R E TR S AT AR ZR (EFIT R RGE = SRR R, 2T Tk
4 (R IEAF B0 ISR 55 A e 52 B 77 0TS A2 I B e A BRAB IR 2 TT 56

ot JESCBOE UM R AR R, N A AT H O =ANT5 T (D &
B R A P SO R R I FRSE s (20 BB BOBEAE T B A IS (3) #r
J7 AR H . R, JR S5 = 4] M1ER DU A 3838 B B0 AR SR A& Fe i ()
ZE4r) , DeepSeek NIRA 4 IR IR A H B, BHRASCHL T JEE B e
fRidh, AT ZATUARBIRMALRE, BRI “ BAR T REAEAE HAR SR 1) S
TR COARRE RS BB SEEL T 07 BLR “C HIBR BRI K e i R B
AT R o B, BEFMEEBORT), K =A0E LERRMER A L, Jf
BHARFECE )T, #RfUAETHE . 2 MRIEE, JCSE T mRk
PG BE R, FHEM “H R JZ 4507 WP AR I, HEIL T A 2 51 A
W, ER S R R .
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3.3.3 HBEESH

“ER P TR EAEAT SO B R A KR, AT IR R RO, 1R
MELATE” GREHR, 2002:95) o KA, AERSERIAREARKFEIRS, A2
B RIEA ¢ “PHRHE. ThEEf S . FORMESMTIEAS” (L%, £
BYE, 2004: 22) o i BEF UK B ) BLEE, W) 5 7 AR B A Jo e A 268 ) 1T R HE YD,
DRI N B A B ARE FER B B AR TN R GRIMZL, 2005: 58) .« Jylk, ¥
BRSO SR PR AR BT SRR SR, RAEDRFT S M
AR HET o B S R AR 5 U SO B I 2R B 5 AL, SEDLE RS
JE RO W) E R R0

51 19: DNS needs to be a distributed system and should not be a centralized

service as it would have a single point of failure, and it would also have a

tremendous problem scaling to serving billions of hosts in the network. It would

also_be very difficult to manage such a vast database. DNS queries are not

performed every time a host needs to contact a server; typically, a fair amount of

caching is done at the host level to store most commonly accessed domains.

¥I# (ChatGPT) : DNS AR RL, MAREFTRRS, HAZRFZE
AR R, AT BB MB 26 ENRMERS N BLmEE R
H 1A . B BN K ) HCHE P K AR R . DN'S 75 1) AN K E ML AR 20
RIREG O PAT: BH, EENION BTN BB, DR
7] 32 44

Hi%: DNS N RGN, IR PRI, FHAEEFLE=KERE:
(D B EERR; (2) Ay RitE, RUXFASHEZE ENRMLE: 3D
BWEREKX, EEEH. Lhrigird, EVUEH AT A &I R
IP Hiuhl, [DHEIEAS S5 UCHR 7] DNS AR %5 #5 & 2 iE K

Gt NRIZER 1 ESoEE FI 2T R, B AT T AR T B AR AR T4
AT R = KA o ChatGPT 4 Hi 11 SC AR A 2 5852, BRI 2 B4 1)
RRT N ESB A AT R NIRTHIR O E, B G B4
AT TARACE A . RS R AELE “C = RJRBRIE Y, gk SO T A B4 Rtk AT
E. 8%, BREAMZOES, JELC (D (2 D) 7 MgiS AR, @
Bf_FIRANEE, BEFEOR RN A1) 26 DU N4 B AR 5 SRR LA, ARRE TS
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SASCAR S S, B9 1 SO R R A AR

%1 20: A transport layer segment is composed of the header and the application

data. The header is composed of the FIN, FIR, and sequence fields, which indicate

whether it is the final or first fragment, and a variable, which is used to

differentiate subsequent fragments.

W] (DeepSeek) : fE%i)ZE B LSRN A K. LEFH FIN, FIR
FHFEB AN, XEEPBREREREERE —PMHE—NMFE, UE—THTKX
ISR BT E,

B AR R A B AR SR AN S B R PR 2, P EAEU T =A
Bar: (1) FIN GRiRSEBEEBAERKEE—THBD ;. (2) FIR (J7iR
YR BEBEAEBMPE—NABD ;. 3) FAFE (FBRATE, #HEHE
HEREH) .

Irfre OO E ) FERE T M E R B G A T RSk A
A B D Re,  Hor (07 2458 A which 512 B AEBR € & AR, H
DURAI R =AM O S IR AN T (S 2 . BAR AT KRR BT 44 HE 3 S 20K IR A1)
WA TE BRI, 3B T S B A R A O =S S L T R S TR] R0 R R
R, MR BRI i, B SR SOR G BT w1 %,
P I B T T AR - BOEATARE . B8 JS AR A 23 R G A b W R B 1)
At , HEI “ FIN—final fragment” . “ FIR—first fragment” Pl & “ sequence

fields—variable—differentiate subsequent fragments” X =2 % W 5% 5, & K n
R USSR 7 SR AR .l BB, EE A R R A A 2 IS
FONTEMT . SRR, [FINHRTE 7RSS BAR IS AR .

1] 21: TCP connections are initiated by the client, as a client is typically a process
on a host that may require network connection while the server is usually static in its
location and availability. Therefore, the client initiates a connection by asking for a
new socket that is connected to a particular host name and port number. The server lets
the networking system within its operating system know that it is willing to accept the

connection by making a call on a system called “accept,” and when those two things
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are done, eventually, the result is that across the network, the client sends a
synchronize segment or a SYN segment to the server. The client picks a random initial
sequence number, which is a way of avoiding certain kinds of attacks. The server
responds with a SYN ACK segment that has both the SYN flag bit and the ACK flag
bit set in it. It allocates its buffers and it specifies its initial sequence number. When

the client receives the SYN ACK, it is allowed to start sending data. This connection

initiation and setup process is called the three-way TCP handshake. Similarly, at

the end of the connection, either the client or the server sends a FIN message that

terminates the connection and frees up the resources.

FI¥E (ChatGPT) : TCP MR %/ im AR, RN il 2 E E AL
FIEATHIHERE, nTRET B MR IR, IR ST A — AR LA B AT AT I _E A AR i
S PR, B il i 1 SR — AN B Ry € B LA A 5 B B R TR ok
R RS AR ATIEL A4y “accept” MRGRE, WEAILBRIERGT NN RS,
FoNEBERZER. B ERWITUCAEE MR, % b {838 1 9 4 17 iR 55 48 5 0%
—ANFEZ B (SYN BO o B/ imBENLIESE— DIIR P55, DA e B e SR i I
o IR AWM LLHAT SYN FrEMLA ACK FREMIK SYNACK BUEATmIR, 43
FoZ b X JF4i e AR P 515 . 2% il SYN ACK I, A n] LT 4R K25
o XA ERIEWAR BN RGN =R T [FIRE, EERARN, 2/
o B R 55 4 22 RIE A FIN Bk & B E IR R .

BePE: X T TCP MM &, T 2L LTS AT 1% P il 4 o T 4 i
B, RS s A D 2% st ik R g ARG [ 5 , DA TCP JERRIEH % ) i it o 7
KR, S AR ST AR R S A =R T AR AU L

(1) &/ AR TER: 20 )7 i [ il 55 4% &8 SYN (FIBPERIE 5) B td,
Hp & — RN ERIR SIS, BAEMRIERER 22,

(2D AR 55 F M LT K 2] SYN #edle 1) , A 55 4% = T I 484 R St “accept”
PREL, AN T REMIFEENER . BN, RS A H D ERZEMNIX,
HEREHF RV FI S . B)a, RS HE i KIE—1 SYN-ACK ([F2—
BN B, HPu&uiarsls, JFxE 7 SYN Ml ACK trd&fL, Rx<t
WeBIER, JEEELER.
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R EE ACE IR IO < BHIR
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M EERARAE T B—BEE R TEE, HEKIEL. KB FEAER 1R
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WSy B E Yo ORI LEJE SO ChatGPT 130, Ry H KB 70 A =4
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T AR BN AL IEERN TR (20 SR SEINARRE: £ 2
iy, BEEE DRI A=A S NNBL AR =R T
=PRI “2 P im A K7 o CIRGSEINIE R L B I A
Wi B2 7 S /NBR R, AR RIS I AR E . (3) BB U . B “This
connection initiation and setup process is called the three-way TCP handshake.” # 3
BBORRE#BE, MFAGOEE 2—4 BOMida), g “5e 85707 AR
Fpo i B RE, BEER R KBOCTERTR > v 5 MBUK, RSO E
G LN IR A BT A A 2 H . A BT SO PR 1 X — 40 ik
R .
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A RENR . AR —PRE, BHESLET@ES R, JFEx i
RS G . EEAUR . BEANE R AT, DUERE — A . BE)S
N T RENS N2 A BN B SCEAT 2 WL VPAN 5 o B, S tH I 2R IR, 55T
P R PG B SR AL 4 H A TR e I 28 308 15 ATk P b [R] 272, AR S TR AT A A2 o
XA R R B ARG Bh B AR RS =7 A, RSO B R,
BT 8 X SCA AT HEIR 2 VR AT BE A €0, AR A2 SO e A v A b
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TS 0 5 A Db 2 BT, B R R R R B, A, B

25



s MY 2 T e S DA

KR R R 20 TR (0 2 TEAL 2, PR BN B T RO TATSOA,  LIVRAL
A SR . R, EE RO T R T TR E AL A 4
W, RN TR T P R % A A b, LR B P 1 % R4
PR 5 B HE A N T8 1 TR B0 T 6 (B

P I R A T RIS . ZEBN TR R AR 4 M B A R
KBTI, PR S [ AR BB A 2 18] (038 0 2R I B M R, 7%
BRI AMEE R . (XA, W MR N T A R
LM TR B R S, R 2 S AR RS TR, AW
HOAS BT HEBLAL /7, 3B 6 AR T RHH KA o OB 4 40 ]
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A FHCRE R, X BAEERC. ik, FEERIES G
RGEVERIRTHE R, Bl IR ER S BAERIES . BB ENHERERIL
3\, BAJX ChatGPT. DeepSeek. &iiE 554 M Al TR Z g i, A
W% TR AR T B 5 15 B IE SR T .

26



s MY 2 T e S DA

23 3R

Baker, M & Saldanha, G. Encyclopedia of Translation Studies. New York: Routledge,
2020.

Kurose, James F. & Ross, Keith W. Computer Networking: A Top-Down Approach (8th ed).
Beijing: China Machine Press, 2022.

Newmark, P. Approaches to Translation. Shanghai: Shanghai Foreign Language
Educational Press, 2001.

Olohan, M. Scientific and Technical Translation. New York: Routledge, 2016.

Srivastava, Anurag K. & Venkataramanan, V & Hauser, C. Cyber Infrastructure for the
Smart Electric Grid. Chichester: Wiley-IEEE Press, 2023.

Stein, D. Machine translation: Past, present and future. Language Technologies for a

Multilingual Europe. Berlin: Language Science Press, 2018.

FEVE. EREE. “RHEEENEEBES BRI AR, (CREREERE) | 2004
FH 3, 52123 .

FRYE. BT WL “BIREEARZCE PR BT ,  CRERE) , 2021 458 3
W, 2B 39-44 U1,

FEEE . CRMRIETERR AR, CPEBHLEIEE) 5 2007 4255 3 ), 5 5-9 T

EMLL: “THEERIREIe 570”7, (R UM R 254 (N SCHE 2RO )
2005 “F5 4 1, 5 57-59 Ui,

PUBRE:  RRERMEMASETFR” . (OMEFET) , 2002 5 1, 5 93-96 UL,

FUBBR:  (REERESE) , bR PEXSAMEIE R AR, 2007,

PHTT . CRHOERREEN T, (PERBEGRIEE) 0 2007 5 2 B, 55 19-21 UL,

XVEH:  “RHEREE U B S R, CREREIEE) 2004 458
2 #, £ 16-19 Ui,

SR OEHEBRARTIE BRI T, CRBURBRIA) , 2024 455
11 8, 2 158-159 T,

TRt AR AEVR K At A1) I R —— R A . BA) L AR A3 1)
GESHES) » 2023 55 4 1], 25 58-69 T,

Mo, YERESL:  “RHOE RV R AT, CRIgEE) L 2021 4
56 W, 5 54-59 UL,

27



s MY 2 T e S DA

SR “EVEZVELRERNT Y, (ERGEENVE) , 2023 & 1 H, 2 14-24 T,
SEL . BT, IR K CERNLESEENI RS g R R A —— L ¢\ ERER 7
T, CPERHEEITEY , 2020 4EF 2 W, 5 24-27 T,

28



s MY 2 T e S DA

Bﬁi_‘ *iﬁ‘&‘?ﬁﬁg ﬁlﬁ

Fs X 3L
1 ARPANET Be %4
2 Asynchronous Transfer Mode (ATM) DA
3 Bandwidth i 98
4 Border Gateway Protocol (BGP) 12 W R
5 Broadcast storm RS
6 Bus S
7 Caching AT
8 Checksum 56 Al
CLNS (Connectionless-mode
9 Network Service) ToIE B 20 45 e 5%
10 Cloud computing =itHE
11 Common Industrial Protocols (CIP) T H kil
Common Smart Inverter Profile
12 (CSIP) I8 FH Y eI AR 2R B SO
13 Congestion control P IEFE |
14 Data Concentrator L
15 Datagram ik, Bt
16 Demultiplexing fEE M, s H
17 Distance vector algorithms PR ) 2 R
18 Distributed Energy Resources (DERs) 53 A1 e TR
Distributed Network Protocol 3
19 (DNP3) I3 AT 2 2B LR =
20 Distribution System Feeders Hic FL R G i 2k
21 Domain Name Service (DNS) B4R
Dynamic Host Configuration Protocol
22 (DHCP) B ENLBCE PrY
23 Encapsulation ESES
24 Ethernet LA
25 Fieldbus BB
26 Firmware [l £F
27 Flow Control e

29




T TR R A 2 i S
28 Forward K
29 Frame Synchronization i [5) 25
30 Full duplex £SO N
Generic Object-Oriented Substation AT [F1) 388 FH X 5% ) A% H, ik 5
31 Events (GOOSE) (4
Generic Substation State Events
32 (GSSE) 18 AR RS A
33 Half duplex W T
34 Hex EWAY:ia;l
35 Home Area Network (HAN) FBE R B
36 Hub LA
37 Human-Machine Interface (HMI) PN e ]
38 Intelligent electronic devices (IEDs) R TR E
Inter-Control Center Communications ‘
39 Protocol (ICCP) Fz ] O ) A5 P
International Telegraph and -
40 Telephone Consultative Committee Preffk s &R RS
Internet Corporation for Assigned B M 44 BR 5 80y ik oy
41 Names and Numbers (ICANN) BCALRY
42 Internet of Things (IoT) iULERE
43 Interoperability RN
44 Latency BPSE, ZEIR
45 Line impedance 222 PHAT
46 Link layer addressing Bk E Tk
47 Link virtualization BB AL
48 Local Area Network (LAN) Jey 35k M
Manufacturing Messaging
49 Specification (MMS) il i SO
50 Master Terminal Unit (MTU) F 2§t
51 Media Access Control (MAC) LA 1] 42 1)
52 Modularization AL
53 Modulation scheme LS
54 Multicast ik, 2
55 Multiplexing Z i 5 H
56 Multiprotocol label switching 2 B2 A H

30



s MY 2 T e S DA

57 Neighborhood Area Network (NAN) RECES
58 Network Control Program (NCP) RESSTIvE g
59 Network Interface Card (NIC) KRS

Open systems interconnection
60 reference model THR RS HiESH R
61 Oscillation monitoring and control R V7 e IR ]
62 Peer-to-Peer Communication RO RS
63 Phasor Data Concentrator (PDC) FHEEE S A%
64 Phasor Measurement Unit (PMU) FHE & 5T
65 Pin Bl
66 Polling L2ty
67 Precision Time Protocol (PTP) A B ST a) P i
68 Protocol stack SRR
69 Remote Terminal Unit (RTU) iy 2 Sl
70 PV Units AR TT
71 Routing %
72 Sampled Measured Value (SV) KA AE
73 Sequence Field il ERE
74 Serial Communication HFATIEAG
75 Signal timing fE 50 Fp
76 Signaling protocol (ERaIPd
77 Slow Serial Links 18k AT BE R
78 Smart Energy Profile (SEP) B He Re IR e B U
79 Smart Metering Systems B Rell & RS
80 Socket BT
81 Software-defined networks (SDN) A e U2
82 Subnet ERL
83 Synchrophasor Data EEZiE e
84 Throughput it &
85 Timestamp I [
86 Time Synchronization (TimeSync) I (7] 7] 2

31




s MY 2 T e S DA

87 Topology LRI

88 Transmission Control Protocol (TCP) &Rz i il

89 User Datagram Protocol (UDP) F P E ik b il
90 Wide Area Network (WAN) AR

32




g W YN 2 TR R DA

fi—. JFEXXEEX

Source Text Target Text
5 BRE

Layered Communication Model =3 R =Y K
5.1 Introduction 51 5§

In Chapter 4, we studied the performance of the
communication infrastructure in the smart grid and

the factors that affect it. In this chapter, we will study

FER 4 B, AT TR AE I S A
BBt PERE S B M A 2 . fEUESERt |,
ARERE DY AT TALE, A4S S A

the models and frameworks that support the | 15 W itiAH <AL FIHESE
communication infrastructure.
Before the existence of the Internet, M B2 /T, R TR LK b 2 8] 7 IE

communication between computer terminals at

remote locations was made possible by the
ARPANET. ARPANET was the Advanced Research
Projects Agency (ARPA) Network funded by the
ARPA, an office in the United States Department of
Defense. ARPANET was run on a framework of
communication protocols called the Network Control
Program (NCP). The NCP eventually gave way to
suite, often somewhat

the Internet’s protocol

incorrectly called TCP/IP, as the problem of

scalability required a modular solution with
well-specified boundaries between protocols in the
suite. Protocols from the TCP/IP suite now underlie

the communication capabilities of the Internet.

5218 ARPANET (R iR, 344 iy ek 7E vl
F LR SRSEBLE . BT o 2 ph 5 [ [ 97 0 v 4
WHFETHRIZE (ARPA) TRENESLIMES, R Ik
4. A s AT 72— 5 44 09 48 2 4 AR
(NCP) HIEfFPMMAESR B T R2% R AT
IR RS BB R R %, R B
)50 E IR AR B, P28 42 A2 P (NCP) %
N E IR RS TR 3K — P A8
P9 TCP/IP, fHIX—FRIPAKAER, BT R
EES R —3B 5. TCPIP B4 il 2Ee
15 TR S A S Ao

In the early 1980s the open systems

interconnection reference model, OSI reference

20 fHag 80 K], FAPLHARE, v (il H
IR ST FE 9 3 B R R 5 56 S (M 75 R, 3 iy

model, or simply the OSI model was created to keep

JZR B B AT —— P R G B 2 5 e Y

up with the rate of technological change taking into

(OSI ZZ AR, DL R fRi#R OSI AR ) Wiz k.

account the need for higher levels of abstraction and

the need for a standard that could accommodate

AT 1984 “FH [E FRbrELH L (1SO) FlIE
Br e AR IS SRR R4 (CCITT) KA, 45N
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future developments and competing interests. It was

published in 1984 by the ISO and the International
Telegraph and Telephone Consultative Committee
(CCITT), as standard ISO 7498. OSI has two major
components, an abstract model of networking, called
the basic reference model, which is colloquially
referred to as the seven-layer model, and a set of

specific protocols. The OSI reference model was a

major advance in the standardization of network

operation as it promoted the idea of a clear

separation in protocol layers and defines the

interoperability between network devices and

software.

ISO 7498. OSI B A A -LE AL CRIFFR
RS HRRL) — P RN AERD Fl—EH )
WAE A AN BT 73 . OS5 2 1 7R HLAE AN [F]
R R BB, FE e T 4 A AR
P22 1) B EL A VA i, 7 I 208 8 A s v A T

i R R EE R HEAIE .

Although the OSI model and the TCP/IP model
share similarities, the TCP/IP model eventually
proved to be more popular and has more wide
adoption. However, with the advent of cloud
computing, and more upcoming sophisticated
net-work functions that, it is believed that the OSI
model might make a comeback. A comparison

between the OSI model and the TCP/IP model is

made at the end of the chapter.

SR OSI AAYFI TCP/IP A AAL 2 Ak, 1H
SEEGUER] TCP/IP AR B 52 Wi, 452 1T 2 M
o SR, =itSATIEEAE ML, HinkE 2
HIR 2% Dhae A WHRIL, B, A AFEE OS]
BA R RE AT RIE . FEART LR, AKX OS]
BT TCP/IP R AT 7] FL L

In the smart grid with the advent of intelligent
edge devices and the development of wide-area
monitoring and control (WAMPAC), the Internet is
becoming the future for power grid communication.
One of the things that we always worry about in
networking and data communication is the matter of
performance. The major metrics for measuring the
performance are delay, throughput, and loss, and we

will be looking at the factors in networking that

XFTRRE RN E, BEE R e S A I
LS I R Al (WAMPAC) R
J&, HIKMHARMAEAE BEE R AR R, £
AECEEAE T, VERE )T AT B 32 5, BT LAFRAT
TR S R . Ak R E L R AR FR AR K
HymE &, w8, WREE, 2iEHEENEE
e RIE R HRRE T R ). kiR K
D s SR, MEHFRS RIS SR,
WH LA TR R LR R A, BRI
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contribute to these aspects of performance. Delay,
also referred to as latency, is the time for a message
to traverse the network from the time that it is sent
until it arrives at its destination. Throughput is how
many messages per second are being delivered,
which is measured in terms of bytes or bits per
second, rather than messages per second. Loss is
defined as the fraction of the data that will actually
be arriving versus how much may be missing. We
will also be covering the technologies and the
trade-offs that exist between the technologies in
choosing to deploy communications for power grid
technologies such as the phasor measurement unit
(PMU), which plays a critical role in WAMPAC

applications.

&SR PR BIE 1B 5 A e R R I B R 8] Y
POAE o FRATTHRE T 18 f W3 45 5 AR T 28 I R BOR
WFEAIR, DAL ENESIT (PMU) £ 5
S DRAPONRAR (1 S R P R OB

PMUs are located in substations typically but
may also be located in generation stations. The
streams from the different PMUs are processed
through often a phasor data concentrator (PDC),
which then feeds upward into other PDCs. These
may be located in control centers and even passed
along with other entities in the power grid, such as
transmission operators, reliability coordinators, and
so forth. Along the way, the data may be used for
operational purposes or may be stored for historical
analysis. Hence, PMU data are typically used for
many different purposes and that there are many
PMUs that all relate to the same application of the

power grid.

FH B e L AR Rl B A L v . T
HIEON, REAFRNE LTSRS b=
B d: (PDC) #HATALHE, SRJ5 e B HAb
PLE A ERAE S P A% . X5 PDC AT RefL T 45
ity AR EHE R R A% i 4 HL I AR G R EL A s
(L U E R o= N G 53 NAES el s U =
e, e R T IT R, BTERE R TN
SEHE T Ik, PMU BHEMAHBZRE, HZ
A PMU AR5 HL R 1 [R) — N2 FH AR P AR G o

Before discussing the components of the

communication frameworks, a few basic definitions

I HE AL S 2 T BT
IR

]

i)
=
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need to be established.

1. Hosts: These are the end systems that are

connected to the network and run network

(13

applications. They are also referred to as “end

systems.”

1L 35 B2 2 W28 I RIS AT I 28 N A
PP A5, WAl ROy “Ain R57

2. Communication links: These are the physical
interconnections that enable hosts to communicate
with each other. The common examples are fiber,

copper, radio, and satellite links.

2B AF EER - T A2 B R e A Tl A5 1
VI, W IABER A FOLLT . L. TokH
NP RBEHE.

3. Routers and switches: Routers and switches
are communication equipment that are used to move
packets from source to destination based on certain

rules.

3B B RIACHNL: IFEK U, PIHHR AR
S SR S M R 5 £ 20 10
B

4. Nodes: If we do not care whether a device is
a router, a switch, or a host, we often just call it a

node.

4.7 55 - BB IE (S W 48 il — AN S Bk
%, WS AZHHLE TN, BN S

5. Client server model: In this model of
communication, a client makes requests to an always
available server. The common examples include web

browsers and email servers that run on dedicated

hosts.

5. & um- AR S5 AR AR B AR
ESE T RAF AL T2 IR W rT A 55 4, Bt
JE B S R AR R, AR S5 SR O A BEIZIE K
S TR [ S B A B T SR O X ) i s
5 HL T ERAF R 55 A o

6. Peer-to-peer model: This model uses minimal
servers and instead relies on direct host-to-host

communication.

6.0 AR - ORISR A5 P 1 Al 55 o 2 B
b, R BRI L LA B E

7. Protocol: Protocols define the format and
order of messages sent and received among network
entities and actions taken on the messages such as

transmission and receipt.

7L B LT PR SR 2 8] IR AR
2R A AR AR A AR 5% 7 2 R
AT IHRAE

The roadmap for this chapter is to look
immediately at the communication requirements for

the PMUs and then dive into what is the Internet and

AEER) S IR s E e AR R AR

PMU HIAE T K, BEFIRNIRFTH A M 1 BB
WIBE AR . AT Q] 24 311X — R B N5 ?
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what are the communication technologies that are
used in the Internet? How do we talk about these
things? How do we impose an intellectual
framework around the Internet so that we could talk
about pieces of the system in a coherent way but not

have to deal with everything at once.

DB G AT AL, BRATTRE EE R M A A
SBYENEZL,  DUEREAE Pt 3t o b R g1 & A4
JB 7

5.1.1 OSI and TCP/IP Models

5.1.1 OSI &l 5 TCP/IP %Y

In order to understand how networks fit
together, it has become common to understand the
networks as a set of layered protocols. In the early
1980s, when people were starting to do networking
in a big way, they asked if there was any hope of
organizing this structure in such a way that people
could understand it piece by piece, instead of trying
to understand it all at once and what they came up
with was the idea of layered protocols. In recent
years, there have been a number of discussions about
whether layering is actually harmful to particularly
the performance of networks, as it limits the
functionality by requiring things to be rigidly
layered. However, networking software is built
around these protocol layers, and we allow
exceptions to the layering in the implementation
sometimes, but consider them

we definitely

exceptions rather than the norm.

N T BRI AR RE s L RE, HArH
W T7 R A A —H 5 E il 20 4D 80
FARM, NI K HERE P 25 e, RIS
BN —FZE B, el PIL 4] LA
BIREE, AR R RN TR, o
JE D BRE S RB T A e BTz i b e A%
RARIRBIThAE, LR, AT 3RS A
P& PR REIX — AT TiE 21T, AR, M
LIRS H SR L P BRI R, A2 SEBRTE L
FATAT AR VFBI A E L, (HAL TR A 5, 3K
TR LA B ST AN IBAT AR HE

The OSI and TCP/IP models are essentially a
framework around a group of protocols that dictate
how networks are set up. Both models are separated
into various layers. It also creates modularization
that eases maintenance and upgrades/updates on

system components. Any changes in a particular

A bR, OSIARALF TCP/IP A AL 4R 2 F
Se— P R IHESE, A PR E T M
IR ZAEEN o 4y R AR R X P R AL R A5
IR, BEHULI 5INE 1% RGBT 4R
TR R . AR E AT U, FRATATEL
RN, AR 2 F T O R G5 .
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module can be tested independently from the rest of
the system, and its effect on the overall system
becomes apparent easy. However, too much layering
can also lead to excessive overhead that is sometimes
considered harmful. This issue will be examined
further in the comparison between the OSI and

TCP/IP models.

SR, 4Bt Z M as i R sl e 17—
il o X — 0] UK AE EL 858 OST A AY AT TCP/IP A# Y
i3 — PR

The OSI model is a seven-layer framework with
the following layers - (i) physical, (ii) link, (iii)
network, (iv) transport, (v) session, (vi) presentation,
and (vii) application. The OSI model is shown in
Figure 5.1. The TCP/IP model on the other hand is

simplified and combines functionalities from certain

ik 5.1 fros, OSI AAME LA & DL R AN

& (O PH)ZE, GD BERERZE, GiD W%

M (vii) NHE. 1 TCP/IP AR N 5 hnfaifk,
B L R I ThRE T T A 5

layers.
Application =
Presentation HrE i
Session SR
Transport 4
Network B 4 £ 2 .
Link Sdr et 2
Physical HEE
Figure 5.1 OSI layered network model. E5.1  0S14r 5 &% %
Application | W 2
Transport ] etz
Network W2 =
Link s e 2
Physical Yz

Figure 5.2 TCP/IP network model

5.2 TCP/IPK #5545y

The TCP/IP model has the following layers - (i)
link, (i1) network, (iii) transport, and (iv) application.
The TCP/IP model is shown in Figure 5.2.

FRUER] TCP/IP P H an R I JE: W 28d%
HZE. MEE. E4ZEAMNHE. K 5.2 Fiw,
TESERRN R, — Mo N 2852 O 29 N Bt
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H SR AN ZORAE A, BT EA TCP/IP AR B a2
JEAR R G o

5.2 Physical Layer

52 YEE

The physical layer essentially deals with
electrons and photons. It has to do with voltage
levels, light frequencies, and other things related to
the physical medium. From a software perspective,

these considerations are abstracted away by the way

that the physical hardware is built.

A ESRUL, WIELZE AL B F T S A
TS, HSEEACTE PR 5V %
FRMK. EINERMEAERE, XEERHEHY
BAEF AR 7 AN AL i 1 I AL B

The physical layer deals with the transmission
and reception of data between a device and a
physical transmission medium. Once a message is
received from the higher layers of the protocol stack,
it converts the digital information into electrical,
radio, or optical signals. Layer specifications define
characteristics such as voltage levels, the timing of
voltage changes, physical data rates, maximum
transmission distances, modulation scheme, channel
access method, and physical connectors. The
protocol specification includes characteristics such
as layout of pins, voltages, line impedance, cable
specifications, signal timing, and frequency. Physical
layer specifications are included in the specifications
for almost all typical protocols such as Ethernet,
industrial control

USB, Bluetooth, and even

protocols such as CAN bus.

W 2 A R ) A A AT B A IR T ) B
WS EN . N SRR R ENE B S
EMBTE R REOABE S TEETEOME
T WHERNEE LT MK iR
(SN Y/BE R T 1y N iy Ny RN el
Jr % A E Y R AR B AR SR . X
WGBSR AR . LEIHPT. iR .
SO FHMEESHEE . TP A
CANLAK M. USB. #i, #2 Tk H] B
(1) CAN S 2) i 7B E R .

5.3 Link Layer: Service Models

5.3 #EBE: RSGEA

Hosts and routers are called nodes. The
communication channels that connect nodes on a
communication path are called links, which may be

wired or wireless and sometimes will be local area

EHUAI B AR . AHRIES 42 1
R RN IE AR O, AT LR 2R,
W BB, A2 UK S Rk . HoAib
TEOLT, IXEEHEBR AR O ROEREI o
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ps

networks, such as Ethernet and others. Other times,

they will be point-to-point links.

A layer 2 packet is called a “frame” that
encapsulates a datagram, which is received from the
upper layer, which is layer 3. The data link layer has
the responsibility to move a datagram from one node
to an adjacent node over a single layer. It is
important to realize that the datagrams are
transferred across the network from one host to
another by many different link protocols over many

different links.

BRI EEAR Y o, R R
E—R GE=)2) #mERBINEEC. Btz
IR AN E B — R R AT S B E
BRI . 2R N2, B AR AR R E
DL R BRI, BdE A ) DAZE R 28 A —A4> 2
PULH 2] 53— WL

Therefore, the link layer services at a minimum

constitute the following services:

Nk, HoE g 2 RS 2R LU A

1. Encapsulate the data received from the
upper layer by adding a link layer header and a
trailer.

2. Channel access, which is the process by
which a shared medium is accessed by a particular
host at a given time.

3. Link layer addressing, also referred to as

MAC addressing.

LI E AR, K 2% R A b
IR HHE AR 2 it
WAV R], FERFE T LLERE N 8] A 5 1)
BRI AR
3. BERRE UL, WK MAC #ihikSHik.

\

MAC stands for media access control, and it is a
misnomer because it does not relate to media access
control, which is channel access. MAC addressing is
just another kind of addresses that is used. It is
important to distinguish the MAC addresses from the
IP addresses, in the network layer, because they are

of a different form.

MAC Bl 2 44 U5 7] #25 #] ( Media Access
IMRIEMZE —E R, FoAH
SR s EaEd CAMEE DR 6%, M MAC
Mk S — Rl R SRR, ERRE T, X
MAC Hi3ib A1 1P MR EEE, PO EATT IR A
7] o

Control) ,

The other link layer services that may or may
not be present include (i) flow control, which is

pacing between adjacent sending and receiving

B2 A oA R 55 B E AR T
() FEMRE: PR REARE A AIE ST KA
MR, DA gz b XU CRDAR R
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nodes so that it does not overflow buffers, (ii) error
detection, which is understanding whether the
electrical signal has deteriorated to the point it is not
correct anymore, (iii) error correction, which will
allow bit errors to be fixed by using additional
redundant bits without relying on retransmission, and
(iv) specification for half duplex or full duplex. Half
duplex means the nodes at either end can transmit
but not at the same time. Full duplex means the
nodes at both ends for the link could be transmitting

and receiving at the same time.

RIEEHE A=
G/ IDIN

(i) AR AW A S e R A
TR IR 1R

(iii) 21 IEAHR:
FE, A AR
Kl

(iv) P TECAXUCTALTE : X5 P I
R AT DME S s, (HANRERINT BEAT; XU
Fi5 FR) A B % O S 00T A PT AARR [ I A 38 R el
Kl

T8 i S0 AR ACAEL i A A L )

SR TP

i R B EHE AT AR
SREFIER, TR E e

The link layer is typically implemented in a

network adaptor or a network interface card (NIC).

P 264 3 PO 4 B R (NIC) 8 AR e #a 6
IR AEEET, RS BN RGARERE, FR

The NIC is attached to the host system and is a | A& B4 EFRE T, FRATAT AL Z NAEE . B
combination of hardware, software, and firmware. FOEAF A
5.3.1 Ethernet 5.3.1 BLKM

Ethernet has become one of the most popular

link layer protocols, and effective, modern

implementation of the Ethernet protocols involves
link layer switches. Wi-Fi protocols are also strongly
influenced by Ethernet, so understanding Ethernet is

essential for understanding the link layer in general.

TEN B AT 8 B — R BERR 2 030, LUK
PRI R e BB R A B teAh, B
B2 T Wi-Fi Pt 5 UK DA <. DA,
2 LU FRIAH 5 A 28 0 B ot J 2 R i 28 K B
=,

Ethernet is connectionless; that is, there is no
prior arrangement between the sending and receiving
NICs. Sometimes, this connectionless nature makes
trans-mission and reception on Ethernet unreliable.
There are no steps taken to ensure that a message
that is sent from one NIC is actually received at the
other one,

i.e. there is no positive or negative

acknowledgment. On the other hand, the probability

LK RR T @ A i, RIAIE 3w R
AN WA W 22 1) TG 7 B A SRR o B )
AN 2 ) 5 32K S A a2 WA RS By B U 1 i DA
o BT R NI AR 2 Lk DUOR R (1 i3
AR AT SE. 55— J7 i, SEhr R
EP AR AEARAR 1 ZKF o T 00 245 J2 1) o] A B5R o (A

ATEEPED) , FRATATIEE TCP WS S I n] 52 Y 9

e, A F R ES Y AN S5 3O AN F B BUR

of loss is kept very low. To overcome this limitation

WUbRAE, (H AT — LI E L 0 AT [ ik

—/\
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of being unreliable at the network layer, we

implement reliability in the TCP protocol. There are

many different Ethernet standards for different
physical layer media and different implementations,
but they share some commonalities, such as the same

form frame format, as shown in Figure 5.3.

A, WE 5.3 .

In the various implementations of the Ethernet
protocol, the central bus that is used to transfer
messages has evolved from bus, to hubs, to switches.
Routers on the other hand are devices at the network
layer and will be explained later in the chapter. The
bus is a communication medium to which all the
hosts on the Ethernet are connected. A hub is a
replacement of the bus and is also attached to all the
hosts, and every bit that was sent by any of the hosts
is received by all. An Ethernet switch is a smarter
device than a hub. It implements its own transmitter
and receiver for every host that is attached. It does
store and forward on Ethernet frames, and it

selectively forward frames to the outgoing links

where they are needed.

PR R EAR P22 22 GEA, 1R s
B R R R )T IR BN AE, I RIAS
WA BEAR T BE L o B el 4% ) 2 0 45 2 1 %
%, MIESHATNHE. B2 LR A E4L
FEEE A . AR e 2R RIEAN b, SRk As
S EIH ENMIERE, HITER EURE R
TR TR S PO LB R AR T SRS,
AR MAZ AL B REALRE S . BN EZ
EZMEIRE 7 LRI IOES AR . 1258
HALRE AT DLAF At LR R I0T, 34 e i2e 35 ok i
B By B

8 bytes 6 bytes 6 bytes 2 46—-1500 bytes 4 bytes
Preamble/SFD Destination Source Type User data FCS
address address
Figure 5.3 Ethernet frame format.
8 i 6 4 6 2 16-150075 17 47 Hi
A0S /WU 5 ST H it SRR oit) F 2 4 W8 5] (R)

5.3 DIK Rk =
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Mail server

network Router

P
subnet
Figure 5.4 Institutional network using Ethernet.
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Figure 5.5 MPLS format.
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LA 3

MPLS (& Bipislbn
BEAT W) Sk E

b KR sk AT
AT ZEr f5E BHAE
20 3 1 5

5. 5 MPLSH% 3

IPJZ Sk 5 B

39PN IR AP TS

#fh o>

A particular interest for the smart grid is

building institutional networks with Ethernet
switches, as shown in Figure 5.4. A large number of
hosts can be connected onto an institutional network,
up to thousands. Switches can be cascaded together
to increase the number of devices if necessary, and
switching tables continue to work as long as we do

not introduce a cycle into this graph (Figure 5.5).

B BE FL AR A R K R A AR I 32
BN BN R, A5 HnE 5.4 Fios. %
JR R A SR R ENURAN, AL BT 5.
IR R B R BCR AR, W DLE I SRS AL
JraSEM . PR HMLRES R % T Je X 28 AR
Al DR B IR i OB AT . RELERMRZ, RE
PRI P A TN (Bl 5.5 Fros) , 3k
RLRe L H TAE, W OR 5 I IE# R K 5l fE
frIAeE 1k -

5.3.1.1 Link Virtualization

5.3.1.1 FEEENL

In the computing field, virtualization is
common, with applications such as virtual memory,
virtual devices, and virtual machines. An example of
a virtual machine will be VMware or Docker, which
implements a virtual machine within a computer to
run other applications. The idea of virtualization is to
abstract away the details of the lower layer and only
deal with their promised levels of service. The idea
behind link virtualization is to use technology from
the higher layers such as the network layer to

implement link layer functions, and the two most

common ways this is achieved are through the

JEAC L ARAE T BN SUR By i,
FIan AN AE L KL% A RE PN 4SS . VMware
1 Docker #5872 # WK EABLERAT:, HAT7E TS
PN AL — AN T DL AT R (1 R AL . K 41
WG RN R Z 401 AT M R A B 2, g — 2
SEIRETE I T RE . BE IS RO )R R I 2 1
BR (M4 2) RO ZrThae, Pifh
H LS R ATM R B AL R 30O F1 MPLS
(2R o BRI A6 A 5
ESE I ATM HiR, B H % T LU s o 2 e e
—ifg, R MEE . AR TP LR .
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asynchronous transfer mode (ATM) and the

multiprotocol label switching (MPLS). ATM is a
relatively expensive technology and primarily exists

as an [P backbone that connects routers.

MPLS is another networking technology that
has been incorporated in the Internet. It offers an
advantage over Internet routers that it can direct
traffic by just a single number that can be looked up
in a table, as opposed to IP addresses that have to be
searched for in tables. Therefore, MPLS potentially
offers link layer switching much. It does require
some prearrangement such as a signaling protocol to
set up the forwarding in advance, but for engineering
of traffic routes, MPLS is slick and works very well

as part of an IP network.

M TS B 25, MPLS HARMMT
AT AN 75 AR A R R 1 B — B R 0] i afE
L AT BRI A, T T U0 55 7E 2 R R g —
R 1P Hulik A B SE U N R AE . [RIE, MPLS 1E
R 2 AT U R AT RO SS o VBN TP 25 1)
—#k7r, HAR MPLS HORTEIEAT — Lo g v
(U s FAE 2 DM SRR HT 15 B 7 R R A7), (RN T4
HRHUHR IR R AR A A2 R B, MPLS 1847 =2
R,

5.4 Network Layer: Addressing and Routing

54 M%E: FHREH

The network layer provides the functional and
procedural methods for transfer of packets from one
node to another connected to a network. Every node
in the network is assigned an address, and the
network permits nodes connected to it to transfer
messages to other nodes by providing the data in a
specific format and the address of the destination
node. The networking layer is responsible for
delivering the message to the destination node,

possibly routing it through intermediate nodes. If the

[P 24 J2= 1A) Ty B A2 K At A\ — A o A
TR MG RS R A
Hotik, AR R SARE H AR S AL, R
1% B AL S 2 HoAh Y fle WZ R DTS B
el B H AR A, XA ] pe I I (A Rk
AT . 2 S A Bl Y s )R S B S ) A
o7 L O = =) 9 S B B Y N [ i S TR DS
e AEPRE RUREE S EIN 2 A B AT RGE
HABL JHEH AT EA . A, MR
PUSCE A A A A iR a0 5 0k . B4

message is too large to be transmitted from one node

SREE) [9hE S, (B ILIE TR S5 ) ik o

to another on some link between those nodes. the

PO RS R OV T4 2 R A a9~

network may implement message delivery by

JEME, AR VRAS IS i T 3 i e R BN R R

splitting the message into several fragments at one

JUSLIDIS

node, sending the fragments independently, and
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reassembling the fragments at another node. It may,

but does not need to, report delivery errors.

In order to accomplish this
delivering data from anywhere to anywhere else, two
closely related ideas need to be defined. The first is
forwarding, which answers the question of which
output link should a message be passed to when it
arrives at a device. The second concept is routing,
which determines how the forwarding process should
be governed. Forwarding is this process of receiving
a message, looking up the destination in the routing
table or the forwarding table, and sending it onward

to the next hop along the way to the destination.

Routing is a set of algorithms that are used to build

the forwarding table in each device. The routing

aleorithms are determined by the network service

model that are designed and implemented. These

service requirements can be enforced on individual

datagrams or on a flow of datagrams. For an

individual datagram, the service model can enforce
requirements such as guaranteed delivery, or go
further and enforce guaranteed delivery within a
particular time bound. For a network flow, the
requirements could be to ensure that the datagrams
are delivered chrono-logically, or have a minimum
bandwidth for a particular flow, or restrictions on

interpacket spacing.

mission of

¥ (forwarding) S5#$H (routing) &M%%
BAR AR A E M. AT e TE R
I BRI A% 2 45 WS A B, SR TROE T
FOLFE NG R o R BR UG,  B RRHEH
B B R R R H AR L, IR
RIRENT —Bk (BN —A>HAR a1 1P Hudik) 1)
T EARE TR RN —HED, M
IR = 2 0 6% e 5% A5 1 45 g R S g S

By PLET R A KA, 3 B SR R Ui

xR EEER, A SR a] DL AT A “ i PRz
B SFEOR, HA] DL — 5 HUE AR E N A Y
WAGEIL o 3T BRI, ORI AT AE B A5 i fr
BARIRAZIFIEIE R € it 42 it B (s 98
L L% R At A0 A1 22 1 14 T s 55 7 T o 38 R D01 4T
B AE ST R A X T SE AR
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fabric
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Input port Output port
Routing
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Figure 5.6 Overview of a router.
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An overview of the router architecture is shown
in Figure 5.6. A router has a number of input ports,
and each port typically may or may not have a queue

associated with it. The packets arrive in the queue,

Kl 5.6 DA s S5 A BE - 6 R A8 B0A 2 M
N I, X 12 MR i O o 2 15 e B 0
RS Cr] B AR N HERN AT AL BE ) 2 M A L) .
i 6 A 4 | B AT 4 A A, I BA B #

and they get passed through a switching fabric that

60, T A\ i A% % A 3 1

moves the data from the input port to the output port,

and the behavior of the switching fabric is controlled

by the routing processor.

The IP protocol defines how messages are laid

out, what the headers and trailers are, and what rules

IP POV 2 3 2 5 4k R AR A
LI A Ak PR AR AT 1 AR dEAL e Lo TP Hicdfs

are to be followed when things malfunction? The

format of an IP datagram involves a 20 byte header

s AT > 20 FATHIR K, FLInFE M B
7 &Rz Bl B AR5 < /. sk
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that is attached in the front of any data that is
received from the upper layer, namely, the transport
layer. The 20 byte header contains the following

information as shown in Figure 5.7.

BENAERGER LK 5.7,

The IP datagram can be of a length up to 64 kB.
However, link layer protocols such as Ethernet only
support lengths up to 1500 bytes. To account for this
mis-match, IP has an ability to fragment and

reassemble large packets.

IP H ik KR KK S| 64 kB (T4
T o BRI, AN AR 2 R B i 2 B, X
SRR 1500k (5 - A A HIX — ANTLAL ) 4,
TP IS 4545 3 B 4R TR B0 (. 0 i

o

< 32 bits > ~ 324w >
- B ély'lji3 .~ 12
Head. |  Type of AR o MapsE | KB CGED
Ver length service — K
VRTA ﬁ?d{?\ H‘%F?}
16-bit identifier Flags Fragment 1647 R
offset
[ F i A EE R 6 R
TITV?O lf:yp;r Header checksum 7 i z EE o
BYs ‘h,x h
32-bit source IP address 320 LPHu Ak
324 H [ bk
32-bit destination IP address 3240 H [y TPHE
SEIT R R SR
Options (if any) I (LR KM 52 )
#
. Data CKBEM AR, 38— PRk
(variable length, typically a TCP UDPELHEER)
or UDP segment)
st B e
Figure 5.7 IP datagram format. FE15. 7 TPEUT R (K% +C
54.1 IP Addressing 5.4.1 1P bt

An IP address is a 32-bit identifier that is tied to
a particular network interface. It is also sometimes
referred to as a host address, but in reality, a host
may have more than one network interface and hence
more than one IP address. The convention for writing
the 32-bit addresses is that we break it up into 8 bits
(1 byte), and the value of each of the bytes is
specified in decimal with a “dob” between. This

method of referring to IP addresses in decimals is a

IP Mtk & — A 57 E M 25-4% 19058 1Y) 32 KA
WA EA N WAy EhbAE, ESEb B, —
MEHATREINA 2 M E D, Rt 24
IP Ml 55 32 Srdtht ) > AR AR08 8 fir
(1545, AT ERABERR, 792
8] P /INEUR B, X132t i) TP Hhb R 7Ry m] A
JHER B IR, Dy 7 SEOUEEE A TP HhE
AL, AT T — Rtk 254 ——5 K.
HIFE [A] — AR R M 2, W DAAEAE 2 A L,
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convention used to make them easier to be read by
the users. To achieve the movement of packets
between IP addresses, an addressing structure is
created, called the subnets. Several hosts can all exist
on the same link layer network; those hosts
altogether are called a subnet, and the subnet itself
has a subnet address. The subnet address is the
high-order bits of the 32-bit IP address. The
low-order part of the 32-bit quantity is called the
host part or a host address. In addition, the subnet
part and the host part together give the complete IP
address. Figure 5.8 shows a network containing three

subnets with different hosts in the same subnet

REEEHILFH DT M TRAGHA A
Tk, ZHhk ey 32 47 1P bk AL
Ak 17 32 AL TP HUhE RALES 2, ARy
FAUE. thAh, SEEEE IP Mk IE 2 i1 Pk
AN TS R R - B 5.8 B s 1 —A
WE =TI S, IFRbE 1R
WA R =R LA E

highlighted.
Subnet Subnet
192.168.1.1 gi gi
(@I[@) 192.168.2.1
192.168.1.2 | T
Qi 192.168.1.5 192.168.2.7 : Di
192.168.1.3 @i 192.168.2.2
3;: Subnet
&
8
192.168.3.1 192.168.3.2
Figure 5.8 IP addressing - subnets.
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Subnet N Host
part " part
11000000 10101000 00010000 0000000
192.168.16.0/23
Figure 5.9 |P addressing - host part and subnet part.

F o EML
Hi Hi
11000000 10101000 00010000 0000000

192.168.16.0/23

K5.9 IPHhhE— 7 pitilk 5 EHHBAE

This is an example of a complete IP address
with the subnet part and the host part divided as
shown in Figure 5.9. This subnet permits up to 512
hosts, of which 510 addresses are available for
devices. The 111111111 (all 1’s) host address is used
for broadcasting on the subnet and the 000000000
(all 0°’s) part is used when a host does not yet know

what its proper address is.

W 5.9, Zon i LR R T — AN e 1P
18| s N R G173 e o 1173 € = IS
oy. LT MRE SRR % 512 6N, Hh 510
ANk AT AR A S BOAE o A T A T AT
JURER, A4 1 CHD 1111111 B EN L
17 24 SE LR L 3 AR A e B, 028 4 0 (R
000000000 k.

There are several methods by which a host gets
assigned an IP address. The old-fashioned way is that
a system administrator manually assigns an IP
address to each device on the network. The other
method is to dynamically allocate IP addresses,
which is achieved through a protocol called the
Dynamic Host Configuration Protocol (DHCP).
When a host joins a network, it uses the link layer to
broadcast a discover message. The discover message
goes to all the hosts on the network. A host on the

network is assigned to be a DHCP server, and it will

TR IP kR 2 M 2 4. 447750
i R G B 5T 5 M 2 ) S B A T TP
Hudk, 3 —MOTE RIS EC IP Mk, X2
DHCP (7 FHE VO RELIMP . 4—FF
BUIMA 28I, P R 2T 3% — 2% K
PER, ZEESKIREME LA ENL. It
I, M5 DHCP k%5 EHL, oAkl —25m
RifE R, A 7 — AN AR AL )
IP #ihik. BESS, B AR N1 R RO 2% 1P
hE, IR S5 AR ARSI oK 5 2R 8] — 25 il A E B
HH 1P HUHEF 2 B SO U ZEHCRANSE,
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respond with an offer message that contains an IP
address that the host might be able to use. The host
then requests assignment to that IP address, and the
server sends back an acknowledgment. The
addresses are assigned typically between a few hours
and a few days, unless dictated otherwise by the
system administrator. If a host wants to continue
using the IP address, it has to go through a renewal
protocol, which is also part of DHCP. The Internet
Corporation for Assigned Names and Numbers
(ICANN) is responsible for ensuring that the IP
addresses being allocated are unique without any
to internet service

duplicates being assigned

providers (ISPs).

B RGE M AW RGN E . R TN
FRARSAE 241 (1) TP Hhhik, JUSIE 9§ DHCP il
TAEHEAT ST o LI A4 Bk 5 H 5 bk 23 B LA
(ICANN) HIHR BT A2 ff R 7 Be ) TP il BA i —
P, G ) FLIC IR 5 52 ik (ISP) e fib B 5
IP Hhidik.

5.4.2 Routing

5.4.2 B{H

The job of the routing algorithm is to fill in the
forwarding table of each router so that the packets,
when delivered to the router and forwarded
according to the forwarding table, eventually reach
their destination. To design these algorithms, the
common practice has been to model the network as a
graph consisting of a set of nodes for routers or the
subnets, and edges being the links that connect the
sub-nets. Usually, routing algorithms abstract away

the hosts connected to the subnet and only worries

about the routing between subnets.

B i SR R DA T 58 A AR I K
®, WREEE R — BAAR Ay, ERIRKIEE R
RIATHE A &, BEEAHGE H brthk. fE3
TR SRR, b 50 3 R F 4 AT 3%, s
FCR Dy S RO 2R M B R 46 1 AR
R AT, 11028 2 MR B IX 87 W 1Y
R, S, B SRS RN TR
o /14 P e o i ) U Pl TS0} 53 S B LT 8

In Figure 5.10, the routers are the lettered
circles and the links are the numbered lines. Routing
algorithms try to solve the question: What is the least
cost path between a source and a destination? The

cost in this question can be designed by the user,

FE 5.10 BB b, A SRR E R R s
HI8%, B BT 2k I FRBE R . 2% B SV 1Y
%0 B AR FHRIE LI S H bk 2 18] ) S5 0
2, IXHEL R AT LORYE AP SE bR AR SRR
€S, HeimiEsRiE LS B k2 A ks (5
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such as minimizing the number of hops between the
source and the destination. There are a couple of
different classifications of

routing algorithms

depending on whether the route computation is done

using full knowledge of the network.

PR UAERE H 2/, w5 Zaid i b &4
HO MsoME. WRIER S HEER S E R
RBEAT VRS, %t 53R ) AR 70 N 2 A AR Y
e, Biln:

/

1. Link state algorithms: Routers have
complete topology information
2. Distance vector algorithms: Distributed

algorithms where routers have knowledge of

physically connected neighbors and their information

and exchange information with neighbors.

LIRS HE: @i A%, BhiasneissR
TERHIM R IME B

2. B A RS XM, Wik
BN A% 5 AR ph A ELRRARIE, JFEEITE R
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5.4.3 Broadcast and Multicast

543 ) HB5HE

In the power grid with PMUs that are producing
measurements at a rate of 30 times per second, it is
very likely that there are going to be multiple users
of any given data stream. The idea of broadcast is
that a source sends a packet into the network and the
packet is delivered to all the other nodes in the
network. There are a couple of ways to achieve this
as shown in Figure 5.11: (i) have the source itself
duplicate the packet and address a separate copy to
every one of the other nodes and (ii) have the

network duplicate the packet.

FERC#AHENE S0 (PMUD HIHEMA, W
AR AR E Ha i Al R RE T 22 A L U7 I /G
K, B PMU 2 DARERD 30 IR BEAT SEI I
U S EY5 %y EDAE MR =%« €1 P (L W N B N
B, PR R R R AR,
B B8 J % 38 2 0 2% P R EL AR i A R S
X, BAEAEMMIE, Wi 511 fos: ()IF
s A PR R EAT B EEE, IR Mg T
(RIRE— A HAR T R0 AR — Iy BE R A (2)
RSN R b S RN IBGRUN R R Ik €/ RH

Source duplication is wasteful of bandwidth on
the link adjoining the source. The source also needs
to know the addresses of all the destinations that may

want to receive that data.

Wi LA DA R AL —R2IRES
FAHBEERS B TE, RS FERICEE R
FITAT HBR S s it
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Figure 5.10 Routing algorithms set up.
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Figure 5.11 Packet duplication strategies.
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In addition, both of these can be addressed by S bR R R, (R B DR TR AR IA

some scheme that allows the network to do the
duplication of. Data are needed in order to reach
destinations that are also present in the network.
These issues can be solved by network duplication,
but we also need to design network duplication
carefully to avoid problems such as broadcast storm,
where the same packet is being repeatedly forwarded

across the network. This is addressed by creating

P A H AR e, FATGIN T A a] Bk (1)
MO —— R Bt R Alvs . S ULR,
AR A, 2R BT I N T AR B,
AR H B #8 X CEHidia B e R 4 R e IR e
ik, FBONBIERE TR, H ARG 5
RO o 3K (7] FURT 3 3o g e A ol R A ke, DL
DR FIT A 15 R WY 288 9 41 45 48 AR 42 HL AN B
I3RS . FEAE AL I AR, WERAAAE 2 AT

spanning trees, where the nodes are connected

without having any cycles in the graph. Multicast is a

refinement on the idea of broadcast in which we
have several nodes that require the data and a
number that do not. The goal of multicast is to find a
tree (or trees) that connects the routers that have the
destination of the data in their local area networks or
that need to forward the data from the source to one
of the routers that has a destination for the data.

Multicast and broadcast are very useful for smart

orid applications, where the data generated by field

devices need to be sent to multiple destinations

including historians, control applications, and

Human Machine Interfaces. IEC 61850, which is a

TR (7T 55, TR A7 AE 2 A 0 7R B UicsL
WAL, BAMTFEABAREAR, HENT
FEARNSGE S k. AR IE R E— A
ZARIRGERY, DU R JRy 180 oA Hioh Bl 7R ok
(i FH A%, Gt T B AR i R = 48 € I H
bR A . ZERYRE F M S, BT A R A
3G P A A A T 0k 2 I S R P L s | S
AN B S A2 A Hbnhi B, PR
PEDOARAEIX — WG 2] 1) 2 M . TEC 61850 52
— I DR HL il H S A RO R PR, AL A
P 2E A A T T 38 G R AR L A

(GOOSE) FUERFEMIEAE (SV) o XL G
SERISCEE 4R 7515 B T R e H T 1545 (TED)

WSER, LI RSz i 6y & 55 18 2 TIfg.
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smart grid protocol used for substation automation,

has two multicast protocols: Generic

Object-Oriented Substation Events (GOOSE) and
Sampled Measured Value (SV). These protocols are
used to collect information about the status of the
network in real time, to update the status of
electronic devices and to

intelligent (IEDs),

retransmit control commands.

5.5 Transport Layer: Datagram and Stream

Protocols

55 52 RIS R

The transport layer provides the functional and
procedural means for transferring variable-length
data sequences from a host program to a destination
program, which may or may not be in different hosts.
Transport layer protocols also provide specifications
on the quality of service, which vary widely based on
the protocol used. An important distinction to note is
that the transport layer provides program-to-program
communication, while the network layer provides
host-to-host communication. The transport layer may
control the reliability of a given link through various
functions such flow

as control,

segmentation/desegmentation, and error control.
Certain transport layer protocols are connection
oriented, which means that the transport layer can
keep track of the segments and retransmit those that
fail delivery, and may also provide the
acknowledgment of the successful data transmission
and send the next data if no errors occurred. The
transport layer creates segments out of the message

received from the application layer if the message is

el = TS 2 ThRE, AR ] A2 K 1Y
Bl 7 SN ENURE 7 AL B H AR FEF?, X8 H AR
FEFPRE P AAE AR A ENL L, tBa) DUE R — F2 0L
W. BEAh, ERE A E THRRSERS
M, B AR 2 DA Y B T S 7 2R
BITE 2, A4 = PR FE Fr 2 18] ) 45 A
55, T8 SRR A 1 ) 2 3 AL 2 18] PR 8 155 A 55
XM AN REIR R - AR = W] I8 I SR
oy BUE TR AR R P20 55 22 P D BE R A DR 5 BE 1%
frarfet. RefehmE i iIiONERT M, XE
WRE 1 J= RES BRIER R B, IR Bt Bt a2k
WO BEAT HAR . AL, T A 2 A
&Iy, FEAEMIRAE IR JE AR e . R
BIRE T BRI RN R, AR 2ok
Hoor B8 2 A Hs BLRR AT A
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longer than the datagram size.

The services offered by the transport layer have

evolved with the evolution of the Internet. However,

SRR AL Er N ks r b P L) =y T
I T AW S T, Ak ] RS BT Yy

the services offered and their implementation may be

et AR R TT 5. AR, FELZEE 5 8 BE AR

the most ideal way to do things. especially when it

[P0 475 1] 28 GE X JE 5 SR 5 20 BF AR R 3R (A LT

comes to serving the needs of control systems for the

TR ARG e A D BB, JEF H IR

smart erid. There might be other ways to do things

A A BRI 55 e LS BRLy AATS 2 LB B Ay AR

that would be better, but the economics of the

[ E T %

situation is that using Internet-based protocols is the

dominant approach, and it would be too expensive to

start from scratch. Other implementations may

emerge in the future, or the Internet will adapt to the

needs of such uses.

There are two principal variants of transport
layer protocols: (i) transmission control protocol

(TCP) or (i1) user datagram protocol (UDP). The

et 2 P T ZEAT A — o A A il
W (TCP) , Fy— M2 Bt il (UDP)
TCP Pl i) = 2 AE A A RUE 7 1 i rl 58 . B P

principal function of TCP is to provide reliable,

fetin, Il O S AR Py Bcdle $2 B0k . BRib 2

chronological (in-order) delivery of streams of bytes

bk, TCP PhiSad Ay SeHLHH 4% il A e st , {H

to applications. Secondarily, TCP implements

HE AT 5 RO 7 AR SR A IR,

congestion control and flow control and requires a

WIERIEH 5, A BTG RIEHIE. UDP Hris il

connection setup phase in order to do this. The

unreliable unordered delivery transport layer

protocol is UDP, and it provides very little beyond
basic IP (Figure 5.12).

PR EE HJC P AR E s, IR
it IP P s, BAERA, HAHMNER (iR
LA 5.12)

An application sends data down through the
stack and makes use of the physical network, and for
an incoming packet, the transport layer has to figure
out which application that data belong to. This

process is referred to as multiplexing and

demultiplexing. This is achieved through an

FEM 245 T, R e 8 5 P 13Uk s i d
Y EM % . A BN, fL5h)E
e HJw TSN R, X Ry “ 2%
SHMBEM” o ok, “HEHRF” M g
R AR I AT H R A R Gt

B A, 9N IR e B AE £ (1 17 ) (1 ) P B

operating system concept called ‘“socket.” which

11 )& # A= 3 KPR 2 i, T AR RAS
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provides a logical endpoint for applications or

[l AIRERE , AT 5 ey AR R AR At b R RO [ IR

processes to access physical resources. The transport

HRA.

layer protocol also creates a logical construct called

“port,” which is used to label various processes. The

operating system is responsible for mapping sockets

to ports and vice versa.

In order to implement this, both TCP and UDP
include in their headers a 16-bit source port number
and a 16-bit destination port number, as shown in
Figure 5.13. The IP datagrams carry one transport
layer segment, and each segment has one of these
source ports and destination ports. Rules are
implemented in the transport layer and in the

operating system to figure out which socket a

particular datagram belongs to.

miE 513 pon, NTSEMZBREMSME
H, TCP H1 UDP & ARk b3 il 55 P =
B b5 (BEBN 16 6D o 1P Hddk+
A& —MEREIROC B, BN RSCBUER I X R
s R H A 1, T AR AR B R 2%
so AEHEM I SEERGME, @il — K5
O] T 8 T R ) B AR B R, I AR B HE
it ides B AR AR o

«———  32bits

——————

Source port #

Destination port #

Other header fields

Application data
(Message)

Figure 5.12 Sockets and processes.
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= 32 bits

Source port #

Destination port #

Sequence number

Acknowledgment number

U: Urgent data

Options (if any)

Head Not Recei A: Acknowledgment |

eader 0 eceive
number

length used [Y[A[P[BIS|F| window |

P: Push data now |

Checksum Urgent data pointer R: Reset connection |

S: Synchronize connection |

1

F: Terminate connection

Application data
(Variabe length)

Figure 5.13 TCP/UDP segment format.

e { Y —
LIS H o H 5 #
555
Wil S —
|5 7T, A T TS
HEKE | FE8 ulalpIrlslE ;:/jx\mlil
. P: LU AL s
Feen WU R REEE
S [l
o WiT s

ISAEEVE
(KEATE)

5. 13 TCPHMX/UDP Fr3 H i B £ 54

5,51 UDP

5.5.1 P (UDP #Hi0

UDP can be considered a “best-effort IP,” as the
only additional information that it carries relates
multiplexing and demultiplexing of datagrams.
Segments may be lost, or delivered out of order, and
there are no guarantees about timing or anything
else. The advantages of UDP are that the sender and

receiver do not need to have any communication

HAE AL RE R, UDP WS4 1 B fs
BASHER A E A E A, BRER—
F i A2 TP T, (HEFASRA L,
JSL AR A5 AN 5 TG : UDP BMCFE SO A fanid A2 o,
TAEN BRI B AR . SEIR S H A
REFRPR AR (TORIE. A1, UDP B3 thAa Py
RO — 2B RIE T RS 22 18] JE 75 S iy
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before beginning sending data. In addition, every

UDP segment is handled independently. A

consequence of this is that UDP is better suited for

multicast whereas TCP does not.

HEALES, oREEIRMSL AL, AT TCP
PR SCE NG & 1 4%

If an application requires reliable data transfer
using UDP, it is up to the application to implement it.
The UDP checksum is a very simple checksum, and
it is not really capable of detecting deliberate
manipulation of the data. Secure versions of UDP
have been proposed based on more complex

cryptographic mechanisms for various applications.

UDP Pl (RS A (a7 B, TTeii A3 Rk
e G PMER . Bk, WRMAREF &
2@ UDP Pl sealn] SE it f&4m, AL A
5 Z0UB A5 AR BE AT SE AL . Dy 1 3 AT
P Aok, kS HATC 2R TR Ak
(¥ 2 4N ik UDP #3%

552 TCP

5.5.2 fEEFEHIT (TCP P30

TCP is a point-to-point protocol. Its goal is
reliability in delivery of byte streams, and there are
no message boundaries in TCP. If an application
needs to identify that one message stops and another
one starts, it is up to the application protocol to
define how that is achieved. TCP implements
pipelining so that it can achieve good utilization of
links that have high bandwidths and long delays. It
requires send and receive buffering in the hosts in the
end hosts but not in the routers as the routers are
network layers only and do not participate in the
transport layer. TCP implements full duplex data
transfer and is able to send data in both directions on
a single connection, and it has a maximum segment
size that is identified for each connection. In order to
implement the reliable transfer, TCP requires a
connection setup phase at the beginning in which
initial messages are exchanged in order to set up the

sending and receiving state. TCP implements flow

TCP WS —Fh S s, e H AR 2 i Ik
FHRM AT AL . 78 TCP Philh, HdEuiiih
BRI, A EEIEE B R H e A
BEXFIX 1500, B = i S0E 2 5 B 1k
BB AT € S, DA 6 R RS BE % 1R A
AT AN AL FH A . TCP P SCAT SEIL IR K 2k 30
Pattn, HAEW T4 iy 96 M s iR R &R, S
i 45 K 1 S AU S . FE TCP Y i 72
Hr, AR AR A B TP BB ORGP X, H
FEHE B3 R TO X — R, KRR B 28 R 3
R T MR, HAZ 5EMmERS. #— TCP
R SRR X LB s A i Th Ag, B AT LLE
A7) BRI TCP BhsUd 255 e KR SC B
KA H BRI SIS fE 4, RIxTy
WO 2 [ FE IR AT e, BRI BAC
ook & B RIEFIBCIRE . TCP HhisUE B A& Vi &=
W ThRE, PR OR A% 1B B A I Oy
HIALERRE 7. RO g2 X i i, TCP B
WL RN R IR T IR RO TR FE, DA G Hidfs 5 2k
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control, which means that the sender will not
overwhelm the receiver. If the receiver’s buffers
overflow, the TCP protocol will cause the sender to

slow down (Figure 5.14).

g EEE., (WA 5.14) .

Broadcast address
FF-FFFF-FF-FF-FF

(wired

-

1A-2F-BB-76-09-AD

% E « 1A-2F-BB-76-09-AD

LAN

wireless)

- 1A-2F-BB-76-09-AD
D Adapter i

or

L

1A-2F-BB-76-09-AD

Figure 5.14 TCP segment structure.

i bk
FF-FF-FF-FF-FF-FF

-

1A-2F-BB-76-09-AD

[] i=mias &

%Eq 1A-2F-BB-76-09-AD

SR
T Rk TEER RO

LE

1A-2F-BB-76-09-AD

1A-2F-BB-76-09-AD

K5, 14 TCPIR CELAS IR

TCP has a header field that is added to the data
coming down from the application, and it consists of
16-bit port numbers for the source and destination.
The source and destination IP addresses meanwhile
are part of the IP header. There is a 32-bit sequence
number and a 32-bit acknowledgment number that
count the number of bytes that have been sent on the
There are several flags that

connection. are

associated with initiating connections, which are

TCP (it il 2 7ER H Z 1538 ok
R s — Ak B, b e A R S
MHE KGOS (B 166 o SHHFER, JHEik&
IP kb Al H bR 4 1P bk 65 78 TP a0 1)
k7Bt . TCP k7B it ek — A 32 Ar
FPH S A—A 32 LN S, HTidsEER e
RIEFHWEE . 5E OB LR E T

Bl RST (FEEE) - SYN ([A#) I FIN (&

7]
)

A

o
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RST, SYN, and FIN.

TCP connections are initiated by the client, as a

client is typically a process on a host that may

X+ TCP ARSI &, H+ EHL ERTEeT
() 728 ity 308 o 5 L 2 i Bz, T AR 55 i 1) PP 48

require network connection while the server is

hik AR g A 5, PR TCP il i &8 ) i

usually static in its location and availability.

JS o FEIX R, B i 5 i 55 4 SE I =

Therefore, the client initiates a connection by asking

UART” AR V%

for a new socket that is connected to a particular host

name and port number. The server lets the

(1) 2" S R R E K B8 Ui [ ik 55 e A
SYN (FEPiER{ES) #Hatd, Hhas—4 b

networking system within its operating system know

LA RGP S, B AR DRI (5 I 2 2 1

that it is willing to accept the connection by making

a call on a system called “accept,” and when those

(2) HR55 #ami g K. Wl SYN HilE e,
M 55 4 2 A PR R GEHT “accept” pRE, BRI

two things are done, eventually, the result is that

P28 RO R . U, ARST ARSI

across the network, the client sends a synchronize

o B X, IR E F YGRS . B

segment or a SYN segment to the server. The client

Ji, RS 23108 i K iE— > SYN-ACK ([F]25—

picks a random initial sequence number, which is a

O HEt, KA SYRrFss, JFRE T

way of avoiding certain kinds of attacks. The server

SYN A ACK #r&Efr, Fox “clBiER,

responds with a SYN ACK segment that has both the

HENLERE” .

SYN flag bit and the ACK flag bit set in it. It

allocates its buffers and it specifies its initial

(3) F 7 v WA W N R i LE IR
SYN-ACK #¥i#atuf5, &Mk e RiE—D ACK

sequence number. When the client receives the SYN

(WD BEf, Ror “ CYEI ST 4 AN,

ACK, it is allowed to start sending data. This

R E A EN, W] DI IR EeE L4 .

connection initiation and setup process is called the

three-way TCP handshake. Similarly, at the end of

the connection, either the client or the server sends a

5 PR RESRADL, AR RS AR, %) b B
IR %5 #s 4 R 3% FIN (Z1b) Bt ke oz 80t
RO R B

FIN message that terminates the connection and

frees up the resources. It is important to distinguish

between flow control and congestion control,
especially in the context of TCP. Flow control is a
mechanism in TCP by which the sender’s sending
rate is restricted to ensure that the receiver is not

overwhelmed. Congestion control is a mechanism to

FE TCP P, 428 i AT 2 25 ) 2 P A
i 2 WA X 20 IR B M. TR AR 2 iz P

(K —FPLA, 5 A R AL DT AR Hmd R, LAR
TRARWCTT G2 XA S iin o I ZE P 0 & — F
ORI 28 B T o BC AL . 22 A AR
HOAE o5 I [F) — W2 i SE i, 0t 2 AR L T Re e

SPEU AR AL o Oy T BT IERXRE DL, 4
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ensure network “fairness” in a scenario where
multiple applications aim to utilize the same network
resources, and congestion control is used to ensure
that the resources are distributed in a fair manner
between the competing applications. This is usually
achieved by reducing the amount of sent packets to a
queue, which is usually at the router. Flow control is
used to manage resources at the receiver side, while
congestion control (which is usually initiated by a

network level device such as the router) is used to

manage the network resources.

FEEA LA 2 D> Bt R A IR T A, ATt
BABIIIE FEAZE, ORI 2% SRR A AP 7 L. T
B, WEESIHTE BT B, miHZE
PR G i b 2% 55 R 2% 2 0% kS ) A T
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e
=
1\];%
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Comparing TCP with UDP, TCP offers a lot of
advantage with reliable communication, but this does
come at a cost. For a smart grid application, the user
might be more interested in the data at the current
time, rather than worrying about retransmission of
data from a few seconds before. Those few seconds
might be critical in control centers when immediate
situation awareness becomes critical for scenarios
such as power grid oscillation monitoring and
control or other such transient behaviors. Hence, the
choice of using TCP against UDP needs careful

consideration.

5 UDP Pl L, TCP P e @ 5 il 5
R AEZ M, ERIFERARM——B = 1
A FIRERE S, X TR RS TS, P
A RE S R AT BAE IR oL, AN 25503 T LAD HT Y
HARHHE . T T LR, X HL IR
Mo s ) A R A AR AN v, XA LD ]
REZE R L, ML, FRZILHE UDP Whillid 2
TCP P T ZEAT 40 T .

5.6 Application Layer

5.6 NAE

An application layer is an abstraction layer that
builds on top of the layers that we have studied so far
and specifies the shared communications protocols
and interface mechanisms to be used by hosts for a
particular application. There are a variety of
application layer and

protocols applications,

including everyday proto-cols such as HTTP, HTML

M ERZ—MIRE, T ERIN S
WENZg b, BRRENHEE T &N
) L 52 (3@ A5 B SOR B OBL . 5 LR 2 B
FS. 28 E FAHE: HTTP. HTML (kL -1l
f£) FTFTP, LAl BitTorrent F 55 %t £ 87 FH Hp
WEE, TEMAREZ . A, HAMR% (DNS)
W —F R ZE G 5 ER B SCA [R Y
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(or email), and FTP, or a peer-to-peer application
such as the BitTorrent protocol. Domain Name
Service (DNS) is a protocol and is also an
application layer protocol that is integral to the
functioning of the Internet but can be considered as
an example of a protocol that lies outside the strict

layer structure.

%&, DNS TZLH T2 i, (Ex T HIB R IE
HISAT A AT BRI .

The Internet has revolutionized the idea of
distributed computing in that by operating above the
transport layer and in turn above the network layer,
we are able to program distributed applications in
such a way that they do not have to do anything at all
to the network core. The network core has many
moving components, and if individual applications
need to specify all operating parameters over the
network core, that would be very inefficient. Recent
research in the area of software-defined networks
(SDN) is an exception in that it allows end user

applications to make changes to the network core.

IR B HY B R T — o (0 o3 A A S
o AMEMS R 2 ERE R Z BT H R,
ATl Al LAgw S A SN AR, TR 2% B8
A% L CELIERE I as . SSRGS
FHRIES . ML STFZIERLNA
P R SRAEAN L #8248 A% L B 4 (14
P eS8 G i, w5580 Bese) K
AR B AR AR, Bof g X4 (SDND
FRORIHBL, w2 N TR R IX— R 2Bk
A DAL P DR e 2 o o R e I I 3 e 2
SRR, MR H L BCE AP 15
ES4L

There are three primary  application
architectures:

1. Client server architecture

2. Peer-to-peer (P2P)

3. Hybrid

o2 J2 SR T AT =Tl
1.2 7 - i 55 4 2R A4

3R E G

The client server architecture is one where there
is an “always-on” host that is the server, and it
typically has a permanent IP address. The services
that run on the server typically have well-known port
numbers associated with them. This makes it easy for
the clients to get in touch with the server and make

use of the services that they provide. In this

TR - 55 e 2R R, AFAE— B “UREIT
L7 BN, JHIP MR E, $EE RS AR A
o ARSTARIR M AA [F) B 55 38 2 7 X LA [
i, PTCAA S E AR —— TP HthE Al
Fs, 0 s {5 T 5 AR 55 s i 4 S 2 A A
RIS . ERXMEFEIM T, BMin B A2 H
BOBAE, A R 55 St AT s A e
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architecture, the clients do not communicate directly
with one another, rather they communicate through

the server.

In a peer-to-peer architecture, the end systems
communicate with each other without ever using
servers. The end systems come and go on the
network, and there is a mechanism for the end
systems to find each other in which it would be a
completely distributed implementation, but it is also
very common to have a hybrid situation in which
there is an always on server that helps the end system
clients to find each other. Once they have found each

other, then they communicate directly.

FERR s (P2P) M, 2 R4 [ n] B
LIEME, THRRBIRSS 4. Zim R 50 LLE dn
NBGR NS, 584041 s B AT RAEAS
Al 283 R g0 n] AR B . ek, TR A S0 4L
NI, BIEE— S I AT AR 55 4%, T
Bh s R G5 7 AR BN, Bl 8 T B AT

AN

G

Each application layer protocol defines the
types of messages that are going to be exchanged in
that protocol. It defines exactly (i) what the fields in
the messages mean, (ii) how they are separated from
one another, (iii) what the messages mean, and (iv)
the rules for when and how processes must send and
respond to messages. Protocols are typically defined
in standards, and these standards are either available
publicly or are made available to user groups in
advance to ensure standardization across various

applications.

BER R JZ B 2 WA g 12 30T g 22
AR R RM, Hp g (D HESTRTER
&, ) FRZEM2ET A, 3 HE
WA, Bl (4) SERETI AR el Ak
AL [l S A5 S BRI o P OV 3 5 A 3 i A e
HKE SCH, IREERRE 2 2 T R AT B e fe it 4a 1
JU DA RAN [R] S FH s v 22 8] 7] AAH EL A

5.7 Glue Protocols: ARP and DNS

5.7 MrEEP: ARP GsBHENT ) 1 DNS (B
ZBRE)

One of the problems that must be solved at the
link layer is how to ensure that messages sent from
one host get to the correct destination host. This is
the topic of addressing, and when we are dealing

with the link layer, it is called link layer addressing.

MRS, A MBS ECEE, b
BRI ATOATRE? A e B IE A
B —Awea i, B ERIE H br e 1L,
XAERE WA BE LW IR B H br ik s . BERS
JZ b 50 A 5 B WO 12 AR A Y 3K )
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WA H bk g A2 o

The link layer address is also known as the
MAC address, LAN address, physical address,
Ethernet address and is used to direct a frame from
one interface to another on the same link layer. A
network address on the other hand is used to get
datagrams from one host on the Internet to the
correct destination network. MAC addresses are
typically 48 bits long and are unique worldwide. This
is a feature provided by the IEEE, and a
manufacturer of networking equipment buys a

portion of the overall address space and assigns one

address per device (Figure 5.15).

BERR ZHLHE B AT MAC Hitik. LAN
fik PR hEEE LK L . 7 ] — AN 2
2 € I NE J5 BRI Ay A — A O LB
MRS —MED . HERHIE, AR M4 H
HE S R R ARG, AT E G A TR AN
N 5, hE Mg kS, B iR T S
AN 2% L 1 3 WA a2 B E A 9 2% o 1 E A AL
BH. MAC Hihkil %y 48 Ak, 7E4ERVEFE N A
AME—E, FH IEEE (RS HT TR
PR ORBE SRR o D0 2% e 4 1) 1) 325 i 2 ) I3 4 b
Hk73 ), HEEA A L — NS MAC Hidik
(WL 5.15) &

These 48-bit numbers are written as 6 hex bites,
which turn into 12 hex digits. A hex digit is 4 bits,
and so 12 hex digits represent 48 bits and use dashes

or colons to separate the digits.

48 SrBEECT S R 6 AN, A
WE 2 MUy, SNSRI T 4
BERIH 7, KRR 12 ANk By ] UL 3o
48 i — . v TR, A TEE
BT 5 BUE SR IR — H A

Now, the problem arises - given an IP address,
how do we go from one of those to the MAC
address? One advantage is that we only need to
know the MA C address at the link layer, as the IP
address is sufficient to ensure that the message
reaches the right network. In the link layer, if we
want to send to a particular host on LAN, we have to
know the appropriate MAC address. To discover the
MAC addresses in a LAN, the address resolution
protocol (ARP) is used. Every node in the LAN has a
table in which it records the correspondence between
IP addresses on the LAN and MAC addresses. It will

not be for all the addresses on the LAN because it

PEH I T — /N 458 —A TP ik, 3K
AT SREUGT N2 F MAC HihbWe 7 BEfR 2 XA ]
W, FRATTTE S EE IR 1P Hhhk 5 MAC Rtk (7] (1)
XAEEER: 1P Hibb iR 745 aets <37
IERRIMLS, T MAC Huhik NG 7 S ae s e
A CHREB BRI S . ERERET, W
SETRATT AR B Ik BRI L R E AL, B
BT RA N ) MAC Hhdik o DR, FRATTEL{f i 3t
HEARAT PR CARP) SRIREUX —Hidk . 5380
(LAND AN s — skt g 22,
s R N AN A 15 & TP Mk 5 MAC Hithik
)RS REOG 2R o HH T I 75 ST 75 2@ A5 10 B brit
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only cares about the ones that it needs to send to.
Therefore, it will not record the ones that it does care
about, and it typically remembers these associations
only for a small period because MAC address

assignments can change.

LT 2R, HHET MAC Hubik 4> fC o] e &k A2 o 4,
AR R S R AT

5

1 (@i@)z
.
1 [@5@2

[¥5. 15 8EPs )T bt

Suppose A wants to send a message to B and A
does not know B’s MAC address. A broadcasts a
query to all the machines on the LAN saying what
MAC address corresponds to B’s IP address. All the
machines on the LAN see that query, but only B
knows the answer to the question. B receives the
query packet and replies with its own MAC address.
Therefore, by sending it to A’s MAC address, in the
process of doing this, B learns A’s MAC address and
A learns B’s MAC address. ARP is completely plug

FHEHBATR T #—T ARP Pl iz # AR
fERBE A B2 B B AOATH R, B A B AR
B WA MAC ik, Ak, A &2 Rk
P _E B BT B T HE AN EE R, iR B B
(1) TP Hhk st B[ MAC itk R b pr e &
AW ENZER, B &N EREHECS,
20K H S MAC HiMEAE NRIR RIEE A WA
MAC Hihiko 7EUEIEFEH, A FI B B AN B A& # RN
TXST7H MAC ik . NThEER T M KE , ARP
P BT 2 e A H A, o R TR

and play, and it does not require any administrative

S S

support to make this work because of the way it is

designed.
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5.7.1 DNS

5.7.1 DNS (4L RS

Domain name is the concept of assigning
human sensible names (such as www.google.com) to
a 32-bit IP address. The Domain Name System
(DNS) is used to resolve the IP address of these hosts
on the network to a machine-sensible 32-bit IP
address. DNS is a distributed database that is
implemented at different levels of hierarchy, and
there are many different administrative domains (the

various “dot” domains, such as.com or.edu) that are

associated with maintaining it. These domains are

usually maintained by a small number of
organizations, each responsible for a specific
domain.

DNS (4 AR50 #efhny e skt 2 32 47 1P
Huhk WS Al 5. P AT BLE R 5 g AZ MR A
Fik 4 (I www.google.com) R[] X 2% B35,
M 76 75 B AME LI 12 1) 1P Hidik. DNS /2 —4
A ARBHEE RS, 2R, AEE AR
RS (a0 “.com” B “.edu” S RFKAFIN] “ 57
O SRBEATYES . A RGBT A AN
g3, AR HA R E ISR A BT BRI ZE S

DNS runs as an application layer protocol. It
uses UDP and TCP in different parts of its operation
and is able to answer queries from hosts using either
TCP or UDP. It uses the transport layer protocols to
exchange information among the DNS servers as
well. DNS is an example of one of Internet design
philosophies where the network core operation is
kept simple, but the complexity is pushed out to the
edge. At the network core, hosts interact based only
on the host names, but DNS is a service that is
deployed at the edge, which significantly enhances

the usability of the network.

DNS m[{E NN Z I 0ET, fEifridfEd
i F] UDP M1 TCP W 4% % 2 1 BOR 51 R E 4L
WA g R . Bk 4h, DNS & a] F A& 502 B
WAEAF IR S5 2% 2 ()22 A5 6 o FLIRIN et 2
[ — A BB IE S, WA ORI T, T
B 2 A MEHERL % . DNS (& R4 (X —
HEMINE, HERMIRSIIHRE T ML 2%,
CINTE 2/ 5 N EEE S 8 Rnil By & SN i P e
AzoL R, BRAELS DLECRIR R4k, il 3=
BLZ B A2 HAL 75 5 T EALA B AT 528

DNS offers various services including

1. Hostname to IP address translation

2. Host aliasing (offering aliases to hostnames)
3. Mail server aliasing

4. Load distribution (distribute load across

DNS {4t L Fifik 55, -

LR EWL A S0y TP bkt

2. N ENA AR 4

3 M R 55 F 3R it 44

4. oy Oyi— LA A 2 A
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multiple servers or IP addresses for one canonical

name/domain)

k55 2% 55 1P ik DL 2 471 50

DNS needs to be a distributed system and

should not be a centralized service as it would have a

DNS Mo A s A Ge 28, i 48 i A 204,
PN e B = RRRYE: (1) B nd i be KU

single point of failure, and it would also have a

(2) AP fEtEz, M SHF S0 6 EHL

tremendous problem scaling to serving billions of

Pigk: (3) HEPEFE R, EIE A, Lhrisfrd,

hosts in the network. It would also be very difficult

LI o A SR A7 H 34 I N ) TP

to manage such a vast database. DNS queries are not

ik, Pl IFAN SBR[ DNS Hik 55 & & H A #E

performed every time a host needs to contact a

S,
D
)

server: typically, a fair amount of caching is done at

the host level to store most commonly accessed

domains.

5.8 Comparison Between OSI and TCP/IP

Models

5.8 OSI A 5 TCP/IP #A %t b

Despite the TCP/IP model using a different

methodology for layering than the OSI model, these

RE TCPP A 73 |2 T3 AT OSI A
M, B [ ER I3 2 SR 2 T LA AR R R

layers are often complementary with the OSI model. | &, HEARGHELIT =
1. The application layer of the TCP/IP model 1.TCP/IP B8 N FH 2% 82 OST 52 [ v FH
maps to the OSI application layer, presentation layer, | JZ. FREMSTEZ

and the session layer.

2. The TCP/IP model’s transport layer maps to
the OSI transport layer, as well as incorporates
transmission control functions such as the graceful
close function of the OSI session layer.

3. The TCP/IP’s link layer corresponds to the
OSI data link layer and may also include functions as
the physical layer, as well as some protocols of the

OSI’s network layer.

2. TCP/IP M40 )= 5 OSI B (it 4 2
FHXS R, [FRS RN T« 58 Ry S
HThee, BUIEAE S UGA AT, A2 3 B ]
Bz, T T R FOFR P 38 0 B i 2 1 B R
iR b PRk, R 2 RS TIRE A
—H.

3. TCP/IP # R ) s B % S 0 T+ OST AR AY
MBI R, BB T i S Uy R )
fE, LAz OSI P48 2 (8623 1l o

A difference between the TCP/IP model and the
OSI model is in the treatment of routing protocols.

The OSI routing protocol IS-IS is part of the network

TCP/IP #7145 OSI AL 7E i ey P Ak 37 X
EAFIANE . OSI AR IS-IS % i P 3Us - kY 2%
J2 A FARST (B s A B 2 T 3, /K CLNS
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layer and does not depend on CLNS

(Connectionless-mode  Network  Service) for
delivering packets from one router to another but
defines its own encapsulation. In contrast, the inter
router communication in the TCP/IP model that uses
OSPF, RIP, BGP, and other routing protocols are

transported over IP, and the routers act as hosts for

(BN RS RSB h % 2 18] R 5L
Pt . TMTE TCP/AP BRI, F3AN B8 B 45 52 b
A BN R, B AS R B iR
T OSPF. RIP. BGP &M ML, iRl n]
HIH TP P E 9 H AR B SOk AR B 45 B

this purpose.

Although the OSI model is often still AR OSI BRI LEAT B ¥ 4 32 &2, {H TCP/IP
referenced, the TCP/IP model has become the | #HY &l Ay WA L8 A0k I AR THE o Z AR AL 1+ BEATL I
standard for networking. TCP/IP offers an easier | 2% | — N ONRE{EIAELE, HRORHLTE 4L T %
approach to computer net-working, making | MR AR ST ST FE
independent implementations of protocols simpler.

5.9 Summary 59 H45
In this chapter, we studied the basis of ARZAH T LB AE U EE R E IR, TR

communication networks, with detailed discussions
on the various layers of the TCP/IP model, which is
the backbone for networking as used today.
Commentary on how these layered protocols are
used in the smart grid is also provided, with

examples. Finally, the difference between the TCP/IP
model and the OSI model is briefly discussed.

BT T 4R P45 4% 00 ¥ TCP/IP AR o 44 2 4 1) A
2, JRESE S M TR OGS 2 TSR R e HL Y
PR BJa, EREXE T TCP/IP fiAL
OSI A AL X 1 o

5.10 Problems

5.10 R &

1 What does MAC stand for in the link layer?
A Media access channel

B Multiaccess channel

C Media-authenticated communication

D Media access control

E Multiaccess control

1462 1) MAC AREB M2 AT A2
A BT IR EIE

B %1 17 3EIH

C ZHRIEEE

D @A ) 45

E 2%

2 What does it mean to be a “connectionless

protocol,” such as Ethernet?

2. PARMERZR “HREfsE s il %A
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A There is no prior arrangement between the
sender and receiver

B It is used to send one message at a time

C It can be used regardless of whatever
communication medium is used

D Devices can communicate with any
addressing requirements

E They do not need any other network devices

such as switches

A RIE i AN S 22 18] T 75 T o i S0
B —XRRERIE—FHE

C el A (5 A o,
TAE

D WA IAEMRAENT, o7 A% ST R E 1
i3RI

E TG A A1 55 FL A R 28 7%

AR

3 How is this common IP address

01111111.00000000.00000000.00000001 more
typically represented?

A192.168.0.1

B 192.0.0.1

C 124.0.0.1

D 10.0.0.1

E 127.0.0.1

3.IP b hk
01111111.00000000.00000000.00000001 3 5 411 {a]
FoR?

A 192.168.0.1

B 192.0.0.1

C 124.0.0.1

D 10.0.0.1

E 127.0.0.1

4. For a network address of 192.168.1.0 with a
subnet mask 255.255.255.0, what are the total
number of hosts in the network, and how many can
be assigned by the system administrator (i.e. usable
hosts)?

A 255,255

B 256, 254

C 254,253

D 254,252

E 256, 256

4. 25 ML TP Motk 192.168.1.0 FI-F M HEHL
255.255.255.0, MAMEHHEHLBZRZ D, &R
40 P 5L R LAy G CRIRT H EHD IR & 2 /02

A 255, 255
B 256, 254
C 254, 253
D 254, 252

E 256, 256

5 Web browsers (such as Google Chrome,
Mozilla Firefox, or Microsoft Edge) typically use
what type of application layer architecture?

A Peer-to-peer

5 WO SE Ay CAnA Aol B as N v 48

AR Edge ) U8 2845 18 % [ F T Z WA N 2
a2
A XA
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B Hybrid

C Client server

D Domain Name System (DNS)

E Border Gateway Protocol (BGP)

B E&

C B im- g5 as

D % %4 (DNS)

E F MR (BGP)

5.11 Questions

511 BEE

(1) Describe the layers in the OSI network
model and the TCP/IP network model. How are they

different?

(1) TR OSI MIZSHAIFT TCP/IP [ 2545 L 1)
JEIREER, AR ENTAE A ?

(2) Briefly explain how institutional networks

can be created using link layer technologies.

(2) 1738 G e A5 Y RS0 6 S RO 4 AL
JE 38 o

(3) How does routing work? Where are routing
algorithms typically placed in the TCP/IP network

model? What are some typical routing algorithms?

(3) B HIX — M TAE B4 ? B
BV H N T TCP/IP 4 B RS f ik — 2 2 15 471
25— 1 gL () B P R

(4) Discuss broadcast and multicast,

specifically looking at their applications for the

smart grid.

(4) 5 [EEEIRDS T 58 R0 2H 45 1 9 Aol [0 2% 30 15
BORAE T BE X A (10 By 38 R e B

(5) Pick a power system application from the
discussions in the previous chapters and discuss

which would you use, TCP or UDP, for the

(5) WA FE N R, SRS
ARG KON TS, BAERZINIRT, R
WHFEM TCP HhilUEEH] UDP Wik AL S Kt

application that you choose? Explain the advantages | Mg ? JfH., FR7EZ Ui BHEFEX ANV AT KL, LA
and disadvantages. JOXAN PR R LS i
6 BAE
Power System Application Layer Protocols B RGN H R Y

In this chapter, we will aim to understand the
uses and implementations of data communications in
the smart grid, specifically the power system
protocols that support various applications. A wide
variety of requirements exist for various
applications, and several approaches have been
proposed to meet these requirements. In this chapter,

which is an extension of Chapter 5, we will build on

TEA T, FRATRR N TR B 8 15 7 5 e
L A R B S e R, IR RO SR
L IR ) R GV XA [F R 750K, ol
ROZRW T 2RISR, RINTFEIFERE
RN & 5 HmEIAREA, KT
TCP/IP WSk, #E— 408 g B I o 10 R 2
P FRATH H S A IR 32 5 55 R4 (SCADA)
. AT U2 S = hic (DNP3) | %]

ES

o = e

HE Sy

1y
.
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the TCP/IP stack and look more closely at the
application layer protocols used in the smart grid.
Specifically, we will address Supervisory Control
and Data Acquisition (SCADA) and Distributed
Network  Protocol 3 (DNP3)  protocols,
communication between control centers using ICCP,
the phasor measurement unit (PMU) protocol
C37.118, substation communications in IEC 61850,
and the time

smart meter communications,

synchronization methods for these applications.

O ICCP JEE M. MENE AT (PMU)
1) C37.118 Wil ZZHLuKIEAE ) TEC 61850 Anifk .
R REEENE, U EIRZ LR 7
IS 8] 5] 22 0792

6.1 Introduction

6.1 iR

SCADA systems are essential for industrial
control systems such as the smart grid. They are also
ubiquitous in other domains such as large factories
and manufacturing facilities. There are two
components to SCADA system - data acquisition and
control. Data acquisition, at least in the smart grid
area, is usually slow and is in the range of
2-4seconds. There are also mechanisms where data
acquisition happens based on a pre-defined trigger
such as a critical event. The data are transmitted
from the field sensors using a communication layer
and are recorded in the Historian Database, which is
usually located in a central location such as the
control center or the substation. The data from the
SCADA system are processed for use by various
power system applications that form the energy
management system (EMS), and the system operator

interacts with the data through a Human-Machine

Interface (HMI).

SCADA F4i & Tl %] 5 Gt 1) 4% 0 41 8T
Gy, TOZ LT BRI . KB T A i i
YR SRFEEBWADE R — R
K&, R ER RN, B RN
FEBHENE, ATE 2-4 FPZIif. deah, HdERE
B R DAFEAE 3 TS A A A (Rt AR
) WAz A RER N EEE 2 EE
ATAE N, id e ] 0 B H G e T
i SR8 PErp . SCADA R Gl At & dt — 4k
H, SLAEIRETEIRS (EMS) H &2 e ) N
R, #AE U REE AN B A (HMD ok
W 4 0 IR SU R

6.2 SCADA Protocols

6.2 SCADA (MEEHWRERS) HhiX
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A typical system has the following components

as shown in Figure 6.1:

K o6.1 s 7 — A NS dERE
(SCADA) ZG&EMKE, LA -

1. Operator is usually a human driving the

control of the system and is responsible for

LARAE 61 A 03 i) BRI DR B 4 i) 3R 4t
MR GEPERE S SUMOR B B 75 7 AR

monitoring the performance of the system, defining

W S SR IS A i W A o R AR B AR PR Y ] T B

tolerances for triggering alerts, addressing alters, and

taking control actions as necessary. The operator’s

function can also be augmented with smart or
automatic control. The operator can either be located
physically on-site or perform their function from a

remote location through suitable access controls.

iR BE B SR AT Y TS, B AR S BRI AR S
AR, dn] DL A U7 R 5 1% ) D e R B AT
M EATT

2. Human-Machine Interface (HMI) is the
interface that allows the operator to interact with the
SCADA system. The HMI is usually a software
interface that translates the data coming in from the
sensors to actionable information and translates the
operator commands to actuation signals to the

control devices.

2ANAZE A (HMD « — AN it 5
SCADA R4 HMFH . HMI % & — N
FUTHT,  BEAEHE R [ A5 S R a4 oy P4 1
G, JRRHERAE S Ay A R O AR B A 1A B)

,fiflil

SRS

3. Master terminal unit (MTU) is the component
that gathers the information from the sensors or
remote terminals deployed in the system and
transmits them to the HMI. It also provides the

high-level control logic for the system.

3.ELu G (MTUD « F YRR A &
EOE A E S, XU EE B R
HFH RIS e 40032 A 4 1 T g A8 eh

==
Uil

4. Remote terminal unit is the

(RTU)
component that interacts with the MTU to send
measurements to the HMI and is responsible for
communicating the control signals to the field

devices.

ARG (RTU) « 5FELEITLH
FIZEAE, HA s m A8 B A R IEN EEdE, F6
s SR A IR %

5. Field devices include devices that are
responsible for sensing and measuring the quantities

of interest and devices that generate actuation signals

5.7y - 4R S TTRENATIN B AR SSHE 1
CAR OB B2 5 R a5 5 i e, Bd

.
=

-
THERTF . UG A B e )
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for field equipment. These included devices such as
meters, temperature sensors, or actuation equipment

such as controllers.

I
I .
I &
I

Intranet

Data analytics Data storage

|

3 .

\J |

]
>

[ ] £
t‘ . I -
' —_— M/ g Internet
...... e
Operator Remote operator

Human machine
interface

Remote terminal
unit

g Master terminal
unit

Remote terminal

Figure 6.1 A typical SCADA system architecture. Source: Adapted from Pliatsios et al.

(2020].
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[El6. 1 SCADARGEAEHAIE Sesi: oitdw B AEAF VB (Pliatsios) 202048 R i1 % (F

The SCADA systems utilize the same TCP/IP
network stack but have a variety of application layer
protocols to account for various types of devices,
processing capabilities of different components, and
communication and computation requirements of the

application that it supports. The application layer

SCADA H# 4% H R 7 R HIAH R TCP/IP
PIZE PR, R, BT AR, &A1
REFRBE I AN, AH LSRRI AS A5 7R SR A
[, BT DARANT 5 22 38 2 b S 2 P e T B
HJZ SCADA #p3n] LLRE 7y 9 PU 2K
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SCADA protocols can be broadly grouped under

four categories:

1. Fieldbus-based protocols such as BITBUS
and PROFIBUS

2. FEthernet-based protocols such as DNP3 and
IEC 61850

3. Serial-based protocols such as IEC 60870
and Modbus

4. Common Industrial Protocols (CIP) such as
DeviceNet, ControlNet, and High-way Addressable
Remote Transducer (HART)

1. B3R a1 BITBUS (f7&Zk)
PROFIBUS (FEf7 EZM2%)

2. LIRMIBML: W1 DNP3 #pi (43Ai 245
WM EE =R A1 IEC 61850 krifE (HL I R4 H B

b At A o0 F AR .

3. FATEME MY W IEC 60870 Fritk (HHE
bR L& G tbilE, WREIIRG RN, HA
FASCIE(E) A1 Modbus B3 CTVAUEIE(S Prislk
RbrEZ—) &

@A TP (CIP) : DeviceNet (—
H ML AR BRI B 251D « ControlNet (T (7]
PRI Z SR I B 26 25D Al HART (—H
P37 8 REANGR AN M B0 & Z TR (I AE 80 o

A list of these application layer protocols, the
network infrastructure on which they are run, typical
communication topologies used, data rates, and their
maxi-mum distance is presented in Table 6.1

(Pliatsios et al. [2020]).

7E3 6.1 (5| A Pliatsios 25 2020 £ H i )
FVE) o, VEANAIH T ARG B R G847 P
T R i SUBLEE AN B
e I fo KA o S S A S

Of these protocols, the most common ones used
in the smart grid area are DNP3 and IEC 61850.
Other application layer protocols are also used in the
smart grid, such as IEEE C37.118 that is the PMU
protocol; however, they have different data rates and

do not fit under the SCADA classification.

FEZR 6.1 FIZI P T,

f15& DNP3 1 IEC 61850 FiFh i,
AR 4y H

R P Y 4 ¢
AR
7z, CAth S FH Bt T4 A e o
H1, fFln IEEE C37.118 (J& T PMU i) , {H

HBHEAEANE, FrLRBIAN SCADA
FAML

6.2.1 DNP3 Protocol

6.2.1 DNP3 Yl (A RN B EE =hRD

The DNP3 is a SCADA protocol that enables
communication between components in a process
automation system and facilitates data exchange

between monitoring and control systems. In SCADA

DNP3 (4 A0 W 28 B 056 = R D) A& — Fb
SCADA i, t#EFRA IEEE 1815 #rift, &H¥)T
1990 42, FEEM TERANM RS H&H
PR IR EAE,  JH PT(2t He 5 28 1) &R G IR
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systems, it is used for communication between
MTU, RTUs, and field devices, which are also
referred to as intelligent electronic devices (IEDs).
The DNP3 protocol is also called the IEEE 1815
standard and was originally proposed in 1990. It

follows a layered architecture as shown in Figure

6.2.

HAECHe. £ SCADA ARG, ZiHTEL
UG (MTUD | SRR H G (RTUD BLAIL
Wikss (B R TIE) ZIAREE. Bl 6.2
A N Z B = R I B AR 4 R S5 R R

Table 6.1 Application layer SCADA protocols.

Network

Protocol infrastructure Topologies Data rates Maximum distance
BITBUS Fieldbus Bus 62.5 Kbps, 1200m

375Kbps, 1.5 Mbps
DC-BUS 2-wire cable Line 115.2 Kbps up to 100 km

1.3 Mbps
Distributed network protocol 3 Ethernet Line, peer-to-peer 100 Mbps, 1 Gbps 100m
EtherCAT Ethernet Ring, line, daisy-chain 100 Mbps 100 m
Ethernet powerlink Ethernet Tree, line, star, peer-to-peer 100 Mbps 100 m
Foundation fieldbus H1 Fieldbus Point-to-point, bus with 31.25Kbps 1900 m without

spur, daisy-chain, tree repeater, 9500 m with
up to 4 repeaters
Foundation HSE Ethernet Tree, line, star, peer-to-peer 100 Mbps 100m
HART 2-wire cable Point-to-point, multi-drop 1.2Kbps 3km
1EC 60870 Serial, Ethernet Ring, tree, line, star N/A N/A
1IEC 61850 Ethernet Ring, tree, line, star N/A 100m
Modbus Serial, Ethernet Line, star, ring, mesh (MB+) 100 Mbps, 1 Gbps N/A
PROFIBUS Fieldbus Point-to-point, bus with 9.6 Kbps to 12 Mbps 100-1200 m, 15 km for
spur, daisy-chains, tree optical channel

PROFINET Ethernet Ring, tree, line, star 100 Mbps, 1 Gbps 100m
RAPIEnet Ethernet Line, ring 100 Mbps 100m
SERCOS IIT Ethernet Line, ring 100 Mbps, 1 Gbps N/A
Unitronics PCOM Serial, Ehternet Ring, line, star 100 Mbps 100m
WorldFIP Fieldbus Bus 31.25 Kbps, 1 Mbps, 1km

2.5Mbps, 5 Mbps

4 8.1 G Rz SCADA B i Bt
it 4 Bice P by HadhesHge Bl e [ ON 2 S
BITBUS¢ Wip ke Be 62.5 Kbpse 1200 m«
375 Kbps, 1.5 Mbps<
DC-BUS« AL e Hie 115.2 Kbps up to¢’ 100 km¢?
1.3 Mbps¢
Distributed network protocol 3¢ LM« LR, AT e 100 Mbps, 1 Gbps¢® 100me
EtherCAT< eNEE B LR AyiehETa 100 Mbps< 100m«’
Ethernet powerlink<’ PLAMe P, 2RI BRI HRF e 100 Mbps? 100me’
Foundation fieldbus H1¢ e ke SRS IR, 31.25 Kbpse?
R, pfie 1900 m CJCP4R%R)
9500 m (4 ks
Foundation HSE< e R, s R SR e 100 Mbpse 100m+’
HART® RS e R, B EIEAS 1.2 Kbps¢’ 3 kme
IEC 60870¢ L PUKMe B, R, 2. BHe N/A N/A®
IEC 61850¢” LA Me AL R, AR, Blle  N/Ae 100me
Modbus<® L BURMe gl B B FLRE 100 Mbps, 1 Gbpse N/A®
PROFIBUS® ik WAL, 9.6Kbps T 12 Mbps? 100 % 1200m, Ie£F il
4, e ik 15kme

PROFINET< PLA e LR AR, BRle 100 Mbps, 1 Gbps<’ 100m«”
RAPIEnet< LU e R fla 100 Mbps< 100m«’
SERCOS III<’ LA Me A, e 100 Mbps, 1 Gbps<’ N/A<
Unitronics PCOM< FH LK A, A EAla 100 Mbps<’ 100m<’
WorldFIP< B ke Regfla 31.25 Kbps, 1 Mbps, 2.5 km<

Mbps, 5 Mbps<’
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User layer

DNPS3 application layer

Transport function

Figure 6.2 DNP3 network stack.

MR

DNP3 N 2

k=

6. 2 DNP3 /25 i3 kR

The lower level is a physical layer that
interfaces with the physical media, such as copper,
radio, etc. The data link layer has 256 byte (max)
frames, with  checksums, addressing, and
acknowledgments. Moreover, it handles additional
functions such as data link frame synchronization,
flow control, error handling, and link status probing.
The transport function is considered a sublayer of the
application layer and fits above the data link layer. It
is also considered to be a pseudo-transport layer and

is responsible for breaking the DNP3 fragments into

DNP3 P28t )RR R B Z , BIR A%
WA iR Sk, RS, ST
B EAE AR . BOR B E A K 256
FATIW, LA ARG MR B DL A
B9, Mo, ZEE 05T FD IR FERR W, )
W ACEESR ARG RS S M D Re . &
A R S Z 872, BT LB R RR N
ez, HALTHdnsEisZ 2 b, 550K DNP3
PR TR B A o A 2 2 B i Sk AN S H
O oy 2, AT E AL DL R = AN

(1) FIN Chpil = air ol BOw A i) B g — A A

segments. A transport layer segment is composed of | Bt) ; (2) FIR Chbri 4§ Zd BONAL Hin (1 56 —
the header and the application data. The header is | ™M) 3 (3) FHIFE (FBhriRAE, #ilk
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composed of the FIN. FIR. and sequence fields,

HHEHERAE D . DNP3 PR M 28 H R N JZ PT

which indicate whether it is the final or first

fragment, and a wvariable, which is used to

differentiate subsequent fragments. The application

layer provides the master-slave functionality and also
enables the use to have specific application level
acknowledgments. The user layer contains a user
code that can be tweaked by the user for specific

applications.

LR NFERIThAE, JF SRR E S B EIA (g
R, RKEE) o [FNS, f%
FREH RS T A AR, H R BOR
fE B QR F RS HEAT B E L PASEERE
SE DI RE BRACAL R AT

=} V24 AN
R

The DNP3 protocol can operate over a variety
of configurations such as slow serial links or
multi-drop links (the same information sent to
multiple slaves), concentrated links (communicated
through a data concentrator), and hierarchical links.
It should be noted that the DNP3 protocol has
several deficiencies in the context of smart grid

applications:

DNP3 Ppil n] fE T8 Ff ATk . 2 mi gkt (AP
Fl—FERAAEEZATERE)  HErhgE ()
AR P AR 2R B, JPREE B
—RIRESTER) o R L MG E T S
I, {575 B8 HL R Y, DNP3 B A7 7 — 2R
JEZAL:

N

17,

1. The DNP3 protocol does not support routing
in its default implementation.

2. It does not have any security features,
although improvements have been pro-posed in
secure DNP3.

3. It is designed for slow links and for polling
from field devices.

4. Tt has inflexible data naming and addressing
conventions, and protocol objects must be manually
mapped to power system functions for each different
device, application, and vendor.

5. It does not support peer-to-peer
communication and focuses mainly on delivering

information to the control center.

1 BRAASCHF % FH T RE -

2. BOAAHKREEETT R (DNP3 M % 4xhi
), Hz eI E R

3. M UGE L T DR R B BT,
T B v AT R R

4. Bdf i A4 AN hE R VE B = RS, RO
FL RTINS A RGN IhRE, Hizid
FE 5 BET XSRS AR B e« BT R 20 2t
(e

5. PhSCARSCRF RO ROEAE, EEATRER
e 28 ) P A0

6. WU E L R TR CEITHSRENL RS 2 Sk
JEE R H AN E)D) SR H O g sk, T ARSE
o 00 B2 P P %
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6. Measurements are time-stamped at the time
of receiving and not when the measurements are

made.

6.2.2 IEC 61850

6.2.2 IEC 61850 Fr#t (ZZHLVER e H TR &EME
P ICE E BRbr e

IEC 61850 is a suite of protocols for substation

automation that is fast becoming the standard for

VE N — A0 Bl E sh Ak AT 1 P i b v , TEC
61850 5 7L/ 2 i HL M A AR H sl E s Ak O R

smart orid applications across North America,

ok, FOAEIESE . BRI AN Y 1254 X 45 2

Europe, and Asia. It was proposed and designed to

Tl ZMBCRA LN R (1) BIEh A

accommodate future smart grid applications and

hence tries to cover all needs for substation

automation. It also specifies a database and naming
convention, thus addressing problems with legacy
protocols such as DNP3. The 61850 protocol can be
used across the layers, enabling communication from
the SCADA HMI to the field IEDs. It has a

hierarchical object-oriented data structure that
enables the user to define data and attributes such as
configuration information, naming, and diagnostic
information. It can be used to browse and retrieve
data from devices based on these attributes, without
specific knowledge on the device’s configurations or
other details. The network stack of IEC 61850 is

shown in Figure 6.3.

HGAI A 2 B3GR T DNP3 S& Gr il
FAAERT AR, (2) "IEg RA ], SEBL T M SCADA
RGN E S (HMD B335 8 66 BT 3
#% (IED) Z[EHIEME; (3D RHMERXTRE 7
EHERGER, A e R EE R e
i SRR AR M, AR, T AT B
YRR 2R s B0, TG TR PR AT T Y A TG B Bl 3
{2 HAh s AR ZH . IEC 61850 Ak 4 190 25 1 45 K
W& 6.3,

The performance requirements for various
power grid applications vary quite widely - from low
data rate with very low latency of less than 4 ms for
protective relaying applications to SCADA reporting
with low data rates and higher latencies allowed.
61850 accommodates these different applications by

creating fields with different interfaces to the rest of

A T) E PO 57 DSk e 2 o 2 S Al K —— 191
N4k L PR A 95 75 BRI R B0 A R A AR A 1
IR (KT 4 =8 , T SCADA &35 W i
e PR AR AR B AL i 2 o BE 0T IX — M,
IEC 61850 #mifk Al Ay W 2 ik B i A A
[F] 32 111D B SR 2 3k AN ] (9 7 FH 75 oK, T
AR B S BEAT RS AT . B, 4k
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the network stack, thus allowing prioritization of

different kinds of messages. The time-critical
messages such as protective relaying are mapped
directly to Ethernet layer frames using non-IP
protocols. These messages include the Sampled
Measured Values (SMV/SV), the Generic Object

Oriented Substation Events (GOOSE), the Generic

DR 25e B 75 EEARYR HE SR 1A B DR R
NI, AHRAE B SR HAT B, S
FILAK PG, AEH P b T &% . TEC
61850 Ax #E 1 A5 B N & L SR A = A
(SMV/SV ) [ [a] 3 FH X 4 (1) 32 H il =5 £
A HERE T (GSSE) Al
EHROCHTE (MMS) FJ71H . Hrf, MMS "] f

(GOOSE) .

Substation State Events (GSSE), and the | Y& B H @ LUK Z 34T 5, SR 45 B H
Manufacturing Messaging Specification (MMS). | 5 >KiE L TCP/AP & #2 E 47 4% 4, 1 i 18] [7] 22
MMS allows messages to be transferred directly | (TimeSync) 5ENIFEiET UDP/IP #4714
through the Ethernet layer, or they can be transferred | i .
through TCP/IP connections depending on the
application. The time synchronization (TimeSync)
messages are transferred  through  UDP/IP
connections.
GOOSE GSSE MMS TimeSync
TCP UDP
, | : P
Ethernet
Physical medium
Figure 6.3 |EC 61850 network stack.
RS | REEEA | sissmsch | (s
TCPHHY UDP
| | | IP #riX
LA
ERIEE A

P6.3 IEC 61850 [#EWhid ks
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61850 uses a different data naming convention,
which isolates the power system application and
object models from the communication protocols.
This means that there is no manual mapping needed
between the power system functions of different
devices from different vendors to the protocol
objects, as this definition already exists within the
protocol. This aspect of the data structure is

explained more in Chapter 7.

IEC 61850 KA T e I aw 42 F3E, LA
RO FH X A2 5 305 B G AT A X 4
R EATH. HTIA/ME 61850 bRk &
L IUBEAEIX — R, DA R R 1 1 4% 2 (]
A LA A R R U S, e T Ak AT
Wt KT IEC61850 HHs &5/ I PEA UL ], 152
AR

6.3 ICCP

6.3.3 ICCP B (FEdl| Ao [EELE B0

Multiple (in the order of thousands) business
entities run different parts of the smart grid. These
include generation companies, transmission system
owners and operators, distribution system asset
owners, and operators. The grid must always operate
synchronously to ensure that the interconnections do
not collapse. This requires coordinated decision
making between the various control centers that
operate various regions of the power grid. This
coordinated decision making is enabled by
information sharing between the control centers
using the Inter-Control Center Communications
Protocol (ICCP), which is part of the IEC 60870
protocol suite under the name Telecontrol
Application Service Element 2 (TASE.2). ICCP is a

client-server architecture-based protocol operating at

the application layer, which used TCP for transport.

The challenge with inter-control center

communications is that the communication needs to

be real time, with high availability and reliability in

communication. This is achieved through the

TER BN RS T R, AFRHBEA
"l M RGTE A THE RGBT & A
K12 E T AL T UE 1 A Mk B ST R A 2 2 5
K, ASEDLE A ) A RCELER, % DX s
Pl oL 2 10 R AT G — i, B IR S A
LARFE R 25— P IR 1R PR SR 7 5 T AR
TEHlhOZ mRE R, WS E BN
KB E A /NI 1) F E——ICCP #pil. ICCP
W JE T TASE.2 GZuf2 4z il B2 FH AR 55 b 55 A
B, TEH N IEC 60870 Wrsl EAEI—#B4) .
IS AT TN HJE ) ICCP WhSCR A %5 7 - i 55 s 42

N—

BT

14, $AMC TCP Pril SEHE AL i, I al 7 il

L 2 [E] AR R AR S P RE LRI, SRS SE
B AT AN AT S ) s B . B 6.4 NERATE
I~ 7 — T ICCP Pl N 35
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client-server architecture with performance

guarantees through the use of TCP and other

enhancements. A general use case for the ICCP is

shown in Figure 6.4.

The ICCP protocol has several limitations in the
smart grid area that is now under active research and

development:

SRIM, ICCP PIMSCFEE B FE R A0 e 3 FH AT
TAAE—LE R PR, T L o) J O E A Y i 7R 5 &
JEE B B P AE

1. Lack of a uniform data management system
- there is no coordination between various entities
using the ICCP protocol on standard naming
conventions that will avoid conflict. Currently,
bilateral agreements need to be setup between
partners to avoid conflicts.

2. The protocol might not be fast enough for
some time-sensitive, real-time applications, as it
relies on data that are polled from a historian that
operates without high priority.

3. It uses regular TCP and needs enhancement
to secure transport layer implementations such as

TLS.

LB Z G — MBHRE RS KLk XA
ICCP YhHT, BT8R ZIBAT I a2 Anite, A
5 GEHIE R KA. HET, N T X L )
R, I R B B L T AR AT AL EE

2. JCVEH A2 0 4 BT ) SRR AR N 17 ST B 1 R
Ke BT ICCP WS T A 52 it i v e 10 2
¥, HIEARCGIBAR, BT UG 2 i 4 N 1
BMUN D

3 MEE R ICCP WS H Fifd 2
Hm 1) TCP A& 477 20, R TLS 25 # d@
15 W BOR S AR 4 = 1 22 41k

ICCP database station

IPSec gateway

IPSec tunnel

ICCP database station

ICCP traffic

e
p)

ICCP traffic

IPSec gateway

[ —

Control center LAN

Figure 6.4

ICCP protocol between control centers.
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[CCPEHE e AR &5 3k
O
g«’ 151 . S5 £

[PSec M &

TPSeci@ i

ICCPifit &

2D
TCCP LR B JR 65 ?"

ICCPifR &

TPSec ¥ 5%

1 = L R 35 A

PE16. 4 2l O 8] (9 TCCP HM A

6.4 C37.118

6.4 C37.118 tHiX

The PMU, whose measurement aspects have

been discussed in previous chapters, is a protocol to

communicate synchrophasor data, which 1is
significantly =~ faster ~ than  regular SCADA
measurements. Synchrophasor measurements are

generated at 30-240 times per second, and each
measurement is taken under microsecond accuracy,
which is significantly more accurate than SCADA
measurements. PMU measurements are
communicated using the IEEE C37.118 standard, and
it is an application layer protocol that can use either
UDP or TCP for the transport layer depending on the
power system application requirements. The C37.118
protocol is intended to convent synchrophasor data
from the field PMUs to the phasor data concentrator
(PDC) and also to communicate and aggregate data

between PDCs. The data format for the C37.118

protocol is shown in Figure 6.5.

KT PMU CHEMEIT) ML, FRAIE
ZHTEN R CABAT TR, AN =
W5 PMU H4fs S8 478 e B 43 P o ZEAR X —
A, FRATTE SE B PMU I KB AL far ks
e (1) mEe. [0 AH 0 A i e B R
TH AL SCADA RAGEIERFEHAE . (2) =ik
£ RPN RS R 30 2 240 X, HAF
NS BATM RIAEHE, T SCADA R4t
T8I TG IR — E kG FE R oK e AR bk 1)
PMU I & $#5 76 5 H /2384 IEEE C37.118 #1X
BATIEAE, FIRTTRER ) RENHAFTR, 7R
I UDP 8¢ TCP AF Jy /2815 Pl . C37.118
PR 2 H LE TR IS 2 A BRI R P
MHEHIE A X EME LIRS T (PDC) , [
SN A B Hh s T (R B A A A . C37.118
W BAR B % TS, TE LR 6.5,
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The PMU protocol exemplifies the modern
sensing paradigm that leverages the improvements in
communication and computations technology. PMUs
have a high reporting rate, are accurately
time-stamped, and generate a large amount of data
that requires large bandwidth and advanced
computation capabilities to receive, process, analyze,
and process the data. The combined improvement
across the entire cyber-physical spectrum allows the
grid to be much more automatic and move toward
real-time control and coordination. PMUs provide
better visibility and situational awareness to system
operators and represent a huge improvement over
just SCADA measurements. Currently, various grid
applications are being developed and deployed by
utilizing synchrophasor measurements that enable
better reliability in power supply, greater efficiency
in power delivery, and increased integration of
highly variable renewable generation such as solar

and wind technologies.

ARk, FEREE B EAR S TN AR
A, MEHOR MR 7 ERER, PMU GHEN
BRI HARERX MG, PMU A
A s I RO AR i, [F,
PR K BRI W AT . Bl s
ST — RAERAE, XEH BT Al T SRR
Wit ERE T, BEE M2 —P RS AL
AT B3 S HE G 46 R0 9 48 R AL R R 88D
BT I R ER T, SR FE S B0 B IETE AL
DN AR FER R T 1) . PMU BOR 1742,
NRGERAE R E T IR SERTI L) R
P DA K SR A B IR AR ), B TS
SCADA M EH ARA 7 WFSuH. HAT, W&
FH DU B AR ) S 538 B, AH ORI HaL I S
JIAELERE AW K588 . XN AT T
FL gk 7 (R ) S 1 R R D B IR R, IR T
XFRPARE . KA S a3l AT PR A REVR 13 AN BE

ey

Ethernet header

(22 bytes) SYNC
(2 bytes)
IP header F =
(24 bytes) Ak
(2 bytes) SYNC
UDP header IDCODE 2 bytes
(8 bytes) (2 bytes) STAT
2 bytes
4SbOC Phasor
{4.bytes) (8 bytes)
FRACSEC Phasor
(4 bytes) (8 bytes)
Payload Freq
(2 bytes)
Dfreq
Data (2 bytes)
Analog
Ethernet trail (2 ytes)
&r gete:)" et CHK Digital
V (2 bytes) (2 bytes)
Figure 6.5 |EEE C37.118 data format.
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LUK R 3 2k
(225FF)
Pk (245

UDPHH 3%
(8FT)

Uik

DRI 7

(42791

6.5 TEEE C37. 118 ¥difs A

FAZES 279

Wik (21

PR FHD |

R (477

ERr (A7)

A (29

HE (2FY)

Hoedd (2770)

The PMU technology is not without

drawbacks such as the following:

1. Lack of common data format for phasor

measurements and problems with data sharing

between utilities and vendors

2. Lack of flexibility in sampling and polling

for measurements, as not all applications will require

high-resolution information

3. Lack of methods and technologies

information for real-time control

4. PMU to PDC application path imposes

latency on the system that might need improvement

for faster grid applications

These and more problems are areas of active

research in the smart grid area.

its PMU iR BIRCH 525, (H A7 AE LU BRI -

LB XA G —, FECE AR 513 R
T [ P M S AR A 1] 7

2 RFE SHC R E = RE N, M LA 2 T A R A
X 43 B R TR 7 K s

3HAEALFLAE AL, XELK PMU $idE 1k
DS ERT R ARG ATHRE(S R

4.PMU 2| PDC )N H B AR AFAELEIR, PRI T
to | BRigtm N A L S R AR, A R —

process PMU data into intelligent, action-able

SR

6.5 Smart Metering and Distributed Energy

Resources

6.5 FEENE S i X AEIR

While PMUS represent the paradigm shift in the

transmission ~ system,  distributed

grid-edge

MHENERITG (PMU) FARRE T B 11&H
REGUREWIF T, SHER, ol b
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intelligence is gaining traction at the distribution
system level. The dis-tributed intelligence can be
grouped into two major categories - (i) smart
metering

systems and (ii) distributed energy

resources (DERs).

HARWAERC R Gt R 355 ok bk 2 EL R
AR AR LA AR ¢ (1) Heel =
A4, (2) s aEEJE (DERs) o

6.5.1 Smart Metering

6.5.1 BREME

The power grid operator has historically not had
much visibility at the grid edge, as they were reliant
on SCADA measurements from the distribution
system feeders, which were sparsely present from the
substation to the consumer. In most cases, consumers
had to call and inform the utility that the power had
gone out in the case of any failures, as the utility had
no visibility to the power flow to individual
consumers. However, with smart metering systems,
the utility is increasingly gaining more situational
awareness at the grid edge. Smart meter deployment
has largely been the focus of digitization of the
distribution grid. An average of 65% of customers in
North America, Europe, and Asia are already using
smart meters, with a projected increase to 85% in the
coming years. The benefit of smart meters for the
utilities and system operators is that smart metering
enables them to have better visibility of their
networks and reduces operation and maintenance
costs. It can be considered as a sensor, which can
“open the door” to new services. Among the
requirements for these smart meter technologies,

there must be the following:

o2, Mz ER Rl R RS R
) SCADA IMEHHER 1 EMHEIL, Toiek
H A2 FL ik 8, 38 AR B 9 5T B
FREEHAEIR, JoIRAER 7R L 2
Ol CREANH A KPR IR A SR
KB EOLN, R S H b R AT L, TR
H A REBCRIZ E R DL ARG L. AR, B
B BE IR (A I AR e R X — L R B
WAL LB RS, FISE X T 5 g A
FIE LR RN BE ) IEAE AN 5. HAr, B3
R AT SE 553 X D H 4 65% )% 7 IEEAE T
AL, TTH AR LA — & HOR N 2 85%.
xtF o LA R AT R E R R, BREHRR
BAVFRS: (1) SRV R EEAR, W&
YRS (2) IZE MY AR (3) HRN
BRI, ST IR, X T IX R A
REARMERBFELLT N

Hii

1. Two-way communication between the smart

metering system and external net-works for

LSCRE B REDI & 2 405 A1 98 I 2% 2 18] 8 X )
HAE, AR & R Gt AT 4E 5 M SR
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maintenance and control of the metering system; 2RI TR E R SR
2. Support of advanced tariff systems; 3. BRI BN Z LD 15 43 IE

3. Provision of data for at least 15-minute | FEHEAT iC AL (B B K 2 Bk B3 R o [ 0 £
granularity, where most EU member states currently | 4 1c. 3% [ [RIR@ A5 60 781D

support 60 minutes.

A general smart metering architecture is shown RN R (HEER) RASMREEEN

in Figure 6.6. & 6.6.

Read the 3 Validate the 4 Transmit the
meter E_ On-demand meter data meter data

i reads via
— i in-home display
- .. 08
HAN HAN
Smart
Meter appliances
t P’e’.“.ise Meter & customer
i & bill
£ ol gt s e mn, M et
Network et I, customer
account
» ister d Marks
1 register data Friia lseilrleer;entﬁ
R‘F Mesh 4 || Backhaul data
Network ‘w Network T
v i Meter &
Repoator routor Motor attributes '
o Rl
data
Smarl meler
Collect the =il texas portal
meter data ‘Q Individual ﬁ
account -
y data \(\_ =
Oncormemal su‘m’er
web portal
Figure 6.6 General smart metering architecture.
[ IR TE I i~ LA faeEns
B
e
g +— s 00 g
RIS K diE e
£ o) FEEEHF BaEE
4 - EZEARE
i H R S (A SipmE
{45 FH A dE M P&
" 2]
- T _ul WE S
T LoEEeT E D] HEE x| =
e BF Came — fﬂip% TES
EINERE s
o BRI
et = i y 1A
N §
= e N
= P W
OncorZy &) BT F [k W
P6. 6 i R s R
While the transmission system utilizes the A& 45 1) B IR B AR S A A2 T 3 (WAND

wide-area network (WAN), smart metering | ] A8 & R G0 AR A T B2 fS 3 (HAN) Al
technology relies on the home area network (HAN) | 263 2% (NAN) #4788, KRN &
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and the neighborhood area network (NAN). HAN is
the network inside a home or a building and can use
a variety of communication protocols such as
ZigBee, Z-Wave, Wi-Fi, or other home automation
protocols. The rapid adoption of IoT and IoT
networks is also contributing to the increase in
automation and “smartness” at the grid edge.
Specifically, utilities are expected to one of the
highest users, with 1.37 billion endpoints. Gartner
Inc.’s report also states that “electricity smart
metering, both residential and commercial, will boost
the adoption of IoT among utilities.” Thus, HANs
will be crucial to integrate not just the growing
number of smart appliances and other IoT devices
but also integrate them with utility endpoints such as
meters and sensors. An evolving challenge is the
need to standardize the protocols being used at this
level, the data format to be used for interoperability,
and methods for ensuring privacy and security of

data.

FEESRFY NI, 1T LS U ZigBees
Z-Wave. Wi-Fi %5 Z i 5 308 (E P 5 LRI,
PR I A 2 TR 6 I % B ) PR R S i it T
L2 CREIT R P o b B g 2% ) 45tk B 34k
A BRAL K I3 o ARYE S g A F] ARk
LT FEARR ARG W AFD KAk, AHF
b2 A BRI AR B & e K I 22—,
R LB A]IE 13.7 44 o ik & 3t — 2 9,
“TREpEFBIE LB, FEAE )R Re T
BRI K, A P2 F PN B AR 1 7
o H s, 7 R, SRR R I ) M
an e HAVYTT LB S H 2538 2 1 8 R X AL R
HABD B B %, IEREH BRI & 5iHER.
R AR A & a8 pl. SR, Pkt
bE 2 TR AT i OR P PR ARG . el S — AN TR
Hn s U BARAE YR, DL AT R TIE B B oL Al
A,

On top of the HAN, NANs are crucial to
coordinate the increasing number of smart meters
and sensors at a community or aggregated level.
Most protocols at this level are proprietary protocols,
which reduce the scope for interoperability. There
are also mesh routing technologies that utilize radio
signals based on pole-top stations. The use of smart
meters and integration of IoT devices into grid

operation is an area of active research.

it 75 R i F RN AR AE A X Y ) AR
ANWTIEIN, T EE AN R R 4 A5 R R 1 X
B LA, BRITZEREMN (HAN) LA, T
REAE 6 4= Tl Y <RI 2% (NAND X T R i
Z IR s AR R 1 B E E MR .
RIS, EAXERE R M AEE T, o
TRERMALHD, FEAFH %
TEVEAZ BIBR A« ESOR IR, B A (%
BAE LA DR BE &, 1815 rh gk s %
i) JCLAE T mesh B HHORBER] T ARIK
J&, (RIS, nqar SRR A H R A5 SR I st 4
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A R R P (D v RN FH A AR S ARSI T T

6.5.2 Distributed Energy Resources (DERs)

6.5.2 S AR ERIR

DERs include rooftop PV units, smaller wind
turbines, electric vehicles, and customer flexibility in
reducing power consumption that is also referred to
as demand response. These technologies allow the
user to be active participants in the grid operation

instead of passive consumers. The regulation around

the use of these DERs is still evolving, and there are

similar problems as with smart metering - namely,

oA RREVR (DERs) 5 W2 T AR B E
NEI RS TR R AL BNV RS 2 T T
ARYERNE, SHFER, R R —#& CRIH
FES R AT, LASEEI A ) T FE I b B
) WEmMARIRE UM, AR R
FFIAE K1k 74 A BRI 98 2 A8 L &R 4

BATERETHARRS 5% . 5EEBEREN o
A S BEVR H HTAFE 2 D LA b ERT R, 5T

the presence of multiple proprietary standards and

HL X B YA LI ik = Bl R S R AR, A

protocols being used currently and lack of

W EBER R AR RS EE . BRITiiilEm

coordination and interoperability with the existing

grid resources. While other protocols such as

Modbus, IEC 61850, and even ZigBee have been
deployed previously, a recent standard that has been
gaining traction is the IEEE 2030.5 Smart Energy
Profile (SEP) 2.0 standard, which provides a
framework for monitoring and control of DER
assets. It has been gaining traction with grid
operators and has been suggested as the standardized
communication protocol

for DER aggregation

programs. California’s Rule 21, for example,
describes various grid services that connected DERs
should be able to perform, and the Common Smart
Inverter Profile (CSIP) describes how SEP should be
implemented to meet Rule 21. CSIP requires that
DERs be capable of monitoring and reporting
operational characteristics and perform grid support
functions such as operating in a “Volt-Var control”

mode. Regulatory policy is needed to dictate the

MMW&HE&%O%&H@%%WW,ﬁ%f
A FIERE TEEE 2030.5 A0 At e TR &
SCAF (SEP) 2.0 i, Ho i f Az oA e
VR FHRE R AR T IS ATHESE, JEIEHMIE E
HIZBRTR A ], CRRR Iy 73 A 2RV 3R & T
H AR HEAGIEAE P BLINFRIAR JE 7 JH B 5 4 2
A5 21 26 (Rule 21 A, HAB#IE 7%
iz 2 vl I (1 20 AT 2R IR R LA 1) B SR T e

BB AR SR B SO (CSIPY b4k
THEORER, UL T i SEP AR

A& IR RE o CSTP SCAEX 43 A7 sUREIRH H
WMRESR: (1) B REims 3 Sisirh
VERIRE 1. (20 SCRF “HU-REThzd] 7 # a5
REEHN DR, Zi b, EXorAnReE, AH
o B RS s P A A EL L ] S 4 D D3 P VS

[l AR AR AR, [ o0 e N R A 11 5 557 PA s
HEAL IS, Wi fR R GTiadT (02 etk 5 T SE T
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limits of grid support functions that can be

performed by DERs, and the ways of connecting

these assets to the grid need to be standardized.

6.6 Time Synchronization

6.6 FIE[FZ

With the increasing number of sensors and
control devices in the grid, time synchronization of
various devices becomes

measurements and

important. The Global Positioning System
(GPS)-based clocks are pretty cheap to source, but
installation and interface of these devices to the grid
and grid operations software is not trivial. There is a
proposal to use the ubiquitous Ethernet to distribute
time across various devices to create synchronization
between them. There are two major protocols that

can be used for time synchronization over Ethernet:

it P O A S s 5 s 1 e e R A H 2 4
%, SEILIN A S % vt Ta) i I TR [R5 A5 0
NREE . T EEREMARG (GPS) KN Bt #
SR AN B, B ] 22 3 e« AR
BN RIS R R K, X IFIES
Ho L, MEFRE T R T ORI R T
5, RIEIE 2% LE % i 18] 2 S TR], - BASKEELIA]
Ao BUN S PR a] - DRI 8] [7) 25 1) 32 2 by
W

1. Network Time Protocol (NTP) RFC 5905 -
This protocol is primarily intended for wide-area
time synchronization. It is widely deployed across
the Internet and has been in use for 35+ years. It has
an accuracy of about 10 ms usually, although it can

vary according to conditions.

1. WE&INEI MY (FRIFR NTP, i#4E RFC 5905
bRAE) FE SR

(1) FZH T M E .

(2) T HE T HEM AR, ORI 35
o

(3) K FE sz HAR S5, (IR F]IA 10
EWEEL

2. Precision Time Protocol (PTP) IEEE 1588 -
This protocol is primarily intended for local area
time synchronization. It was first proposed in 2002
and is now gaining traction for adoption. It is capable

of providing microsecond agreement on a LAN.

2 KEWI AP (R PTP, 4§ IEEE 1588
bRAE) R AU

(1) FZH TR a] 7] 2 .

(2) HRHET 2002 4, TERIFDIRG
J 2R

(3) AJFE Ry A S B AORb 2 Ta] [ 2

The basic idea of distributing time over

Ethernet is as follows:

I I LA X 0 5 I 1) R A S ERA0F

1.Host A sends a message and gets a reply from

AL N A BRGEEES S — M, IF
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another host - now, Host A can calculate the
round-trip time

2.Host A sends a message with its current time
and the round-trip time to Host B

3. Host B can now estimate the offset between
their local clocks, thus allowing the two hosts to be

time synchronized

SRR, B X AR A B AR
ingiF

IR 20 ENL A KT I R EBR AR R B TR R
%45 F 41 B

AYR3. EHLBARE ARG B E M G EHA
Hu b Bh 2 [0 (RIS TR 22, BE T X —fh AR R, E

PLB {HRESEIL S EHL A FIa] [F] 2

This approach is heavily dependent on the
accuracy of their local clock sources. There are also
additional problems because of the variability in
communication due to network traffic and
asymmetric communication times between steps 1
and 2. This is a manageable issue for a strictly
controlled LAN where the propagation delay and
other components in latency are small and can be
estimated but becomes a bigger problem for WANS.
Also, depending on the timing accuracy required, the
time capture and time stamping need to happen at a
low level (physical or link layer) of the
communication stack, which poses a problem as
these protocols are not widely deployed in the grid
now. The question of time synchronization for WANs
and for a large number of devices is an area of active

research in the smart grid.

LA o] o 1] [ 2159 1 S B 2 2R oy P A o - A
HuET BRI R . SR, BT IR B S
FEEAEN, PR 1 520 2 2 (AE
{5 B IR] A B, ATEAM I o) RPN (] 7] 25 %
Z2) W K. 1R AR R (LAND
B, E A A A R N A IR R B
Ho T, X 28 ) B v 72 T4V o (R
IR CWAND I, I T ) 22 R 22 1 R AR M R 5
Ma AR R R . kb, AR B IR B KR
Fisf ) 9 3K 5 F T 38 1) A A 75 R A S8 SRR K2
COI 2 B RE B 2D AT, A S BOF A
FEHL 2 505, IXTCREG N T S it 2 T AR A
FEo BRIBE, ] 78 ) 3R v R K R A 1
I IRD [ 25, Ay % A P 9 4033 PR 7 0 A st R i
TRF o (R HE R

1=
~ E\'}

6.7 Summary

6.7 B4

In this chapter, we discussed the typical power
system application layer protocols and how they are
different from common application layer protocols
such as those used in the Internet. Two common
SCADA protocols were discussed - DNP3 and IEC

61850 - along with newer protocols such as the PMU

Aw A, AR T RGHE H R E D
WIS B H WS H R 25, AT
PIFRE UL SCADA i ——DNP3 HIIEC 61850,
PLA &S PMU f IEEE C37.118 #pi. Bb4h, &
ATIETF 18 1 BE H R G ] IE AR AR 5 KR A
HZE B0, U 5 FE R 5l A 2N RE R T FH I B0
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protocol IEEE C37.118. In addition, application
layer protocols that are evolving in the distribution
system applications were discussed, such as the
protocols used in smart metering or for DER
resources. The time synchronization of these
protocols with other devices in the grid has been

briefly discussed.

I a7 2 e 3R T X B S HE I F At % R 1]

[F] 2 ) /i

6.8 Problems

6.8 5B

1 What is HMI in a SCADA system?
A Human-Machine Interface

B Human-Machine Intelligence

C Human-Managed Interface

D Human-Managed IEDs

E Human-Machine Interrupts

LR R AE 5 I ML 4% ] R B8 (SCADA) R 4t
HMI $5 R AT 42

A AHLAEE S E

B AWlft&
C ANl i Ftm

D ANl RE LT %
E AWLAS B Al

e

2 What does MMS stand for, in IEC 618507
A Multimedia Messaging System

B Multimedia Messaging Service

C Manufacturing Messaging Specification
D Manufacturing Messaging Service

E Multisystem Messaging Service

2.4E IEC 61850 (A% FEuf3H 15 % 45 Al 2 45 [ R
PRED) 1, MMS AREAT A2

A ZHRIKEE RS

B LRGBS

C il SRS

D #filig i SR S5

E Z R4 Bk

3 Which protocol is used to communicate
between smart grid control centers?

A DNP3

B ICCP

C HTML

D IEEE C37.118

E TCP/IP

3.8 B FL X 9 A P 2 18] PR 8 A7 R AT WA
P ?

ADNP3

B ICCP

C HTML

D IEEE C37.118

E TCP/IP

4 California’s Rule 21 specifies that DER’s

within Investor-Owned Utilities must utilize IEEE

4 JNAAE JE N BEVRE B RS 21 25 IR
FE s X T A SAT ML BRSSP BT A 20 A S RE TR
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2030.5 protocol as described in the CSIP. What does
CSIP stand for?

A California Smart Inverter Profile

B California Solar Inverter Profile

C Common Solar Inverter Profile

D Common Smart Inverter Profile

E Common Smart Inverter Protocol

(féi Kk DERD, %% # 75381 CSIP A ) IEEE
2030.5 thil. #4, CSIP BARTEHIE?
A M e AR 25 R
B 0 K FH B8 13 AR 85 K
C i FHOKPH R A2 & F)
D i I Be I AR 2R
E 38 FH 8 R AR 2 X

I
(e
e

bl

5 What is typically the accuracy of the Network
Time Protocol (NTP)?

Alms

B 10 ms

C 100 ms

D 500 ms

E 1000 ms

5. LI IR (NTP) A HERf B 3 m] LAE
BZ DRI ?

Al ZR

B 10 Zf)

C 100 =

D 500 ZF}

E 1000 ZFb

6.9 Questions

6.9 BE/

(1) Explain the components and deployment of
a typical SCADA system.

(2) What are the features of the DNP3 protocol?
Are there any disadvantages of utilizing the DNP3
protocol for smart grid applications?

(3) How do smart grid control centers
communicate with each other?

(4) Discuss the features of the PMU protocol,
with its advantages and disadvantages.

(5) How is smart metering deployed? What is

its network architecture and what protocols are

typically used?

(1) f#FE SCADA FGu(HH KA W il
RG0S B

(2) DNP3 Pl 2 A BREek 252 kg N T
REHET, SRR R PR ?

(3) B LR oL 2 [ AT A ?

(4) fijid PMU WS HI%s Rl BB E AL

(5) BREHR WM 2R ? B EE i
iR BN ? TEBEE R, H—Ra R
e 2

TE: RIEER o N IS U 22 61
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