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A Study On Enhancing The Network Fraud Prevention Abilities
Of Urban Elderly People Through Situational Education Groups
-- Taking X Community As An Example

ABSTRACT

With the intensification of China's aging trend and the continuous
expansion of the elderly online population, cases of online fraud targeting
the elderly have been on the rise. Online fraud has seriously threatened
the property safety and mental health of the elderly, severely disrupting
their normal retirement life. Therefore, enhancing the elderly's ability to
prevent online fraud has become particularly important and urgent.
However, previous research and practice in the social work field
regarding the improvement of urban elderly people's ability to prevent
online fraud have been relatively scarce, lacking specific intervention
methods for urban elderly people to prevent online fraud and the effective
application of modern technological means. Given the relatively weak
cognitive abilities, information acquisition, and online fraud prevention
awareness of the elderly, this study integrates the theory of situational
education into the education activities for urban elderly people to prevent
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online fraud. By intervening with situational education groups to address
the online fraud problems faced by urban elderly people, it not only
effectively responds to the elderly's retirement needs but also
demonstrates humanistic care for the elderly, holding significant
theoretical and practical value.

This article, guided by the theory of situational education and
cognitive behavioral theory, analyzes the current situation and existing
problems of the elderly's ability to prevent online fraud in X community
based on a review of domestic and foreign literature on the prevention of
online fraud among the elderly and the improvement of their ability to
prevent online fraud, combined with questionnaire surveys, interviews
and participatory observation. These problems are prominently
manifested in the following aspects: the elderly have a lack of knowledge
reserves for preventing online fraud; they are not proficient in the skills
for preventing online fraud; they have few opportunities to be exposed to
online fraud prevention; and their awareness of preventing online fraud 1s
relatively weak. Through analysis, the author found that the main reasons
for these problems are the weak social support network, the single
community publicity method, the weak strength of social workers, and
the irrational cognition of the elderly themselves.

Through pre- and post-questionnaires and subjective evaluations, the
author found that situational education plays a unique role in improving

Vi
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the elderly's ability to prevent online fraud, and the learning enthusiasm
of group members has significantly increased, but it also has its own
limitations. To improve the effectiveness of the situational education
group intervention, the author proposes the following suggestions: first,
strengthen the professional team of social workers and increase resource
input; second, enhance the professional ability of social workers; third,
build a community online fraud prevention system; and finally, deepen
situational simulation based on the elderly's situational cognition. The
author hopes that through this research, the application and development
of situational education groups in improving the ability of urban elderly

to prevent online fraud can be promoted.

KEY WORDS: context education group, simulation scenario, urban

elderly, cyber fraud, ability to prevent
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